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Iltem 14. Continued.

CHANGES TO THE SPECIFICATIONS

1. New Sections - Add the following accompanying new sections, bearing the notation
"ACCOMPANYING AMENDMENT NO. 0002 TO SOLICITATION NO. DACW63-03-B-0001:"

SECTION 10508 METAL LOCKERS
SECTION 13110A CATHODIC PROTECTION SYSTEM (SACRIFICIAL ANODE

2. Replacement Sections - Replace the following sections with the accompanying new sections of the
same number and title, bearing the notation "ACCOMPANYING AMENDMENT NO. 0002 TO
SOLICITATION NO. DACWG63-03-B-0001:"

SECTION 05500 MISCELLANEOUS METAL

SECTION 13720 ELECTRONIC SECURITY SYSTEM

SECTION 16751 CLOSED CIRCUIT TELEVISION SYSTEMS
CHANGES TO THE DRAWINGS

3. Replacement Drawings - Replace the drawings listed below with the attached new drawings of the
same number, bearing the notation “AM #0002".

i01.cal 101 Furniture Floor Plan
i02.cal 102 Floor Plan - Detention Area
i07.cal 107 Room Finish Schedule

E-1.cal E-1 ELECTRICAL LEGENDS AND DIAGRAMS
E-2.cal E-2 EXTERIOR CONDUIT SCHEDULES
E-5.cal E-5 "EXTERIOR SECURITY PLAN, AREA 1"
E-6.cal E-6 "EXTERIOR SECURITY PLAN, AREA 2"
E-9.cal E-9 EXTERIOR DETAILS SHEET 3

END OF AMENDMENT
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Sanderson, Tx | NS/ Border Patrol: Border Patrol Station SNI BP
ACCOVPANYI NG AMENDVENT NO. 0002 TO SOLI CI TATI ON NO. DACWs3- 03- B- 0001

SECTI ON 05500

M SCELLANEQUS METAL
07/ 97

Anendnment #2

PART 1 GENERAL

1.

1 REFERENCES
The publications listed below forma part of this specification to the
extent referenced. The publications are referred to in the text by basic
desi gnation only.

ALUM NUM ASSCCI ATI ON ( AA)

AA DAF- 45 (1980; R 1993) Designation System for
Al um num Fi ni shes

AMERI CAN NATI ONAL STANDARDS | NSTI TUTE (ANSI)

ANSI Al4.3 (1992) Ladders - Fixed - Safety
Requi renment s

ANSI MH28. 1 (1982) Design, Testing, Wilization, and
Application of Industrial G ade Stee
Shel vi ng

AMERI CAN SOCI ETY FOR TESTI NG AND MATERI ALS (ASTM

ASTM A 36 (1996) Carbon Structural Steel

ASTM A 53 (1996) Pipe, Steel, Black and Hot- D pped,
Zi nc- Coat ed, Wl ded and Seani ess

ASTM A 123 (1989a) Zinc (Hot-Di p Gal vani zed) Coati ngs
on Iron and Steel Products

ASTM A 283 (1993a) Low and Internedi ate Tensile
Strength Carbon Steel Plates

ASTM A 467 (1993) Machine and Coil Chain

ASTM A 475 (1995) Zinc-Coated Steel Wre Strand

ASTM A 500 (1993) Col d- Forned Wl ded and Seani ess
Carbon Steel Structural Tubing in Rounds
and Shapes

ASTM A 653 (1996) Steel Sheet, Zinc-Coated

(Gal vani zed) or Zinc-lron All oy-Coated
(Gal vanneal ed) by the Hot-Di p Process

ASTM A 924 (1996a) Steel Sheet, Metallic-Coated by
the Hot-Di p Process

ASTM B 26 (1996a) Al um num Al'l oy Sand Casti ngs

ASTM B 221 (1996) Al umi num and Al unmi num Al | oy
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Extruded Bars, Rods, Wre, Shapes, and
Tubes

ASTM B 429 (1995) Al umi num Al |l oy Extruded Structural
Pi pe and Tube

ASTM D 2047 (1993) Static Coefficient of Friction of
Pol i sh- Coat ed Fl oor Surfaces as Measured
by the Janes Machi ne

ASTM F 1267 (1991) Metal, Expanded, Steel

AMERI CAN SOCI ETY OF ClVIL ENG NEERS ( ASCE)

ASCE 7 (1995) M ni num Desi gn Loads for Buildings
and Ot her Structures

AMERI CAN VELDI NG SOCI ETY ( AWS)
AWS D1.1 (1994) Structural Welding Code - Steel
COWMMERCI AL | TEM DESCRI PTI ONS ( Cl D)

CID A-A-344 (Rev B) Lacquer, Cear doss, Exterior,
Interior

NATI ONAL ASSOCI ATI ON OF ARCHI TECTURAL METAL MANUFACTURERS ( NAAMM)
NAAMM MBG 531 (1993) Metal Bar Grating Mnual
NAAMM MBG 532 (1988) Heavy Duty Metal Bar Grating Manual
NATI ONAL FI RE PROTECTI ON ASSOCI ATl ON ( NFPA)

NFPA 211 (1992) Chi nmeys, Fireplaces, Vents and
Solid Fuel - Burni ng Appli ances

1.2 SUBM TTALS

Government approval is required for submittals with a "GA" designation;
submittals having an "FI O' designhation are for information only. The
followi ng shall be submitted in accordance with Section 01330 SUBM TTAL
PROCEDURES:

SD- 02 Shop Drawi ngs
M scel | aneous Metal |tens;

Detail drawi ngs indicating material thickness, type, grade, and cl ass;

di mensi ons; and construction details. Draw ngs shall include catal og cuts,
erection details, manufacturer's descriptive data and installation
instructions, and tenplates. Detail drawings for the following itens: G
Amendrent  #2

Access Doors and Panel s

Vent s

Pi pe guards

Downspout Boot s

Dr ai nspout Scuppers

Expansi on Joi nt Covers
Handrail s/ Guardrails
Partitions, Di anond-Mesh Type

e mee0 o

SECTI ON 05500 Page 2



Sanderson, Tx | NS/ Border Patrol: Border Patrol Station SNI BP
ACCOVPANYI NG AMENDVENT NO. 0002 TO SOLI CI TATI ON NO. DACWs3- 03- B- 0001

Saf ety Nosi ng

Shel vi ng

Trench Covers, Franes, and Liners
M scel | aneous

Wall Louvers and Screens

Cl oset Rods and Shelf Brackets

S13 T T

SD- 04 Sanpl es
M scel | aneous Metal |tens;

Sanples of the following itens: Amendnent #2

Access Doors and Panel s

Vent s

Pi pe guards

Downspout Boot s

Dr ai nspout Scuppers

Expansi on Joi nt Covers
Handrai |l s/ Guardrail s
Partitions, D anond-Mesh Type
Saf ety Nosi ng

Shel vi ng

Steel Stairs

Trench Covers, Franes, and Liners
M scel | aneous

Wal | Louvers and Screens

Cl oset Rods and Shelf Brackets

CE3TIFT IIFL e a0 o

Sanpl es shall be full size, taken from manufacturer's stock, and shal
be complete as required for installation in the structure. Sanples may be
installed in the work, provided each sanple is clearly identified and its
| ocation recorded.

1.3 GENERAL REQUI REMENTS

The Contractor shall verify all neasurenents and shall take all field
neasurenents necessary before fabrication. WlIlding to or on structura
steel shall be in accordance with AWs D1.1. |Itens specified to be

gal vani zed, when practicable and not indicated otherw se, shall be hot-dip
gal vani zed after fabrication. Galvanizing shall be in accordance with ASTM
A 123, ASTM A 653, or ASTM A 924, as applicable. Exposed fastenings shal
be compatible materials, shall generally match in color and finish, and
shal | harnonize with the material to which fastenings are appli ed.
Materials and parts necessary to conplete each item even though such work
is not definitely shown or specified, shall be included. Poor matching of
hol es for fasteners shall be cause for rejection. Fastenings shall be
conceal ed where practicable. Thickness of netal and details of assenbly
and supports shall provide strength and stiffness. Joints exposed to the
weat her shall be formed to exclude water.

1.4 DI SSI M LAR MATERI ALS
Wiere dissimlar netals are in contact, or where aluminumis in contact
with concrete, nortar, masonry, wet or pressure-treated wood, or absorptive
materials subject to wetting, the surfaces shall be protected with a coat
of bitum nous paint or asphalt varnish.

1.5 WORKMANSHI P

M scel | aneous netal work shall be well forned to shape and size, with sharp
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lines and angles and true curves. Drilling and punching shall produce
clean true lines and surfaces. WIlding shall be continuous along the
entire area of contact except where tack welding is permtted. Exposed
connections of work in place shall not be tack wel ded. Exposed wel ds shal
be ground snmooth. Exposed surfaces of work in place shall have a snooth
finish, and unl ess otherw se approved, exposed riveting shall be flush.
Where tight fits are required, joints shall be mlled. Corner joints shal
be coped or mtered, well forned, and in true alignnent. Wrk shall be
accurately set to established Iines and el evati ons and securely fastened in
place. Installation shall be in accordance with manufacturer's
installation instructions and approved draw ngs, cuts, and details.

.6 ANCHORAGE

Anchor age shall be provided where necessary for fastening mscell aneous
netal items securely in place. Anchorage not otherw se specified or

i ndi cated shall include slotted inserts made to engage with the anchors,
expansi on shi el ds, and power-driven fasteners when approved for concrete;
toggle bolts and through bolts for masonry; machine and carriage bolts for
steel; and lag bolts and screws for wood.

7 ALUM NUM FI NI SHES

Unl ess ot herwi se specified, alum numitens shall have standard m |l finish.
Amendnment #2The thi ckness of the coating shall be not |ess than that
specified for protective and decorative type finishes for itens used in
interior locations or architectural Class | type finish for itens used in
exterior locations in AA DAF-45. |Itenms to be anodized shall receive a
polished satin finish. Al umnumsurfaces to be in contact with plaster or
concrete during construction shall be protected with a field coat
conformng to CID A A-344.

. 8 SHOP PAI NTI NG

Surfaces of ferrous netal except gal vani zed surfaces, shall be cl eaned and
shop coated with the manufacturer's standard protective coating unless

ot herwi se specified. Surfaces of itenms to be enbedded in concrete shal

not be painted. Itens to be finish painted shall be prepared according to
manuf acturer's recommendati ons or as specified.

PART 2 PRODUCTS

2.

2.

1 ACCESS DOORS AND PANELS

Doors and panels shall be flush type unless otherw se indicated. Franes
for access doors shall be fabricated of not lighter than 1.52 mm (16 gauge)
steel with welded joints and finished with anchorage for securing into
construction. Access doors shall be a mninmof 350 by 500 nm and of not
lighter than 1.9 mm (14 gauge) steel, with stiffened edges, conplete with
attachnents. Access doors shall be hinged to frame and provided with a
flush face, screw driver operated |latch. Exposed netal surfaces shall have
a baked enanel finish Arendnent #2.

.2 CHI MNEYS, VENTS, AND SMOKESTACKS

Chi meys and vents shall be designed and constructed in accordance with
NFPA 211. Chi mmey connectors shall be fornmed of not lighter than 1.01 mm
(20 gauge) ogalvanized steel. Anmendnent #2Seans and joints shall be

wel ded, except that an angle flange shall be provided for connection to the
boi l er, other equiprment, and stack support.

3 CLEANCUT DOORS

SECTI ON 05500 Page 4
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Cl eanout doors shall be gal vani zed Arendnent #2, shall be provided with
frames, and unl ess otherwi se indicated, shall be sized to match flues. The
frames shall have a continuous flange and anchors for securing into
masonry. The doors shall be snokeproof, hinged, and shall have fastening
devices to hold the door closed.

Arendrent #22. 4 CORNER GUARDS AND SHI ELDS

Corner guards and shields for janbs and sills of openings and edges of

pl atforns shall be steel shapes and pl ates anchored in masonry or concrete

with wel ded steel straps or end weld stud anchors. Corner guards for use

with glazed or ceramic tile finish on walls shall be formed of 1.6 mmthick

corrosion-resisting steel with polished or satin finish, shall extend 1.5 m
above the top of cove base or to the top of the wai nscot, whichever is

| ess, and shall be securely anchored to the supporting wall. Corner guards

on exterior shall be Amendnment #2 stainless steel.

2.5 DOOR GQUARDS

Door guards shall be constructed of woven steel wire or expanded netal
franed with structural steel shapes. Expanded netal guards shall be of 38
mnm No. 10 mesh, welded to 25 by 25 by 3 nm angle frane. Wven-w re pane
shal |l be of 10 gauge, 38 mm nmesh secured through weaving to 25 nm channe
frame or around a 10 mm round bar frame. Corners of franes shall be
mtered and wel ded. Guards shall be sized as indicated.

2.6 Pl PE GUARDS

Pi pe guards shall be heavy duty steel pipe conform ng to ASTM A 53, Type E
or S, weight STD, black finish.

2.7 DOWNSPOUT BOOTS

Downspout boots shall be cast iron with receiving bells sized to fit
downspout s.

2.8 EXPANSI ON JO NT COVERS

Expansi on joint covers shall be constructed of extruded alum numwith
anodi zed satin finish for walls and ceilings and with standard mll finish
for floor covers and exterior covers. Plates, backup angl es, expansion
filler strip and anchors shall be designed as indicated. Expansion joint
system shall provide a 1 hour fire rating and 25 mm novenent.

Amendnent #22.9 FLOOR GRATI NGS AND FRAMES

Car bon steel Anendnent #2 grating shall be designed in accordance w th NAAWM
MBG 531 to neet the indicated | oad requirenments. Edges shall be banded
with bars 6 mMmmless in height than bearing bars for grating sizes above 19
nm Bandi ng bars shall be flush with the top of bearing grating. Franes
shal | be of welded steel construction finished to match the grating. Floor
gratings and frames shall be gal vanized after fabricati on Arendnment #2.

2.10 FLOOR PLATES

Fl oor plates shall be 6 mm thick, raised thread steel. Amendnent #2

2.11 FOUNDATI ON VENTS

Foundati on vents shall be the same size as the masonry units or sized as
i ndi cated, and shall be of extruded aluminumwth integral water stop and
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sliding interior closer or danper operable fromthe outside. |Insect screen
shal | be provided at the back of the vent. Louvered opening shall have top
and bottomdrip lips, and the net ventilating area with cl oser or danper
open shall be at |east 35 percent of the gross wall opening. The franes
shal | have a structural strength adequate to permt use in masonry walls
without a lintel.

2.12 HANDRAI LS

Handrail s shall be designed to resist a concentrated | oad of 890 N (200
pounds) in any direction at any point of the top of the rail or 292

Newt ons per meter (20 pounds per foot) applied horizontally to top of the
rail, whichever is nore severe.

2.12.1 Steel Handrails, Including Carbon Steel Inserts

Steel handrails, including inserts in concrete, shall be steel pipe
conform ng to ASTM A 53 Amendnment #2. Steel railings shall be 40 nm
nom nal size. Railings shall be hot-dip galvanized . Pipe collars shal
be hot-di p gal vani zed steel.

a. Joint posts, rail, and corners shall be fabricated by one of the
foll owi ng net hods:

(1) Flush type rail fittings of comercial standard, wel ded and
ground snmooth with railing splice | ocks secured with 10 nm
hexagonal recessed-head setscrews.

(2) Mtered and welded joints by fitting post to top rail and
internmediate rail to post, mitering corners, groove welding

joints, and grinding smooth. Railing splices shall be butted and
reinforced by a tight fitting interior sleeve not |ess than 150 mm
| ong.

(3) Railings may be bent at corners in lieu of jointing, provided
bends are nade in suitable jigs and the pipe is not crushed.

b. Renovabl e sections, toe-boards, and brackets shall be provided as
i ndi cat ed.

Amendnent #22. 13 QJY CABLES

GQuy cabl es shall be prestretched, galvanized wire rope of the sizes
indicated. Wre rope shall conformto ASTM A 475, high strength grade with
Class A coating. @Quys shall have a factory attached clevis top-end
fitting; guys shall have a factory attached open-bridge strand socket
bottomend fitting; guys shall be conplete with oval eye, threaded anchor
rods. Fittings and accessories shall be hot-dip gal vani zed.

2.14 LADDERS

Ladders shall be gal vani zed steel or aluminum fixed rail type in
accordance with ANSI Al4. 3.

Anendnent #22.15 M RROR FRAMES
Frames for plate glass mrrors larger than 450 by 750 nm shall be

fabricated from Anendnment #2corrosion-resisting steel with satin finish.
Frames shall be provided with concealed fittings and tanperproof nountings.

2.16 M SCELLANEQUS
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M scel | aneous pl ates and shapes for itens that do not forma part of the
structural steel framework, such as lintels, sill angles, mscellaneous
nounti ngs, and franes, shall be provided to conplete the work.

2.17 PARTI TI ONS, DI AMOND MESH TYPE

Partitions shall be constructed of netal fabric attached to structura

steel framing nenbers. Fabric shall be Amendnent #28 gauge steel wires
woven into 50 mm dianond nesh with wire secured through weavi ng channel s.
Fram ng nenbers shall be channels 38 by 3 nm mininumsize. Channel franes
shall be nortised and tenoned at intersections. Steel frames, posts, and

i ntermedi ate menbers shall be of the sizes and shapes indicated. Cast-iron
fl oor shoes and caps shall have setscrew adjustnent. Doors and grilles
shal | be provided as indicated, conplete with hardware and accessories

i ncluding sliding nmechani sns, |ocks, guard plates, sill shelves and
brackets, and fixed pin butts. Doors and grilles shall have cover plates
as indicated. Dutch doors shall have a lock for each leaf. A continuous
rubber bunper shall be provided at bottomof grille frame. Locks shall be
bronze, cylinder, nortise type. Keying shall be coordinated with Section
08700 BU LDERS' HARDWARE. Ferrous netal portions of partitions and
accessories shall be gal vani zed .

Amendnent #22. 18 SAFETY CHAI NS

Saf ety chains shall be gal vani zed wel ded steel, proof coil chain tested in

accordance with ASTM A 467, Class CS. Safety chains shall be straight |ink
style, 5 nm dianeter, mninum39 links per neter (12 |inks per foot) and

with bolt type snap hooks on each end. Eye bolts for attachnent of chains

shal | be gal vanized 10 mm bolt with 19 nm eye, anchored as indicated.

Two chains shall be furnished for each guarded openi ng.

2.19 SAFETY NOSI NG

Saf ety nosings shall be of Amendnent #2cast alumi numw th cross-hatched ,
abrasive surface. Nosing shall be 75 nm w de and terninating at not nore
than 150 mm fromthe ends of treads, except nosing for metal pan
cement-filled treads shall extend the full length of the tread. Safety
nosi ngs shall be provided with anchors not |less than 19 mm | ong.
Integrally cast nmushroom anchors are not acceptable.

Anendnent #22. 20 STEEL DOCR FRAMES

Steel door frames built fromstructural shapes shall be neatly mtered and
securely welded at the corners with all welds ground snooth. Janbs shal
be provided with 50 by 6 by 300 mm bent, adjustable netal anchors spaced
not over 760 nm on centers. Provision shall be made to stiffen the top
menber for all spans over 900 mm Continuous door stops shall be made of
38 by 16 nm bars.

2.21 TRENCH COVERS, FRAMES, AND LI NERS

Trench covers shall be designed to nmeet the indicated | oad requirenents.
Trench frames and anchors shall be all wel ded steel construction designed
to match cover. Covers shall Amendment #2have flush drop handl es formed of
6 mm round stock, and shall be raised-tread, or steel floor plate
Amendnment #2. Grating opening wi dths shall not exceed 25 mm Trench
liners shall be cast iron with integral frame for cover.

Anendnent #22. 22 W NDOW GUARDS, BAR GRI LLE TYPE

Bar grill w ndow guards shall be of 19 nm round bars, spaced not over 100
nm on centers vertically, and 50 by 13 mm horizontal bars spaced not over

SECTI ON 05500 Page 7
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300 mm on centers. Vertical bars shall be extended through and securely
wel ded to the cross bars. Horizontal bars shall be extended, bent, and
drilled as shown for anchorage at janbs of w ndow openi ngs.

2.23 W NDOW GUARDS, DI AMOND MESH TYPE

D anond nesh wi ndow guards shall be constructed of woven steel wire or
expanded netal frames with hot-rolled or cold-fornmed steel shapes.
Expanded netal conformng to ASTM F 1267 shall be of 38 mm No. 10 nesh,
wel ded to 25 by 25 by 3 nmangle frame. Wwven-wire panels shall be of 10
gauge, 38 mm nesh secured through weaving bar to 10 nm round or 25 nm
channel frame. Corners of franes shall be mtered and wel ded or nortised
and tenoned. One tanperproof hasp and padl ock, with access fromthe
interior, shall be provided for each butt used.

2.24 W NDOW SUB- S| LL

W ndow sub-sill shall be of extruded alum num all oy of size and design
indicated. Not |less than two anchors per w ndow section shall be provided
for securing into nortar joints of masonry sill course. Sills for banks of

wi ndows shall have standard mll finish with a protective coating, prior to
shi pnent, of two coats of a clear, colorless, nmethacrylate | acquer applied
to all surfaces of the sills.

2.25 W NDOW VEELLS

W ndow wel ls shall be not lighter than 1.5 mm (16 gauge), corrugated sheet
steel, hot-dip gal vanized after fabrication. Top edge of walls shall have
a 19 mm bead or rolled top. Wndow wells shall be sem circular or
semelliptical in formand shall overlap the wi ndow by at least 75 nm on
each side. Renovable cover, hot-dip galvanized after fabrication,
consisting of steel bar grate with bars spaced at not nore than 50 mm
centers and welded to 25 by 6 nm franme shall be designed to fit into and
rest on top edge of wi ndow well.

PART 3 EXECUTI ON
3.1 GENERAL | NSTALLATI ON REQUI REMENTS

Al items shall be installed at the locations shown and according to the
manuf acturer's recommendations. |Itens |isted bel ow require additiona
procedures as specified.

3.2 REMOVABLE ACCESS PANELS

A renpvabl e access panel not |ess than 300 by 300 nm shall be installed
directly bel ow each valve, flow indicator, danper, or air splitter that is
| ocated above the ceiling, other than an acoustical ceiling, and that would
ot herwi se not be accessible.

3.3 | NSTALLATI ON OF CHI MNEYS, VENTS, AND SMOKESTACKS

Chi meys and vents shall be installed in accordance with NFPA 211. A

cl eanout opening with a tight-fitting, hinged, cast-iron door and frane
shal | be provided at the base of each snokestack. A top band shall be
provi ded on stacks for attachnent of painter's rigging. Roof housing, rain
cap, downdraft diverter, fire danper, and other accessories required for a
complete installation shall be provided. Sections of prefabricated Iined
stacks shall be joined with acid-resisting high-tenperature cement and
steel draw bands. Means to prevent accunul ation of water in the snokestack
shal | be provided.
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3.4 DOOR GUARD FRANME
Door guard franme shall be nounted over the glazed opening using 6 mm | ag
bolts on the interior of wood doors or tanperproof through bolts on the
interior of nmetal doors.

3.5 | NSTALLATI ON OF Pl PE GUARDS
Pi pe guards shall be set vertically in concrete piers. Piers shall be

constructed of, and the hollow cores of the pipe filled with, concrete
Anmendnent #2having a conpressive strength of 21 Mra.

3.6 | NSTALLATI ON OF DOWNSPQUT BOOTS

Downspout s shall be secured to building through integral lips with
appropriate fasteners.

3.7 ATTACHVENT OF HANDRAI LS

Toeboards and brackets shall be installed where indicated. Splices, where
required, shall be nade at expansion joints. Renovable sections shall be
installed as indicated.

3.7.1 Install ati on of Steel Handrails

Installation shall be in pipe sleeves enbedded in concrete and filled with
nolten | ead or sul phur with anchorage covered with standard pipe collar

pi nned to post. Anmendnent #2 Rail ends shall be secured by steel pipe

fl anges anchored by expansi on shields and bolts.

3.8 ERECTI ON OF GUY CABLES

Guy cables shall be erected as indicated. Anchor rods shall be cast in
concrete | ocated and rei nforced as shown.

Amendnent #23. 9 PARTI TI ON POSTS AND OPENI NGS

Posts shall be set in shoes bolted to the floor and in caps tap-screwed to
clip angles in overhead construction, as indicated. Openings shall be
fornmed using channels sinmlar to the partition franes at ducts, pipes, and
ot her obstructions.

Amendnent #23.10  MOUNTI NG OF SAFETY CHAI NS
Saf ety chains shall be nmounted 1070 mm and 610 nm above the floor.
3.11 | NSTALLATI ON OF SAFETY NOSI NGS

Nosi ng shall be conpletely enbedded in concrete before the initial set of
the concrete occurs and shall finish flush with the top of the concrete
surf ace.

3.12 DOOR FRAMES

Door frames shall be secured to the floor slab by nmeans of angle clips and
expansi on bolts. Continuous door stops shall be welded to the franme or tap
screwed with countersunk screws at no nore than 450 mm centers, assuring in
either case full contact with the frame. Any necessary reinforcenments
shal |l be nade and the frames shall be drilled and tapped as required for
har dwar e.

3.13 TRENCH FRAVES AND COVERS
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Trench frames and covers shall finish flush with the floor
3.14 | NSTALLATI ON OF WHEEL GUARDS

Wheel guards shall be filled with concrete and anchored to the fl oor or the
bui l di ng according to the manufacturer's recomendati ons.

3.15 BAR- GRI LLE W NDOW GUARDS

Bar-grille w ndow guards shall be securely anchored to masonry with 13 mm
di ameter prison-type screws or bolts and expansion shields, or other type
of fastenings if the ends of such fastenings are welded to the adjoining
netal grilles or otherw se nmade tanperproof in a satisfactory nmanner
Spanner - head screws or bolts are not considered prison-type fasteners.

3.16 DI AMOND MESH W NDOW GUARDS

D anond nmesh wi ndow guards shall be nounted on Amendnent #2exterior of

wi ndow frame with not | ess than two tanperproof hinged butts nounted on 25
by 300 by 3 nm janb channel attached as indicated to 50 by 6 nm plate
anchored to wood jamb with 6 mm |ag bolt, to nasonry janb with toggle
bolts, or to concrete janbs and solid masonry janmbs with expansi on shields
and bolts. One additional butt shall be provided for each 900 mm interna
| ength of guard over 1500 nm Hasp and padl ock shall be installed on the
janb opposite to that hinged.

3.17 | NSTALLATI ON OF W NDOW WELLS
W ndow wel | s shall be placed as shown with the walls securely anchored to
foundation surface. The area within the well shall be excavated to the
bottom of the well and covered with a 100 mm thick | ayer of coarse grave
or crushed rock.

-- End of Section --
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SECTI ON 10508

METAL LOCKERS
08/ 2002
Amendnent 0002

PART 1 GENERAL
1.1 REFERENCES

The publications listed below forma part of this specification to the
extent referenced. The publications are referred to in the text by basic

desi gnation only.
FEDERAL SPECI FI CATI ONS (FS)

FS AA-L-00486 (Rev H Am 1, Notice 1) Lockers, d othing,
St eel

1.2 SUBM TTALS

Government approval is required for submttals with a "G' designation;
submittals not having a "G' designation are for information only. Wen
used, a designation following the "G' designation identifies the office
that will review the subnittal for the Governnent. The follow ng shall be
submtted in accordance with Section 01330 SUBM TTAL PROCEDURES:

SD- 02 Shop Drawi ngs

Met al Lockers
Locker Room Benches;

Furni sh installation details. The manufacturer's printed
literature will be acceptable in lieu of detail draw ngs provided

this literature accurately shows the itens proposed to be
furni shed and the nethod of installation.

SD- 03 Product Data

Met al Lockers;
Locker Room Benches

Furni sh nmanufacturer's catal og data.
PART 2 PRODUCTS
2.1 METAL LOCKERS

Lockers shall be fabricated in accordance with FS AA-L-00486, Type ||
(doubl e-tier, sem -louvered door), size 300nmw de, 460 nm deep, and 1, 980

mm high. Lockers shall have sl oped tops.
2.2 LOCKER ROOM BENCHES

Locker room benches and pedestal s shall be equal to DeBourgh Mg. Co.,
LaJuanta, Co. (719-384-8161). Benches shall be 30mmthick, 238mm w de of
but cher bl ock mapl e hardwood, double coated with a satin-gl oss sealer.
Pedestal s shall be 400mm hi ght, 40mm pi pe with bell shaped cast iron base
havi ng a dianmeter of 194mm Pedestal s shall be standard powder coat in bl ack.
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PART 3 EXECUTI ON
3.1 I NSTALLATI ON
Metal | ockers shall not be installed until after the room painting and

finishing operations are conplete. Danmmged, spotted, or otherw se
defective | ockers shall be renmoved and replaced with new | ockers or

repaired to the original state at no additional cost to the Governnent.

3.2 SCHEDULE

Metal | ockers shall be provided in roons noted on the draw ngs.

-- End of Section --
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SECTI ON 13110A

CATHODI C PROTECTI ON SYSTEM ( SACRI FI CI AL ANCDE)
11/ 98
Amendnent #002

PART 1 GENERAL

1.

1 REFERENCES

The publications listed below forma part of this specification to the
extent referenced. The publications are referred to in the text by basic
desi gnation only.

AMERI CAN SOCI ETY FOR TESTI NG AND MATERI ALS (ASTM

ASTM B 418 (1995a) Cast and Wought Gal vanic Zinc
Anodes
ASTM B 843 (1993; R 1998) Magnesi um Al'l oy Anodes for

Cat hodi ¢ Protection

ASTM D 1248 (1998) Pol yet hyl ene Pl astics Ml ding and
Extrusi on Materials

U S. NATI ONAL ARCHI VES AND RECORDS ADM NI STRATI ON ( NARA)
40 CFR 280 Techni cal Standards and Corrective Action

Requi rements for Owners and Operators of
Under ground Storage Tanks (UST)

49 CFR 192 Transportation of Natural and other Gas by
Pi peline: M nimum Federal Safety Standards
49 CFR 195 Transportation of Hazardous Liquids by
Pi peline

NACE | NTERNATI ONAL ( NACE)

NACE RP0169 (1996) Control of External Corrosion on
Under ground or Subnerged Metallic Piping
Syst ens

NACE RPO177 (1995) Mtigation of Alternating Current

and Lightning Effects on Metallic
Structures and Corrosion Control Systens

NACE RP0188 (1999) Discontinuity (Holiday) Testing of
Protective Coatings

NACE RP0190 (1995) External Protective Coatings for
Joints, Fittings, and Valves on Metallic
Under ground or Subnerged Pipelines and
Pi pi ng Systens

NACE RP0193 (1993) External Cathodic Protection of
On-Grade Metallic Storage Tank Bottons
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NACE RP0285 (1995) Corrosion Control of Underground
St orage Tank Systens by Cathodic Protection

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMR)

NEMA TC 2 (1998) El ectrical Polyvinyl Chloride (PVQ
Tubi ng (EPT) and Conduit (EPC 40 and
EPC- 80)

NEMA WC 5 (1992; Rev 2, 1996)

Ther nopl astic-Insulated Wre and Cabl e for
the Transmi ssion and Distribution of
El ectrical Energy

NATI ONAL FI RE PROTECTI ON ASSCCI ATI ON ( NFPA)

NFPA 70 (1999) National Electrical Code
UNDERWRI TERS LABORATORI ES (UL)

UL 6 (1997) Rigid Metal Conduit

UL 510 (1994; Rev thru Apr 1998) Pol yvi nyl
Chl ori de, Polyethyl ene, and Rubber
| nsul ati ng Tape

UL 514A (1996; Rev Dec 1999) Metallic Qutlet Boxes
1.2 SUBM TTALS

Government approval is required for submttals with a "G' designation;
submittals not having a "G' designation are for information only. Wen
used, a designation following the "G' designation identifies the office
that will review the subnittal for the Governnent. The follow ng shall be
submtted in accordance with Section 01330 SUBM TTAL PROCEDURES:

SD- 02 Shop Drawi ngs

Drawi ngs; G

Si x copies of detail drawi ngs consisting of a conplete list of

equi prent and material including manufacturer's descriptive and
technical literature, catalog cuts, results of system design
calculations including soil-resistivity, installation instructions
and certified test data stating the nmaxi mumrecomended anode
current output density and the rate of gaseous production if any
at that current density. Detail drawi ngs shall contain conplete
wiring and schematic di agranms and any other details required to
denmonstrate that the system has been coordi nated and will function
properly as a unit.

Contractor's Modifications; G

Si x copies of detail draw ngs show ng proposed changes in

| ocation, scope of performance indicating any variations from
additions to, or clarifications of contract draw ngs. The

drawi ngs shall show proposed changes in anode arrangenent, anode
size and nunmber, anode materials and |layout details, conduit size,
Wi re size, nounting details, wiring diagram nethod for
electrically-isolating each pipe, and any other pertinent
information to proper installation and performance of the system

SD- 03 Product Data
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Equi pnent; G

Wthin 30 days after receipt of notice to proceed, an item zed
list of equipnent and materials including item nunber, quantity,
and manufacturer of each item The list shall be acconpanied by a
description of procedures for each type of testing and
adjustnents, including testing of coating for thickness and
holi days. Installation of materials and equi pnent shall not
comrence until this submttal is approved.

Spare Parts; G

Spare parts data for each different itemof material and
equi pnment specified, after approval of detail draw ngs and not
|ater than six (6) nonths prior to the date of beneficial
occupancy. The data shall include a conplete Iist of parts,
special tools, and supplies, with current unit prices and source
of supply. One (1) spare anode of each type shall be furnished.

SD- 06 Test Reports
Tests and Measurenents; G

Test reports in booklet formtabulating all field tests and
nmeasur enents perforned, upon conpletion and testing of the
installed systemand including close interval potential survey,
casing and interference tests, final systemtest verifying
protection, insulated joint and bond tests, and holiday coating
test. A certified test report showi ng that the connecting nethod
has passed a 120-day | aboratory test without failure at the place
of connection, wherein the anode is subjected to nmaxi mum
recomended current output while imrersed in a three percent
sodi um chl ori de sol ution

Contractor's Modifications; G

Final report regarding Contractor's nodifications. The report
shal | include pipe-to-soil neasurenents throughout the affected
area, indicating that the nodifications i nproved the overal
condi tions, and current measurenents for anodes. The follow ng
special materials and information are required: taping materials
and conductors; zinc grounding cell, installation and testing
procedures, and equi pnent; coating nmaterial; system design
cal cul ations for anode nunber, life, and paraneters to achieve
protective potential; backfill shield material and installation
detail s showi ng wat er proofi ng; bondi ng and wat erproofing details;
i nsul ated resistance wire; exotherm c weld equi pmrent and materi al

SD-07 Certificates
Cat hodi c Protection System G
Proof that the materials and equi pnent furnished under this
section conformto the specified requirenents contained in the
ref erenced standards or publications. The label or listing by the
specified agency will be acceptable evidence of such conpliance.
Services of "Corrosion Expert"; G

Evi dence of qualifications of the "corrosion expert."

a. The "corrosion expert's" nane and qualifications shal
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be certified in witing to the Contracting Officer prior to the
start of construction.

b. Certification shall be submitted giving the nane of the
firm the nunmber of years of experience, and a list of not |ess
than five (5) of the firms installations three (3) or nore years
old that have been tested and found satisfactory.

SD-10 Operation and Mai ntenance Data
Cat hodi ¢ Protection System G

Before final acceptance of the cathodic protection system six
copi es of operating nanuals outlining the step-by-step procedures
required for systemstartup, operation, adjustnent of current
flow, and shutdown. The nanuals shall include the manufacturer's
nane, nodel nunber, service manual, parts list, and brief
description of all equiprment and their basic operating features.
Si x copi es of maintenance nmanual, listing routine naintenance
procedures, reconmendation for naintenance testing, possible
breakdowns and repairs, and troubl eshooting guides. The nanuals
shall include single-line diagrams for the systemas installed,
instructions in making pipe-to-reference cell and
tank-to-reference cell potential measurenents and frequency of
noni toring; instructions for dielectric connections, interference
and sacrificial anode bonds; instructions shall include
precautions to ensure safe conditions during repair of pipe or
other netallic systems. The instructions shall be neatly bound
bet ween permanent covers and titled "Qperating and Mii ntenance
Instructions.” These instructions shall be subnitted for the
Contracting O ficer's approval. The instructions shall include
the foll ow ng:

a. As-built drawings, to scale of the entire system
showi ng the locations of the piping, location of all anodes and
test stations, locations of all insulating joints, and

structure-to-reference cell potentials as neasured during the
tests required by Paragraph: TESTS AND MEASUREMENTS, of this
secti on.

b. Recommendat i ons for rmai ntenance testing, including
instructions in making pipe-to-reference cell potenti al
nmeasur enents and frequency of testing.

C. Al'l mai ntenance and operating instructions and
namepl ate data shall be in English.

d. Instructions shall include precautions to insure safe
conditions during repair of pipe system

Trai ni ng Course; G
The proposed Trai ning Course Curriculum (including topics and

dates of discussion) indicating that all of the itens contained in
t he operating and mai ntenance instructions, as well as
denonstrati ons of routine naintenance operations, including
testing procedures included in the maintenance instructions, are
to be covered.

1.3 GENERAL REQUI REMENTS

The Contractor shall furnish and install a conplete, operating, sacrificial
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anode cat hodic protection systemin conplete conpliance with NFPA 70, with
all applicable Federal, State, and | ocal regulations and with mnini num

requirenents of this contract. |In addition to the mninumrequirenments of
these specifications, construction of gas pipelines and associ ated cathodic
protection systens shall be in conpliance with 49 CFR 192 . The services

required include planning, installation, adjusting and testing of a
cathodic protection system using sacrificial anodes for cathodic
protection of the Water lines, their connectors and |ines under the slab or
floor foundation. The cathodic protection systemshall include anodes,
cabl es, connectors, corrosion protection test stations, and any other

equi prent required for a conplete operating system providi ng the NACE
criteria of protection as specified. Insulators are required whenever
needed to insulate the pipes fromany other structure. The cathodic
protection shall be provided on all ferrous netal pipes.

1.3.1 Services of "Corrosion Expert"

The Contractor shall obtain the services of a "corrosion expert" to
supervi se, inspect, and test the installation and performance of the
cathodic protection system "Corrosion expert" refers to a person, who by
t horough know edge of the physical sciences and the principles of

engi neering and mat hemati cs, acquired by professional education and rel ated
practical experience, is qualified to engage in the practice of corrosion
control of buried or subnerged netallic surfaces. Such a person nust be
accredited or certified by the National Association of Corrosion Engineers
(NACE) as a NACE Accredited Corrosion Specialist or a NACE certified

Cat hodic Protection (CP) Specialist or be a registered professiona

engi neer who has certification or licensing that includes education and
experience in corrosion control of buried or subnerged netallic piping and
tank systems, if such certification or licensing includes 5 years
experience in corrosion control on underground netallic surfaces of the
type under this contract. The "corrosion expert" shall nmake at |least 3
visits to the project site. The first of these visits shall include
obtaining soil resistivity data, acknow edging the type of pipeline
coatings to be used and reporting to the Contractor the type of cathodic
protection required. Once the submittals are approved and the materials
delivered, the "corrosion expert" shall revisit the site the ensure the
Contractor understands installation practices and |laying out the
conponents. The third visit shall involve testing the installed cathodic
protection systens and training applicable personnel on proper maintenance
techni ques. The "corrosion expert" shall supervise installation and
testing of all cathodic protection.

1.3.2 Contractor's Modifications

The specified systemis based on a conplete systemw th nagnesi um
sacrificial anodes. The Contractor may nodify the cathodic protection
system after review of the project, site verification, and analysis, if the
proposed nodifications include the anodes specified and will provide better
overal|l system performance. The nodifications shall be fully described,
shal | be approved by the Contracting Officer's representative, and shal

neet the following criteria. The proposed system shall achieve a mini num
pi pe-to-soil "instant off" potential of mnus 850 mllivolts with reference
to a saturated copper-copper sulfate reference cell on the underground
conponents of the piping or other nmetallic surface. The Contractor shal
take resistivity nmeasurenents of the soil in the vicinity of the pipes and
ground bed sites. Based upon the nmeasurenents taken, the current and

vol tage shall be required to produce a m ni mum of mnus 850 mllivolts
"instant off" potential between the structure being tested and the
reference cell. This potential shall be obtained over 95 percent of the
netallic area. The anode system shall be designed for a life of
twenty-five (25) years of continuous operation.
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1.3.3 | sol ators

Isolators are required to insulate the indicated pipes fromany ot her
structure. Isolators shall be provided with lightning protection and a
test station as shown.

1.3. 4 Anode and Bond Wres

A mni num of 5 magnesi um anodes wi th an unpackaged wei ght of 17 kil ograns
shal | be provided uniformdistances along the netallic pipe lines. A

m ni mum of 3 test stations shall be used for these anodes. These anodes
shall be in addition to anodes for the pipe under concrete slab and casing
requi renents. For each cathodic system the nmetallic conponents and
structures to be protected shall be made electrically continuous. This
shal | be acconplished by installing bond wires between the various
structures. Bonding of existing buried structures nay al so be required to
preclude detrimental stray current effects and safety hazards. Provisions
shall be included to return stray current to its source w thout damagi ng
structures intercepting the stray current. The electrical isolation of
underground facilities in accordance with acceptable industry practice
shal | be included under this section. Al tests shall be witnessed by the
Contracting O ficer.

1.3.5 Surge Protection

Approved zinc grounding cells or seal ed weat herproof |ightning arrestor
devi ces shall be installed across insulated flanges or fittings installed
i n underground piping as indicated on the drawings. The arrestor shall be
gapl ess, self-healing, solid state type. Zinc anode conposition shal

conformto ASTM B 418, Type Il. Lead wires shall be number 6 AWG copper
wi th high ol ecul ar wei ght pol yet hyl ene (HWAPE) insul ation. The zinc
grounding cells shall not be prepackaged in backfill but shall be installed

as detailed on the drawings. Lightning arrestors or zinc grounding cells
are not required for insulated flanges on nmetallic conmponents used on
nonmet al I i ¢ pi pi ng systens.

1.3.6 Sunmary of Services Required

The scope of services shall include, but shall not be linited to, the
fol | owi ng:
a. Close-interval potential surveys.

b. Cat hodi c Protection Systens.

C. System testing.

d. Casing corrosion control.

e. Interference testing.

f. Tr ai ni ng.

g. Qperating and mai nt enance manual .

h. I nsul ator testing and bonding testing.

i Coating and holiday testing shall be submtted within 45 days of
notice to proceed.

1.3.7 Nonnetal I ic Pipe System
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1

In the event pipe other than netallic pipe is approved and used in |lieu of
netallic pipe, all netallic conmponents of this pipe systemshall be
protected with cathodic protection. Detailed drawi ngs of cathodic
protection for each conponent shall be submitted to the Contracting O ficer
for approval within 45 days after date of receipt of notice to proceed, and
bef ore comencenent of any work.

.3.7.1 Coati ngs

Coatings for metallic conponents shall be as required for nmetallic
fittings. Protective covering (coating and taping) shall be conpleted and
tested on each netallic conponent (such as valves, hydrants and fillings).
This covering shall be as required for underground netallic pipe. Each
test shall be witnessed by the Contracting Oficer. Coatings shall be

sel ected, applied, and inspected in accordance with NACE RP0190 and as
specified in these specifications. The use of nonmetallic pipe does not
change ot her requirenments of the specifications. Any deviations due to the
use of nonnetallic pipe shall be submtted for approval.

.3.7.2 Tracer Wre

When a nonnetallic pipe line is used to extend or add to an existing
metallic line, an insulated No. 8 AWG copper wire shall be thermt-wel ded
to the existing netallic line and run the |l ength of the new nonnetallic
line. This wire shall be used as a |locator tracer wire and to maintain
continuity to any future extensions of the pipe |ine.

.3.8 Tests of Conponents

A mninmumof four (4) tests shall be nade at each netallic conponent in the
pi ping system Two (2) neasurenents shall be nade directly over the anodes
and the other two (2) tests shall be over the outer edge of the conponent,
but at the farthest point fromthe anodes. Structure and pipes shall be
shown with the cathodic protection equipnent. Al conponents of the
cathodi c protection systemshall be shown on draw ngs, show ng their
relationship to the protected structure or conponent. A narrative shal
descri be how the cathodic protection systemw Il work and provide testing
at each conponent. Conponents requiring cathodic protection shall include
but not be linited to the follow ng:

a. Pi pes under the floor slab or foundations.

b. Pl V.

C. Shut of f val ves.

d. Metal | i c pi pe extended from aboveground | ocati ons.
e. Each connector or change-of-direction device.

f. Any netallic pipe conmponent or section.

g. Backf | ow preventor.

h. Cul vert.

3.9 Dr awi ngs
Det ai | ed drawi ngs shall be provided showi ng | ocati on of anodes, insul ated

fittings, test stations, permanent reference cells, and bonding. Locations
shal |l be referenced to two (2) permanent facilities or mark points.
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1.3.10 El ectrical Potential Measurenents

Al'l potential tests shall be nade at a mininmumof 3 neter intervals

wi tnessed by the Contracting Oficer. Submittals shall identify test

| ocations on separate drawi ng, showing all metal to be protected and al
cathodic protection equi pment. Test points equi pnent and protected netal
shal | be easily distinguished and identified.

1.3.11 Achi evenent of Criteria for Protection

Al'l conductors, unless otherw se shown, shall be routed to or through the
test stations. Each system provided shall achi eve a m ni mum pi pe-t o- soi
"instant off" potential of minus 850 mllivolt potentials with reference to
a saturated copper-copper-sulfate reference cell on all underground
conmponents of the piping. Based upon the neasurenents taken, the current
and vol tage of the anodes should be adjusted as required to produce a

m ni mum of mnus 850 millivolts "instant off" potential between the
structure being tested and the reference cell. This potential should be
obt ai ned over 95 percent of the netallic area. This nust be achieved

wi thout the "instant off" potential exceeding 1150 millivolts. Testing
will be witnessed by the Contracting Oficer. Additional anodes shall be
provided by the Contractor if required to achieve the mnus 850 mllivolts
"instant off". Although acceptance criteria of the cathodic protection
systens are defined in NACE RP0169, for this project the "instant off"
potential of mnus 850 nmillivolts is the only acceptable criteria.

1.3.12 Metal I'i ¢ Conmponents and Typical s

a. Metal lic components: As a mininum each netallic conponent
shall be protected with two (2) nmagnesi um anodes. This nunber of anodes is
required to achieve mnus 850 mllivolts "instant off" potential on the
netallic area and at the sane tinme not provide overvoltage above 1150
mllivolts "instant off." As a mininum the nmagnesi um anode unpackaged
wei ght shall be [4.1] [7.7] [___ ] kilograms . The magnesi um anodes shal
be | ocated on each side of the nmetallic component and routed through a test
station.

b. Fire Hydrants: Fire hydrant pipe conponents shall have a
m ni mum of two (2) anodes. These nagnesi um anodes shall have an unpackaged
wei ght of 7.7 kilograns (17 |bs).

c. Pi pe Under Concrete Slab: Pipe under concrete slab shall have a
m ni mum of 2 nagnesi um anodes. These magnesi um anodes shall have an
unpackaged weight of [4.1] [7.7] [___ ]kilograns . Pipe under concrete
sl ab shall have 1 pernmanent reference el ectrodes |ocated under the slab.
One (1) permanent reference el ectrode shall be | ocated where the pipe
enters the concrete slab. Al conductors shall be routed to a test station.

d. Val ves: Each valve shall be protected with 1 nmagnesi um anodes.
The magnesi um anode shall have an unpackaged weight of [4.1] [7.7] [___ ]
kil ograms .

e. Metal | i c Pipe Conponent or Section: Each section of metallic

pi pe shall be protected with nagnesi um anodes. The magnesi um anodes shal
have an unpackaged weight of [4.1] [7.7] [___ ] kil ograms .

f. Connectors or Change-of-Direction Devices: Each
change-of -direction device shall be protected with nagnesi um anodes. The
magnesi um anode shall have an unpackaged weight of [4.1] [7.7] [
kil ograms .
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1.3.13 Metal I i ¢ Conponent Coati ng
Coatings for nmetallic conponents shall be as required for netallic fittings
as indicated. This will include fire hydrants, T's, elbows, valves, etc.
Coatings shall be selected, applied, and inspected in accordance with NACE
RP0190 and as specified in these specifications.

PART 2 PRODUCTS

2.1 MAGNESI UM ANCDES

A mni mum of 2 anodes shall be installed on the Pipe system See Paragraph
METALLI C COVPONENTS AND TYPI CALS for additional anodes under sl ab.

2.1.1 Anode Conposition

Anodes shall be of high-potential nmagnesium all oy, made of primry
magnesi um obt ai ned from sea water or brine, and not nade from scrap netal
Magnesi um anodes shall conformto ASTM B 843 and to the follow ng anal ysis
(in percents) otherw se indicated:

Al umi num  max. 0. 010

Manganese, max. 0.50 to 1.30

Zi nc 0. 05

Silicon, max. 0.05

Copper, nmax. 0.02

Ni ckel , max. 0. 001

[ ron, Max. 0.03

O her inpurities, max. 0.05 each or 0.3 max. tota
Magnesi um Remai nder

The Contractor shall furnish spectrographic analysis on sanples from each
heat or batch of anodes used on this project.

2.1.2 Di nensi ons and Wi ghts
D nmensi ons and wei ghts of anodes shall be approximately as foll ows:
TYPI CAL MAGNESI UM ANCDE SI ZE
(Cross sections may be round, square, or D shaped)

NOM NAL  GRCSS

NOM NAL APPROX. W kg PACKAGED NOM NAL PACKAGE
W, kg. SI ZE () I N BACKFI LL DI MENSI ONS ( mm)
1.4 76 X 76 X 127 3.6 133 X 133 X 203
2.3 76 X 76 X 203 5.9 133 X 133 X 286
4.1 76 X 76 X 356 12.3 133 X 508
5.5 102 X 102 X 305 14.5 191 X 457
7.7 102 X 102 X 432 20.5 191 X 610
14.5 127 X 127 X 521 30. 9 216 X 711
22.7 178 X 178 X 406 45.5 254 X 610

2.1.3 Packaged Anodes

Anodes shall be provided in packaged formw th the anode surrounded by

speci al | y-prepared qui ck-wetting backfill and contained in a water
permeabl e cloth or paper sack. Anodes shall be centered by means of
spacers in the backfill material. The backfill material shall have the

foll owi ng conposition, unless otherw se indicated:
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Mat eri al Approxi mat e Percent by Wi ght
Gypsum 75
Bentonite 20
Sodi um Sul phat e 5
Tot al 100

2.1.4  Zinc Anodes
Zinc anodes shall conformto ASTM B 418, Type ||

2.1.5 Connecting Wre

2.1.5.1 Wre Requirenments
Wre shall be No. 12 AWG solid copper wire, not less than 3 neters |ong,
unspliced, complying with NFPA 70, Type RHH insulation. Connecting wres
for magnesi um anodes shall be factory installed with the place or energence
fromthe anode in a cavity sealed flush with a dielectric sealing conpound.

2.1.5.2 Anode Header Cabl e
Cabl e for anode header and distribution shall be No. 12 AWG stranded copper
wire with type CP high nol ecul ar wei ght pol yethyl ene, 2.8 nmthick
i nsul ation, 600-volt rating, in accordance with NEMA WC 5.

2.2 M SCELLANEQUS NMATERI ALS

2.2.1 Electrical Wre
Wre shall be No. 10 AWG stranded copper wire with NFPA 70, Type RHW USE
insulation. Polyethylene insulation shall conply with the requirenents of
ASTM D 1248 and shall be of the follow ng types, classes, and grades:

Hi gh-nol ecul ar wei ght pol yethyl ene shall be Type I, Cass C, G ade E5.
H gh-density pol yethyl ene shall be Type IIl, Cass C, Gade E3.

2.2.1.1 Wre Splicing
Connecting wire splicing shall be nade with copper conpression connectors
or exothermic welds, follow ng instructions of the manufacturer. Single
split-bolt connections shall not be used. Sheaths for encapsul ating
electrical wire splices to be buried underground shall fit the insulated
wires entering the spliced joints and epoxy potting conmpound shall be as
speci fied bel ow

2.2.1.2 Test Wres

Test wires shall be AWG No. 12 stranded copper wire with NFPA 70, Type TW
or RHWor polyethyl ene insul ation.

2.2.1.3 Resi stance Wre
Resi stance wire shall be AW No. 16 or No. 22 nickel-chromumwre
2.2.2 Condui t

Ri gi d gal vani zed steel conduit and accessories shall conformto UL 6. Non
metallic conduit shall conformto NEMA TC 2
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2.2.3 Test Boxes and Junctions Boxes
Boxes shall be outdoor type conforming to UL 514A.
2.2. 4 Joint, Patch, Seal, and Repair Coating

Seal ing and dielectric conpound shall be a black, rubber based conpound

that is soft, permanently pliable, tacky, noldable, and unbacked. Conpound
shal |l be applied as recomended by the manufacturer, but not |ess than 13 nm
t hi ck. Coati ng conpound shall be col d-applied coal -tar base mastic .
Pressure-sensitive vinyl plastic electrical tape shall conformto UL 510.

2.2.5 Backfill Shields

Shi el ds shall consist of approved pipeline wapping or

fi berglass-reinforced, coal-tar inpregnated tape, or plastic weld caps,
specifically made for the purpose and installed in accordance with the
manuf acturer's recommendati ons. \When joint bonds are required, due to the
use of nechanical joints, the entire joint shall be protected by the use of
a kraft paper joint cover. The joint cover shall be filled with poured-in
hot coat-tar enanel.

2.2.6 Epoxy Potting Conpound

Conpound for encapsul ating electrical wire splices to be buried underground
shall be a two package system nade for the purpose.

2.2.7 Test Stations

Stations shall be of the flush-curb-box type and shall be the standard
product of a recognized manufacturer. Test stations shall be conplete with
an insul ated term nal bl ock having the required nunber of termnals. The
test station shall be provided with a | ockable over and shall have an
enbossed | egend, "C.P. Test." A mnimmof one (1) test station shall be
provi ded each conponent of the pipe . A mnimmof six (6) term nals shal
be provided in each test station. A mninumof tw (2) |leads are required
to the netallic pipe fromeach test station. Qher conductors shall be
provi ded for each anode, other foreign pipe, and reference cells as
required. Test stations may be constructed of nonnmetallic materials.
However, if nonnetallic materials are utilized, as a mininum the materials
shal |l be resistant to damage fromultraviol et radiation, contain good col or
retention qualities, contain high strength qualities, and be resistant to
accidental or vandalistic inpacts that might be nornmally encountered in the
environment for which they are to be installed. The test stations shall be
listed for the particular application for which they are to be utilized.

2.2.8 Joint and Continuity Bonds

Bonds shall be provided across all joints in the netallic lines, across
any el ectrically discontinuous connections and all other pipes and
structures with other than wel ded or threaded joints that are included in
this cathodic protection system Unless otherw se specified in the

speci fications, bonds between structures and across joints in pipe with
other than wel ded or threaded joints shall be No. 8 AW stranded copper
cable with polyethylene insulation. Bonds between structures shall contain
sufficient slack for any anticipated novenent between structures. Bonds
across pipe joints shall contain a mnimmof 102 mm of slack to allow for
pi pe movenent and soil stress. Bonds shall be attached by exothermc

wel ding. Exothermic weld areas shall be insulated with coating conpound
and approved, and witnessed by the Contracting Officer. Continuity bonds
shall be installed as necessary to reduce stray current interference.
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Addi tional joint bondings shall be acconplished by the Contractor where the
necessity is discovered during construction or testing or where the
Contracting Oficer's representative directs that such bondi ng be done.
Joint bonding shall include all associated excavation and backfilling.
There shall be a minimumof two (2) continuity bonds between each structure
and ot her than wel ded or threaded joints. The Contractor shall test for
electrical continuity across all joints with other than wel ded or threaded
joints and across all netallic portions or conponents. The Contractor shal
provi de bonding as required and as specified above until electrica
continuity is achieved. Bonding test data shall be submitted for approval.

2.2.9 Resi st ance Bonds
Resi st ance bonds shoul d be adjusted as outlined in this specification.
Al ternate nmethods may be used if they are approved by the Contracting
Oficer.

2.2.10 Stray Current Measurenents
Stray current neasurenents should be perforned at each test station. Stray
currents resulting fromlightning or overhead alternating current (AC
power transm ssion systens shall be nitigated in accordance with NACE RPO177.

2.2.11 El ectrical |solation of Structures

As a minimum isolating flanges or unions shall be provided at the
foll owi ng | ocations:

a. Connection of new metallic piping or components to existing
pi pi ng.
b. Pressure piping under floor slab to a building.
| sol ation shall be provided at netallic connection of all lines to existing

system and where connecting to a building. Additionally, isolation shal

be provi ded between water and/or gas line; and foreign pipes that cross the
new lines within 3.05 m. Isolation fittings, including isolating flanges
and couplings, shall be installed aboveground or in a concrete pit.

2.2.11.1 Electrically Isolating Pipe Joints

Electrically isolating pipe joints shall be of a type that is in regular
factory production.

2.2.11.2 El ectrically Conductive Couplings
El ectrically conductive couplings shall be of a type that has a published
maxi mum el ectrical resistance rating given in the manufacturer's
literature. Cradles and seals shall be of a type that is in regular
factory production nade for the purpose of electrically insulating the
carrier pipe fromthe casing and preventing the incursion of water into the
annul ar space.

2.2.11.3 I nsul ating Joint Testing
A Model 601 | nsul ation Checker, as manufactured by "Gas El ectronics", , or
an approved equal, shall be used for insulating joint (flange) electrica
testing.

2.2.12 Under ground Structure Coating

Thi s coating specification shall take precedence over any other project
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specification and drawi ng notes, whether stated or inplied, and shall also
apply to the pipeline or tank supplier. No variance in coating quality
shal |l be allowed by the Contractor or Base Construction Representative
without the witten consent of the designer. Al underground nmetallic

pi pelines and tanks to be cathodically protected shall be afforded a good
quality factory-applied coating. This includes all carbon steel, cast-iron
and ductile-iron pipelines or vessels. Coatings shall be selected,

applied, and inspected in accordance with NACE RP0190 and as specified. |If
non-netallic pipelines are installed, all metallic fittings on pipe
sections shall be coated in accordance with this specification section.

a. The nom nal thickness of the netallic pipe joint or other
conponent coating shall be [0.2] [0.4] [0.6] [1.0] [1.5] [___] nmm plus or
m nus 5 percent.

b. Pi pe and joint coating for factory applied or field repair
material shall be applied as recomended by the manufacturer and shall be
one of the follow ng:

(1) Conti nuously extruded pol yet hyl ene and adhesi ve coati ng
system

(2) Pol yvi nyl chloride pressure-sensitive adhesive tape.

(3) Hi gh density pol yet hyl ene/ bi tum nous rubber conpound tape.

(4) Butyl rubber tape.

(5) Coal tar epoxy.

2.2.12. 1 Field Joints

Al field joints shall be coated with materials conpatible with the

pi pel i ne coating compound. The joint coating material shall be applied to
an equal thickness as the pipeline coating. Unbonded coatings shall not be
used on these buried netallic conmponents. This includes the elimnation of
al | unbonded pol yner waps or tubes. Once the pipeline or vessel is set in
the trench, an inspection of the coating shall be conducted. This

i nspection shall include electrical holiday detection. Any danaged areas
of the coating shall be properly repaired. The Contracting O ficer shal

be asked to witness inspection of the coating and testing using a holiday
detector.

2.2.12.2 I nspection of Pipe Coatings

Any damage to the protective covering during transit and handling shall be
repaired before installation. After field coating and w appi ng has been
applied, the entire pipe shall be inspected by an electric holiday detector
with inpressed current in accordance with NACE RP0188 using a full-ring,
spring-type coil electrode. The holiday detector shall be equipped with a
bell, buzzer, or other type of audible signal which sounds when a holiday
is detected. All holidays in the protective covering shall be repaired

i medi at el y upon detection. Cccasional checks of holiday detector
potential will be made by the Contracting Officer's representative to
determine suitability of the detector. Al labor, materials, and equi pnent
necessary for conducting the inspection shall be furnished by the
Contractor.

a. Protective covering for aboveground piping system Finish
pai nting shall conformto the applicabl e paragraph of SECTI ON: 09900,
PAI NTI NG GENERAL, and as foll ows:

b. Ferrous surfaces: Shop-prinmed surfaces shall be touched-up with
ferrous netal primer. Surfaces that have not been shop-prinmed shall be
sol vent-cl eaned. Surfaces that contain | oose rust, |oose nml scale, and
ot her foreign substances shall be nmechanically-cleaned by power
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wi re-brushing and prinmed with ferrous netal priner. Primed surface shal
be finished with two (2) coats of exterior oil paint and vinyl paint.
Coating for each entire piping service shall be an approved pipe |line
wr appi ng having a mni mum coating resistance of 50,000 Chns per 0.0929
square neters

2.2.13 Resi stance Wre

Wre shall be No. 16 or No. 22 nickel-chromumwre with TWinsul ation.
2.2.14 El ectrical Connections

El ectrical connections shall be done as foll ows:

a. Exot hermi ¢ wel ds shall be "Cadwel d",, "Thernoweld" or an
approved equal. Use of this material shall be in strict accordance wth
the manufacturer's reconmendati ons.

b. El ectrical -shielded arc wel ds shall be approved for use on stee
pi pe by shop drawi ng subnmittal action.

C. Brazing shall be as specified in Paragraph: Lead Wre
Connecti ons.

2.2.15 El ectrical Tape
Pressure-sensitive vinyl plastic electrical tape shall conformto UL 510.
2.2.16 Per manent Reference El ectrodes

Per manent reference el ectrodes shall be Cu-CuS04 el ectrodes suitable for
direct burial. Electrodes shall be guaranteed by the supplier for 15
years' service in the environnent in which they shall be placed.

El ectrodes shall be installed directly beneath pipe, or netallic conmponent.

2.2.17 Casi ng

Where a pipeline is installed in a casing under a roadway or railway, the
pi peline shall be electrically insulated fromthe casing, and the annul ar
space sealed and filled with an approved corrosion inhibiting product

agai nst incursion of water.

PART 3 EXECUTI ON
3.1 CRI TERI A OF PROTECTI ON

Acceptance criteria for determ ning the adequacy of protection on a buried
under ground pi pe shall be in accordance with NACE RP0169 and as specified
bel ow.

3.1.1 Iron and Stee

The following nethod (a) shall be used for testing cathodic protection
voltages. |If nore than one method is required, nmethod (b) shall be used.

a. A negative voltage of at least minus 850 mllivolts as neasured
bet ween the under ground conponent and a saturated copper-copper sul phate
reference el ectrode connecting the earth (electrolyte) directly over the
under ground conponent. Determnation of this voltage shall be made with
the cathodic protection systemin operation. Voltage drops shall be
considered for valid interpretation of this voltage nmeasurenment. A m ni mum
of minus 850 mllivolts "instant off" potential between the underground
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conponent being tested and the reference cell shall be achieved over 95
percent of the area of the structure. Adequate nunber of neasurenents
shal | be obtained over the entire structure, pipe, tank, or other netallic
conmponent to verify and record achi evenent of mnus 850 nillivolts "instant

off." This potential shall be obtained over 95 percent of the tota
metallic area without the "instant off" potential exceeding 1200 mllivolts.
b. A mni mum pol ari zati on voltage shift of 100 millivolts as

neasured between the underground conponent and a saturated copper-copper

sul phate reference el ectrode contacting the earth directly over the

under ground conponent. This polarization voltage shift shall be deternined
by interrupting the protective current and neasuring the pol arization
decay. When the protective current is interrupted, an inmedi ate voltage
shift will occur. The voltage reading, after the inmmediate shift, shall be
used as the base reading fromwhich to nmeasure pol ari zati on decay.
Measurenents achieving 100 millivolts decay shall be nmade over 95 percent
of the metallic surface being protected.

c. For any netallic conmponent, a mninumof four (4) neasurenents
shal | be nade using subparagraph (a), above, and achieving the "instant
of f" potential of minus 850 mllivolts. Two (2) neasurenents shall be made
over the anodes and two (2) neasurenents shall be nade at different
| ocati ons near the conponent and farthest away fromthe anode.

3.1.2 Al um num

Al um num under ground conponent shall not be protected to a potential nore
negative than minus 1200 millivolts, measured between the underground
component and a saturated copper-copper sul phate reference el ectrode
contacting the earth, directly over the netallic conponent. Resistance, if
required, shall be inserted in the anode circuit within the test station to
reduce the potential of the alumnumto a value which will not exceed a
potential nore negative than minus 1200 millivolts. Voltage shift
criterion shall be a mnimmnegative polarization shift of 100 mllivolts
nmeasured between the netallic component and a saturated copper-copper

sul phate reference el ectrode contacting the earth, directly over the

netal lic conmponent. The polarization voltage shift shall be determ ned as
outlined for iron and steel.

3.1.3 Copper Pi pi ng

For copper piping, the following criteria shall apply: A minimmof 100
mllivolts of cathodic polarization between the structure surface and a
stabl e reference el ectrode contacting the electrolyte. The polarization
voltage shift shall be determined as outlined for iron and steel.

3.2 ANODE STORAGE AND | NSTALLATI ON
3.2.1 Anode Storage

Storage area for magnesi um anodes will be designated by the Contracting
Oficer. |If anodes are not stored in a building, tarps or sinilar
protection should be used to protect anodes from i ncl enent weat her.
Packaged anodes, damaged as a result of inproper handling or being exposed
to rain, shall be resacked by the Contractor and the required backfil
added.

3.2.2 Anode Installation
Unl ess ot herwi se authorized, installation shall not proceed w thout the

presence of the Contracting O ficer. Anodes of the size specified shall be
installed to the depth indicated and at the | ocations shown. Locations nmay
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be changed to clear obstructions with the approval of the Contracting
Oficer. Anodes shall be installed in sufficient number and of the
required type, size, and spacing to obtain a uniformcurrent distribution
over the surface of the structure. The anode system shall e designed for a
life of 25 years of continuous operation. Anodes shall be installed as
indicated in a dry condition after any plastic or waterproof protective
covering has been conpletely renoved fromthe water perneable, pernmanent
contai ner housing the anode nmetal. The anode connecting wire shall not be
used for lowering the anode into the hole. The annular space around the
anode shall be backfilled with fine earth in 150 nm |ayers and each | ayer
shal | be hand tanped. Care must be exercised not to strike the anode or
connecting wire with the tanper. Approximately 20liters of water shall be

applied to each filled hole after anode backfilling and tanping has been
conpleted to a point about 150 mm above the anode. After the water has
been absorbed by the earth, backfilling shall be conpleted to the ground

surface | evel.
3.2.2.1 Si ngl e Anodes

Si ngl e anodes, spaced as shown, shall be connected to the pipeline,
al | owi ng adequate slack in the connecting wire to conpensate for novenent
during backfill operation.

3.2.2.2 Groups of Anodes

Groups of anodes, in quantity and | ocati on shown, shall be connected to an
anode header cable. The anode header cable shall nake contact with the
structure to be protected only through a test station. Anode |ead
connection to the anode header cable shall be made by an approved crinp
connector or exothermc weld and splice nold kit with appropriate potting
conpound.

3.2.2.3 Wel di ng Met hods

Connections to ferrous pipe shall be nmade by exotherm c weld met hods
manuf actured for the type of pipe supplied. Electric arc wel ded
connections and ot her types of wel ded connections to ferrous pipe and
structures shall be approved before use.

3.2.3 Anode Pl acenent - Genera

Packaged anodes shall be installed conpletely dry, and shall be | owered
into holes by rope sling or by grasping the cloth gather. The anode | ead
wire shall not be used in |lowering the anodes. The hol e shall be backfilled
with fine soil in 150 mm |ayers and each | ayer shall be hand-tanped around
the anode. Care must be exercised not to strike the anode or lead wire
with the tanper. If immediate testing is to be perfornmed, water shall be

added only after backfilling and tanping has been conpleted to a point 150
nm above the anode. Approximately 8 liters of water may be poured into
the hole. After the water has been absorbed by the soil, backfilling and

tanmpi ng may be completed to the top of the hole. Anodes shall be installed
as specified or shown. In the event a rock strata is encountered prior to
achi eving specified augered-hol e depth, anodes may be installed

hori zontally to a depth at |east as deep as the bottomof the pipe, with
the approval of the Contracting Oficer.

3.2. 4 Under ground Pi pel i ne

Anodes shall be installed at a mnimumof 2.5 neters and a nmaxi mum of 3
neters fromthe Iine to be protected.
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3.2.5 Installation Details

Details shall conformto the requirenents of this specification. Details
shown on the drawi ngs are indicative of the general type of materia
required, and are not intended to restrict selection to material of any
particul ar manufacturer.

3.2.6 Lead Wre Connections
3.2.6.1 Under ground Pipeline (Metallic)

To facilitate periodic electrical nmeasurenents during the life of the
sacrificial anode systemand to reduce the output current of the anodes, if
required, all anode |lead wires shall be connected to a test station and
buried a mnimum of 610 mMmm in depth. The cable shall be No. 10 AWG
stranded copper, polyethylene or RHMUSE i nsul ated cable. The cabl e shal
make contact with the structure only through a test station. Resistance
wire shall be installed between the cable and the pipe cable, in the test
station, to reduce the current output, if required. Anode connections,
except in the test station, shall be made with exotherm ¢ wel di ng process,
and shall be insulated by nmeans of at |east three (3) layers of electrical
tape; and all lead wire connections shall be installed in a noistureproof
splice mold kit and filled with epoxy resin. Lead wire-to-structure
connections shall be acconplished by an exotherm c wel ding process. Al
wel ds shall be in accordance with the manufacturer's reconmendations. A
backfill shield filled with a pipeline nmastic sealant or materia
conpatible with the coating shall be placed over the weld connection and
shal | be of such diameter as to cover the exposed nmetal adequately.

3.2.6.2 Resi stance Wre Splices

Resi stance wire connections shall be acconplished with silver sol der and
the sol der joints wapped with a m ninumof three (3) |ayers of
pressure-sensitive tape. Lead wire connections shall be installed in a
nmoi st ureproof splice nold kit and filled with epoxy resin.

3.2.7 Locati on of Test Stations

Test stations shall be of the type and | ocation shown and shall be curb box
mounted. Buried insulating joints shall be provided with test wire
connections brought to a test station. Unless otherw se shown, other test
stations shall be located as foll ows:

a. At 300 m intervals or |ess.

b. Where the pipe or conduit crosses any other metal pipe.

c. At both ends of casings under roadways and rail ways.

d Where both sides of an insulating joint are not accessi bl e above

ground for testing purposes.

3.2.8 Under ground Pi pe Joi nt Bonds
Under gr ound pi pe having ot her than wel ded or threaded coupling joints shal
be nmade el ectrically continuous by neans of a bonding connection installed
across the joint.

3.3 ELECTRI CAL | SOLATI ON OF STRUCTURES

3.3.1 I solation Joints and Fittings

SECTI ON 13110A Page 17



Sanderson, Tx | NS/ Border Patrol: Border Patrol Station SNI BP
ACCOVPANYI NG AMENDVENT NO. 0002 TO SOLI CI TATI ON NO. DACWs3- 03- B- 0001

Isolating fittings, including main line isolating flanges and couplings,
shal | be install ed aboveground, or within manhol es, wherever possible.
Where isolating joints nmust be covered with soil, they shall be fitted with
a paper joint cover specifically manufactured for covering the particul ar
joint, and the space within the cover filled with hot coal -tar enamel.
Isolating fittings in lines entering buildings shall be |ocated at |east
305 nm above grade of floor |level, when possible. Isolating joints shal
be provided with grounding cells to protect agai nst over-voltage surges or
approved surge protection devices. The cells shall provide a | ow

resi stance across isolating joint wthout excessive |oss of cathodic
current.

3.3.2 Gas Distribution Piping
El ectrical isolation shall be provided at each building riser pipe to the
pressure regul ator, at all points where a short to another structure or to
a foreign structure nmay occur, and at other |ocations as indicated on the
dr awi ngs.

3.4  TRENCH NG AND BACKFI LLI NG

Trenching and backfilling shall be in accordance with Section 02316
EXCAVATI ON, TRENCHI NG, AND BACKFI LLI NG FOR UTI LI TY SYSTEMS

3.5 TESTS AND MEASUREMENTS

3.5.1 Basel i ne Potentials

Each test and measurenent will be wi tnessed by the Contracting Oficer.
The Contractor shall notify the Contracting Officer a mninmumof five (5)
wor ki ng days prior to each test. After backfill of the pipe , the static

potential -to-soil of the pipe shall be measured. The |ocations of these
neasurenents shall be identical to the |ocations specified for pipe-
to-reference el ectrode potential measurenents. The initial measurements
shal | be recorded.

3.5.2 I sol ati on Testing

Bef ore the anode systemis connected to the pipe, an isolation test shal
be made at each isolating joint or fitting. This test shall dempbnstrate
that no netallic contact, or short circuit exists between the two isol ated
sections of the pipe. Any isolating fittings installed and found to be
defective shall be reported to the Contracting O ficer.

3.5.2.1 | nsul ati on Checker

A Model 601 insul ation checker, as manufactured by "Gas El ectronics”, or an
approved equal, using the continuity check circuit, shall be used for
isolating joint (flange) electrical testing. Testing shall conformto the
manuf acturer's operating instructions. Test shall be witnessed by the
Contracting Oficer. An isolating joint that is good will read full scale

on the meter. |If an isolating joint is shorted, the neter pointer will be
defl ected or near zero on the neter scale. Location of the fault shall be
determined fromthe instructions, and the joint shall be repaired. If an

isolating joint is located inside a vault, the pipe shall be sleeved with
i nsul ator when entering and | eaving the vault.

3.5.2.2 Cat hodi ¢ Protection Mter

A Model B3A2 cathodic protection neter, as manufactured by "M C. Mller", or
an approved equal, using the continuity check circuit, shall be used for
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isolating joint (flange) electrical testing. This test shall be perforned
in addition to the Mddel 601 insulation checker. Continuity is checked
across the isolation joint after the test lead wire is shorted together and
the nmeter adjusted to scale. A full-scale deflection indicates the system
is shorted at some |location. The Mddel 601 verifies that the particul ar

i nsul ati on under test is good and the Mbdel B3A2 verifies that the system
is isolated. |If the systemis shorted, further testing shall be perforned
to isolate the location of the short.

3.5.3 Anode Qut put

As the anodes or groups of anodes are connected to the pipe , current

out put shall be neasured with an approved clanp-on mlliameter, calibrated
shunt with a suitable millivoltmeter or nmultineter, or a | ow resistance
ameter. (O the three nethods, the | owresistance ameter is the |east
desirabl e and nost inaccurate. The clanp-on mllianmeter is the nost
accurate.) The valves obtained and the date, time, and location shall be
recor ded.

3.5.4 Ref erence El ectrode Potential Measurenents

Upon conpl etion of the installation and with the entire cathodic protection
systemin operation, electrode potential measurenents shall be made using a
copper - copper sul phate reference el ectrode and a potentiometer-voltneter,
or a direct-current voltneter having an internal resistance (sensitivity)
of not | ess than 10 nmegohns per volt and a full scale of 10 volts. The

| ocati ons of these measurenents shall be identical to the |ocations used
for baseline potentials. The values obtained and the date, time, and

| ocations of neasurenments shall be recorded. No |ess than eight (8)
nmeasurenments shall be nmade over any length of |line or component.

Addi ti onal neasurenents shall be made at each distribution service riser,
with the reference el ectrode placed directly over the service line.

3.5.5 Locati on of Measurenents
3.5.5.1 Pi pi ng or Conduit

For coated piping or conduit, nmeasurenents shall be taken fromthe
reference el ectrode located in contact with the earth, directly over the

pi pe. Connection to the pipe shall be nade at service risers, valves, test
| eads, or by other means suitable for test purposes. Pipe-to-soi

potential neasurenents shall be nmade at intervals not exceeding [1.5]][3]

[ ] meters . The Contractor may use a continuous pipe-to-soil potentia
profile in lieu of 1.5 nmeter interval pipe-to-soil potential neasurenents.
Addi tional measurements shall be nade at each distribution service riser,
with the reference el ectrode placed directly over the service |line adjacent
to the riser. Potentials shall be plotted versus di stance to an approved
scale. Locations where potentials do not nmeet or exceed the criteria shal

be identified and reported to the Contracting Oficer's representative.

3.5.5.2 Tanks

For underground tanks, neasurenents shall be taken fromthe reference
el ectrode | ocat ed:

a. Directly over the center of the tank.
b. At a point directly over the tank and mi dway between each pair
of anodes.

At | east six neasurenents shall be made.
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3.

3.

3.

5.5.3 Casing Tests

Before final acceptance of the installation, the electrical separation of
carrier pipe fromcasings shall be tested and any short circuits corrected.

5.5.4 Interference Testing

Before final acceptance of the installation, interference tests shall be
nmade with respect to any foreign pipes in cooperation with the owner of the
foreign pipes . A full report of the tests giving all details shall be
made. Stray current neasurenents shall be performed at all isolating

| ocations and at | ocations where the new pipeline crosses foreign nmetallic
pi pes. The nethod of nmeasurenents and | ocations of neasurenents shall be
submitted for approval. As a mininmum stray current neasurenents shall be
performed at the followi ng | ocations:

a. Connection point of new pipeline to existing pipeline.
b. Crossing points of new pipeline with existing |ines.

Results of stray current nmeasurenments shall also be subnitted for approval

.5.5.5 Hol i day Test

Any damage to the protective covering during transit and handling shall be
repaired before installation. After field-coating and w appi ng has been
applied, the entire pipe shall be inspected by an electric holiday detector
with inmpressed current in accordance with NACE RP0188 using a full-ring,
spring-type coil electrode. The holiday detector shall be equipped with a
bell, buzzer, or other type of audible signal which sounds when a holiday
is detected. Holidays in the protective covering shall be repaired upon
detection. GOccasional checks of holiday detector potential will be made by
the Contracting Oficer to deternine suitability of the detector. Labor,
materi al s, and equi pnent necessary for conducting the inspection shall be
furni shed by the Contractor. The coating system shall be inspected for

hol es, voids, cracks, and other damage during installation.

.5.5.6 Recordi ng Measurenents

Al'l pipe-to-soil potential measurements, including initial potentials where
required, shall be recorded. The Contractor shall |ocate, correct and
report to the Contracting Oficer any short circuits to foreign pipes
encount ered during checkout of the installed cathodic protection system

Pi pe-to-soil potential neasurenments shall be taken on as nany pipes as
necessary to determ ne the extent of protection or to locate short-circuits.

.6 TRAI' NI NG COURSE

The Contractor shall conduct a training course for the operating staff as
designated by the Contracting Oficer. The training period shall consist
of a total of 8 hours of normal working tinme and shall start after the
systemis functionally conpleted but prior to final acceptance tests. The
field instructions shall cover all of the itens contained in the operating
and mai ntenance instructions, as well as denonstrations of routine

mai nt enance operations, including testing procedures included in the

mai nt enance instructions. At l|least 14 days prior to date of proposed
conduction of the training course, the training course curriculumshall be
submitted for approval, along with the proposed training date. Training
shal | consist of denonstration of test equipnment, providing forns for test
data and the tol erances which indicate that the system worKks.

7 CLEANUP
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The Contractor shall be responsible for cleanup of the construction site.
Al'l paper bags, wire clippings, etc., shall be disposed of as directed.
Paper bags, wire clippings and other waste shall not be put in bell holes
or anodes excavation.

3.8 M SCELLANEQUS | NSTALLATI ON AND TESTI NG
3.8.1 Coati ngs

Al'l aboveground pipeline shall be coated as indicated or as approved. The
coating shall have a mninmumthickness of 0.18 mm . The pipeline coating
shal |l be in accordance with all applicable Federal, State, and |oca
regul ati ons.

3.8.2 Excavati on

In the event rock is encountered in providing the required depth for
anodes, the Contractor shall determne an alternate approved |ocation and,
if the depth is still not provided, an alternate plan shall be submitted to
the Contracting Oficer. Alternate techniques and depths nust be approved
prior to inplenmentation.

3.9 SPARE PARTS

After approval of shop drawi ngs, and not later than three (3) nonths prior
to the date of beneficial occupancy, the Contractor shall furnish spare
parts data for each different itemof material and equi pment specified.
The data shall include a conplete list of parts, special tools, and
supplies, with current unit prices and source of supply. |In addition, the
Contractor shall supply information for material and equi prent repl acenent
for all other conponents of the conplete system including anodes, cables,
splice kits and connectors, corrosion test stations, and any other
conmponents not |isted above. The Contractor shall furnish a reference cel
on a reel with 120 m of conductor, along with other accessories, and a
digital voltnmeter that can be used in the mai ntenance of this cathodic
protection system Use of this equipnent shall be denpnstrated in actua
tests during the training course, which shall include a description of the
the equi prent and neasurenent of the pipe-to-soil potential, rainfall, and
gas conpany vol t ages.

3.10 SEEDI NG

Seedi ng shall be done by the Contractor, as directed, in all unsurfaced
| ocations disturbed by this construction. |n areas where grass cover
exists, it is possible that sod can be carefully renoved, watered, and
stored during construction operations, and replaced after the operations
are conpleted since it is estimted that no section of pipeline should
remai n uncovered for nore than two (2) days. The use of sod in lieu of
seedi ng shall require approval by the Contracting O ficer.

3.11 SYSTEM TESTI NG

The Contractor shall submit a report including potential measurenents taken
at adequately-close intervals to establish that mnus 850 mllivolts
potential, "instant-off" potential, is provided, and that the cathodic
protection is not providing interference to other foreign pipes causing
damage to paint or pipes. The report shall provide a narrative descri bing
how the criteria of protection is achieved w thout damagi ng other pipe or
structures in the area.

3.12 CLEARI NG OF TREES AND UNDERBRUSH
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In the areas of the anode beds, all trees and underbrush shall be cleared
and grubbed to the limts shown or indicated.

-- End of Section --
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SECTI ON 13720

ELECTRONI C SECURI TY SYSTEM
05/ 98
Amendnent #2

PART 1 GENERAL
1.1 REFERENCES
The publications listed below forma part of this specification to the
extent referenced. The publications are referred to in the text by basic
desi gnation only.
AVERI CAN CONFERENCE OF GOVERNVENTAL | NDUSTRI AL HYA ENI STS (ACGA H)
ACd H 02 (1997) Threshold Lint Values for Chem cal
Subst ances and Physi cal Agents Bi ol ogi cal
Exposure | ndices
AVERI CAN NATI ONAL STANDARDS | NSTI TUTE (ANSI)
ANSI X3. 92 (1981; R 1987) Data Encryption Standards
ANSI X3. 154 (1988; R 1994) O fice Machi nes and
Supplies - Al phanuneric Mchi nes- Keyboard
Arrangenent

AMERI CAN SCCI ETY FOR TESTI NG AND MATERI ALS (ASTM

ASTM E 84 (1996a) Surface Burning Characteristics of
Bui I ding Materials

CODE OF FEDERAL REGULATI ONS ( CFR)

21 CFR 1020 Per f ormance Standards for |onizing
Radi ati on Enitting Products
47 CFR 15 Radi o Frequency Devi ces
47 CFR 68 Connection of Term nal Equi pnent to the

Tel ephone Net wor k
ELECTRONI C | NDUSTRI ES ASSOCI ATI ON ( El A)

ElIA 170 (1957) Electrical Performance Standards -
Monochrone Tel evision Studio Facilities

El A ANSI/ EI A/ TI A-232-E (1991) Interface Between Data Terni nal
Equi pnrent and Data Circuit-Term nating
Equi prent Enpl oyi ng Serial Binary Data
I nt er change

El A ANSI/ El A-310-D (1992) Cabinets, Racks, Panels, and
Associ at ed Equi prent

El A ANSI/ Tl A/ EI A- 568A (1995) Commercial Building
Tel econmuni cati ons Cabl i ng Standard
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| NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENA NEERS (| EEE)
| EEE C2 (1997) National Electrical Safety Code

| EEE C62. 41 (1991; R 1995) Surge Voltages in
Low Vol t age AC Power Circuits

| EEE Std 142 (1991) | EEE Reconmended Practice for
Groundi ng of Industrial and Commerci al
Power Systens

| NTERNATI ONAL ORGANI ZATI ON FOR STANDARDI ZATI ON (| SO

| SO 7810 (1985) Identification Cards - Physi cal
Characteristics

| SO 7811-1 (1995) Identification Cards - Recording
Techni que - Part 1: Enbossing

| SO 7811-2 (1995) Identification Cards - Recording
Techni que - Part 2: Magnetic Stripe

| SO 7811-3 (1995) Identification Cards - Recording
Techni que - Part 3: Location of Embossed
Characters on ID-1 Cards

| SO 7811-4 (1995) Identification Cards - Recording
Technique - Part 4: Location of Read-Only
Magnetic Tracks - Tracks 1 and 2

| SO 7811-5 (1995) Identification Cards - Recording
Techni que - Part 5: Location of
Read-Wite Magnetic Track - Track 3

| NTERNATI ONAL TELECOVMUNI CATI ON UNI ON (I TU)
| TU V. 34 (1994) Data Comuni cation Over the
Tel ephone Network A Modem Operating at
Data Signaling Rates of up to 28,800 bits
for Use on the General Switched Tel ephone
Net wor k and on Leased Point-to Point
Two- Wre Tel ephone Type Gircuits
| TU V. 42 (1993) Data Comuni cations Over the
Tel ephone Network Error-Correcting
Procedures for DCEs Using
Asynchr onous-t o- Synchr onous Conver si on
NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMR)

NENVA 250 (1991) Enclosures for Electrical Equipnment
(1000 Volts Maxi num

NEMA I CS 1 (1993) Industrial Control and Systens
NATI ONAL FI RE PROTECTI ON ASSCC!I ATI ON ( NFPA)

NFPA 70 (1996; Errata 96-4) National Electrical
Code

UNDERWRI TERS LABORATORI ES (UL)

SECTI ON 13720 Page 2



Sanderson, Tx | NS/ Border Patrol: Border Patrol Station SNI BP
ACCOVPANYI NG AMENDVENT NO. 0002 TO SOLI CI TATI ON NO. DACWs3- 03- B- 0001

UL 294 (1994; Rev thru May 1997) Access Contro
System Units

UL 639 (1997; Rev Jun 1997) Intrusion Detection
Units

UL 681 (1994; Rev thru Cct 1997) Installation and
O assification of Burglar and Hol dup Al arm
Syst ens

UL 796 (1993; Rev thru Jul 1996) Printed-Wring
Boar ds

UL 972 (1995; Rev thru Dec 1996) Burglary

Resi sting d azing Mteri al

UL 1037 (1994; Rev thru May 1997) Antitheft Al arns
and Devi ces

UL 1076 (1995; Rev thru May 1996) Proprietary
Burglar Alarm Units and Systens

1.2 SYSTEM DESCRI PTI ON

The Contractor shall provide an El ectronic Security System (ESS) as

descri bed and shown including installation of any Governnent Furnished

Equi prent. Al conputing devices, as defined in 47 CFR 15, shall be
certified to conply with the requirenments for C ass A conputing devices and
| abel ed as set forth in 47 CFR 15. El ectronic equi pnent shall conply with
47 CFR 15.

1.2.1 Central Station

The central station shall be configured to provide operator interface,
interaction, dynamc and real time nonitoring, display, and control. The
central station shall control systemnetworks to interconnect all system
conponents including subordinate or separate control stations, enroll nent
stations and field equipnent. The systemshall be able to nmanage up to
16, 000 uniquely identifiable inputs and outputs.

1.2.2 Systens Net wor ks

System net works shal |l interconnect all conponents of the system These
networ ks shal |l include comuni cati ons between a central station and any
subordi nate or separate station, enrollnent stations, |ocal annunciation
stations, portal control stations or redundant central stations. The
systens network shall provide totally automatic comunication of status
changes, commands, field initiated interrupts and any ot her communicati ons
required for proper systemoperation. System conmunication shall not
require operator initiation or response. System comunication shall return
to normal after any partial or total network interruption such as power

| oss or transient upset. The systemshall automatically annunciate
communi cation failures to the operator with identification of the

communi cation |link that has experienced a partial or total failure. A
conmmuni cations controller may be used as an interface between the centra
station display systems and the field device network. The conmunications
controller shall provide those functions needed to attain the specified
net wor k commruni cati ons perfornmance.

1.2.2.1 Consol e Networ k

A console network, if required, shall provide comruni cati on between a
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central station and any subordinate or separate stations of the system
Were redundant central or parallel stations are required, the console
network shall allow the configuration of stations as nmaster and slave. The
consol e network may be a part of the field device network or may be
separ at e dependi ng upon the manufacturer's system configuration.

1.2.2.2 Fi el d Devi ce Network

The field device network shall provide comruni cati on between a centra
control station and field devices of the system The field device network
shal | be configured as shown in the drawi ngs. Field devices shall consi st
of al arm annunci ati on | ocal processors and entry control |ocal processors.
Each field device shall be interrogated during each interrogation cycle.
The field device network shall provide |line supervision that detects and
annunci at es communi cations interrupti ons or conprom sed comuni cati ons

bet ween any field device and the central station.

1.2.3 Fi el d Equi prent
Fi el d equi prent shall include |ocal processors, sensors and controls.

Local processors shall serve as an interface between the central station
and sensors and controls. Data exchange between the central station and

the | ocal processors shall include down-Iline transnission of conmands,
sof tware and dat abases to | ocal processors. The up line data exchange from
the |l ocal processor to the central station shall include status data such

as intrusion alarns, status reports and entry control records. Loca
processors are categorized as al arm annunciation or entry control.

1.2.4 CCTV System Interface

An interface shall be provided for connection of the central station to the
CCTV system as specified in Section 16751 CLOSED Cl RCU T TELEVI SI ON SYSTEMS
and as shown. This shall not be acconplished by using an

el ectro-nmechani cal relay assenbly.

1.2.5 Overall System Reliability Requiremnments

The system including all conmponents and appurtenances, shall be configured
and installed to yield a nean tine between failure (MIBF) of at |east
10, 000 hours.

1.2.6 Error Detection and Retransm ssion

A cyclic code error detection nethod shall be used between |ocal processors
and the central station, which shall detect single and double bit errors,
burst errors of 8 bits or less, and at | east 99 percent of all other
multibit and burst error conditions. Interactive or product error
detection codes alone will not be acceptable. A message shall be in error
if 1 bit is received incorrectly. The systemshall retransnt nessages
with detected errors. A 2-digit deci nal nunber shall be operator
assignable to each comunication |ink representing the nunber of

retransm ssion attenpts. Wen the nunber of consecutive retransm ssion
attenpts equal s the assigned quantity, the central station shall print a
communi cation failure alarm message. The systemshall nonitor the
frequency of data transm ssion failure for display and | oggi ng.

1.2.7 System Definitions
1.2.7.1 I ntrusion Al arm

An alarmresulting fromthe detection of a specified target, caused by an
attenpt to intrude into the protected area, or when entry into an entry
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controlled area is attenpted wi thout successfully using entry contro
procedures.

1.2.7.2 Nui sance Al arm

An alarmresulting fromthe detection of an appropriate alarm stinulus, but
whi ch does not represent an attenpt to intrude into the protected area.

1.2.7.3 Envi ronnental Al arm
An al arm during environmental conditions which exceed those specified.
1.2.7.4 Fal se Al arm
An al arm when there is no alarm stinul us.
1.2.7.5 Duress Al arm
An alarmcondition which results froma set of pre-established conditions
such as entering a special code into a keypad or by activating a switch.
This alarm category shall take precedence over other al arm categories.

1.2.7.6 Guard Tour Alarm

An alarmresulting froma guard being either early or late at a specified
check-in | ocation.

1.2.7.7 Fai |l -Safe Alarm

An alarmresulting fromdetection of dimnished functional capabilities.
1.2.7.8 Power Loss Alarm

An alarmresulting froma loss of prinmary power.
1.2.7.9 Entry Control Alarm

An alarmresulting frominproper use of entry control procedures or
equi prent .

1.2.7.10 | dentifier

A card credential, keypad personal identification nunber or code, bionetric
characteristic or any other unique identification entered as data into the
entry control database for the purpose of identifying an individual.
Identifiers shall be used by the electronic security systemfor the purpose
of validating passage requests for areas equipped with entry contro

equi prrent .

1.2.7.11 Entry Control Devices

Any equi pnent which gives a user the neans to input identifier data into
the entry control systemfor verification

1.2.7.12 Facility Interface Device
A facility interface device shall be any type of nechanismwhich is
controlled in response to passage requests and all ows passage through a

portal.

1.2.8 Probability of Detection
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Each zone shall have a continuous probability of detection greater than 90
percent and shall be denobnstrated with a confidence | evel of 95 percent.
This probability of detection is defined as 49 successful detections out of
50 tests or 96 successful detections out of 100 tests.

1.2.9 St andard | ntruder

The system shall be able to detect an intruder that wei ghs 100 pounds or
less and is 5 feet tall or less. The intruder shall be dressed in a
| ong-sl eeved shirt, slacks and shoes unl ess environmental conditions at the
site require protective clothing.

1.2.9.1 Standard | ntruder Mvenent

Standard i ntruder novenent is defined as any novenent such as wal ki ng,
running, crawling, rolling, or jumping through a protected zone in the nost
advant ageous manner for the intruder.

1.2.10 Fal se Alarm Rate

1.2.10.1 Interior

A false alarmrate of no nmore than 1 fal se al arm per sensor per 30 days at
the specified probability of detection shall be provided.

1.2.10.2 Exteri or

A false alarmrate of no nore than 1 fal se al arm per sensor per 5 days at
the specified probability of detection shall be provided.

1.2.11 Error and Throughput Rates

Error and throughput rates shall be single portal performance rates
obt ai ned when processing individuals 1 at a tine.

1.2.11.1 Type | Error Rate

Type | error rate is defined as an error where the systemdenies entry to
an authorized, enrolled individual. The rate shall be |less than 1 percent.

1.2.11.2 Type Il Error Rate
Type |l error rate is defined as an error where the systemgrants entry to
an unaut hori zed individual. The entry control Type Il error rate shall be
| ess than 0.01 percent.

1.2.12 Syst em Thr oughput

At the specified error rates, the systemthroughput rate through a single
portal shall be as shown.

1.2.13 Passage
Passage is defined as ingress and/or egress past an entry control device,
or through a portal. Entry control procedures and equi pnent shall be
i npl emented for passage through each portal as shown.

1.2.14 Det ecti on Resol ution

The system shall have detection resolution sufficient to |ocate intrusions
at each device and zone; and tampering at individual devices.

1.2.15 El ectrical Requirenents
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El ectrically powered ESS equi prrent shall operate on 120 volt 60 Hz ac
sources as shown. Equipnent shall be able to tolerate variations in the
vol tage source of plus or mnus 10 percent, and variations in the |ine
frequency of plus or mnus 2 percent with no degradation of performance.

1.2.16 Power Line Surge Protection

Equi pnrent connected to alternating current circuits shall be protected from
power |ine surges. Equipnent protection shall wthstand surge test

wavef orns described in | EEE C62.41. Fuses shall not be used for surge
protection.

1.2.17 Sensor and Device Wring and Conmmunication Circuit Surge Protection

I nputs shall be protected against surges induced on device wiring. Qutputs
shal | be protected against surges induced on control and device wring
installed outdoors and as shown. Communi cati ons equi pnent shall be

prot ect ed agai nst surges induced on any communications circuit. Cables and
conductors, except fiber optics, which serve as comunications circuits
fromconsole to field equi prent, and between field equi pnment, shall have
surge protection circuits installed at each end. Protection shall be
furni shed at equi pnment, and additional triple electrode gas surge
protectors rated for the application on each wireline circuit shall be
installed within 1 m of the building cable entrance. Fuses shall not be
used for surge protection. The inputs and outputs shall be tested in both
normal node and commmon node using the follow ng two wavef or ims:

a. A 10 microsecond rise tine by 1000 m crosecond pul se w dth
waveformwi th a peak voltage of 1500 Volts and a peak current of 60 anperes.

b. An 8 microsecond rise tine by 20 mcrosecond pul se wi dth waveform
with a peak voltage of 1000 Volts and a peak current of 500 anperes.

1.2.18 Power Line Conditioners

A power |ine conditioner shall be furnished for the consol e equi prent and
each local processor. The power line conditioners shall be of the
ferro-resonant design, with no noving parts and no tap switching, while
electrically isolating the secondary fromthe power line side. The power
line conditioners shall be sized for 125 percent of the actual connected
kVA | oad. Characteristics of the power line conditioners shall be as
fol | ows:

a. At 85 percent |oad, the output voltage shall not deviate by nore
than plus or mnus 1 percent of nominal when the input voltage fluctuates
bet ween m nus 20 percent to plus 10 percent of noninal.

b. During |load changes of zero to full |oad, the output voltage shal
not deviate by nore than plus or mnus 3 percent of nominal. Ful
correction of |oad swtching disturbances shall be acconplished within 5
cycles, and 95 percent correction shall be acconplished within 2 cycl es of
the onset of the disturbance.

c. Total harnmonic distortion shall not exceed 3-1/2 percent at ful
| oad.

1.2.19 Syst em React i on
1.2.19.1 Syst em Response

The field device network shall provide a system end-to-end response tine of
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1 second or less for every device connected to the system Alarnms shall be
annunci ated at the central station within 1 second of the alarm occurring
at a local processor or device controlled by a |local processor, and within
100 mlliseconds if the alarmoccurs at the central station. Al arm and
status changes shall be displayed within 100 m|liseconds after receipt of
data by the central station. All graphics shall be displayed, including
graphi cs generated map di splays, on the console nonitor within 5 seconds of
alarmreceipt at the security console. This response tine shall be

mai nt ai ned duri ng system heavy | oad.

1.2.19.2 System Heavy Load Definition

For the purpose of system heavy | oad definition, the systemshall consi st
of central station equipnent, comrunication controller and required | oca
processors. System heavy | oad conditions are defined as the occurrence of
alarms at the rate of 10 al arns per second distributed evenly anong al

| ocal processors in the system The alarmprinter shall continue to print
out all occurrences, including tinme of occurrence, to the nearest second.

1.2.20 Envi ronnent al Condi ti ons
1.2.20.1 Interior, Controlled Environnent

Syst em conponents, except the consol e equipnent installed in interior

| ocations, having controlled environnents shall be rated for continuous
operation under anbient environnmental conditions of 2 to 50 degrees C dry
bul b and 20 to 90 percent relative humdity, non-condensing.

1.2.20.2 Interior, Uncontrolled Environment

System conponents installed in interior |ocations having uncontrolled
environments shall be rated for continuous operation under anbient
environmental conditions of mnus 18 to plus 50 degrees C dry bulb and 10
to 95 percent relative hum dity, non-condensing.

1.2.20.3 Ext eri or Environment

System conponents that are installed in |ocations exposed to weather shal

be rated for continuous operation under anbient environnmental conditions of
m nus 34 degrees Cto 50 degrees C dry bulb and 10 to 95 percent relative
hum dity, condensing. In addition, the system conponents shall be rated
for continuous operation when exposed to performance conditions as
specified in UL 294 and UL 639 for outdoor use equi pnent. Conponents shal
be rated for continuous operation when exposed to rain as specified in NEVA
250, winds up to 137 km per hr and snow cover up to 610 mm thick,

measured vertically.

1.2.20.4 Hazar dous Envi r onment
System conponents | ocated in areas where fire or expl osi on hazards nmay
exi st because of flammabl e gases or vapors, flamable |iquids, conbustible
dust, or ignitable fibers or flyings, shall be rated and installed
according to Chapter 5 of the NFPA 70 and as shown.

1.2.20.5 Consol e
Consol e equi pment, unl ess desi gnated otherw se, shall be rated for
conti nuous operation under ambient environmental conditions of 16 to 29
degrees C and a relative humdity of 20 to 80 percent.

1.2.21 System Capacity
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1

1

1

3 DELI VERY OF TECHNI CAL DATA AND COMPUTER SOFTWARE

Al items of computer software and technical data (including technical data
which relates to conputer software), which is specifically identified in
this specification shall be delivered in accordance with the CONTRACT
CLAUSES, SPECI AL CONTRACT REQUI REMENTS, and in accordance with the Contract
Data Requirenments List (CDRL), DD FORM 1423, which is attached to and
thereby nade a part of this contract. Al data delivered shall be
identified by reference to the particul ar specification paragraph agai nst
which it is furnished.

3.1 Group | Techni cal Data Package

3.1.1 Syst em Dr awi ngs

The data package shall include the foll ow ng:

1

a. System bl ock di agram

b. Console installation, block diagrans, and wiring diagrans.

c. Local processor installation, typical block, and wiring diagrans.
d. Local processor physical |ayout and schematics.

e. Device wiring and installation draw ngs.

f. Details of connections to power sources, including power supplies
and groundi ng.

g. Details of surge protection device installation
h. Sensor detection patterns.
i. Details of interconnections with CCTV system
3.1.2 Manuf acturer's Data
The data package shall include manufacturer's data for all nmaterials and

equi prrent, including term nal devices, |ocal processors and central station
equi prent provi ded under this specification.

.3.1.3 System Descri pti on and Anal yses

The data package shall include system descriptions, analyses, and

cal cul ations used in sizing equi pnent specified. Descriptions and

cal cul ations shall show how the equipnent will operate as a systemto neet
the performance of this specification. The data package shall include the
fol | owi ng:

a. Central processor nenory size

b. Communicati on speeds and protocol descriptions.
c. Hard disk size and configuration

d. Floppy disk size and configuration

e. Alarmresponse tinme cal cul ations.

f. Conmand response tine cal cul ations.
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g. Start-up operations.
h. Expansion capability and net hod of inplenentation
i. Sanple copy of each report specified.
j. Color photographs representative of typical graphics.
k. Systemthroughput cal cul ation
1.3.1.4 Sof tware Data

The software data package shall consist of descriptions of the operation
and capability of system and application software as specified.

1.3.1.5 Overall System Reliability Cal cul ations
The overall systemreliability cal cul ations data package shall include all
manufacturer's reliability data and cal cul ations required to show

conpliance with the specified reliability in accordance w th paragraph
OVERALL SYSTEM RELI ABI LI TY REQUI REMENTS.

1.3.1.6 Certifications

Speci fied manufacturer's certifications shall be included with the data
package certification.

1.3.1.7 Key Control Pl an

The Contractor shall provide a key control plan. The key control plan
shal | include the foll ow ng:

a. Procedures that will be used to log and positively control al
keys during installation.

b. Alisting of all keys and where they are used.
c. Alisting of all persons allowed access to the keys.
1.3.2 G oup Il Technical Data Package

The Contractor shall prepare a report of "Current Site Conditions" to the
Gover nment docunenting changes to the site, or conditions that affect
performance of the systemto be installed. The Contractor shall provide
specification sheets, or witten functional requirenents to support the
findings, and a cost estimate to correct those site changes or conditions.

The Contractor shall not correct any deficiency without witten perm ssion
fromthe Governnent.

1.3.3 Group |1l Technical Data Package

The Contractor shall prepare test procedures and reports for the
pre-delivery test.

1.3.4 Group |V Techni cal Data Package
The Contractor shall prepare test procedures and reports for the
performance verification test and the endurance test. The Contractor shal
deliver the performance verification test and endurance test procedures to
the CGovernment for approval.

1.3.4.1 Qperation and Mai ntenance Manual s
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A draft copy of the operation and nai ntenance nmanual s, as specified for the
Group V technical data package, shall be delivered to the Governnment prior
to begi nning the performance verification test for use during site testing.

1.3.4.2 Trai ni ng Docurent ati on

Lesson plans and training nanuals for the training phases, including type
of training to be provided, and a list of reference material, shall be
delivered for approval .

1.3.4.3 Data Entry

The Contractor shall enter all data needed to nake the system operational.
The Contractor shall deliver the data to the Governnent on data entry
forns, utilizing data fromthe contract docunents, Contractor's field
surveys, and other pertinent information in the Contractor's possession
required for conplete installation of the data base. The Contractor shal
identify and request fromthe Governnent, any additional data needed to
provide a conplete and operational ESS. The conpleted fornms shall be
delivered to the Governnment for review and approval at |east 30 days prior
to the Contractor's schedul ed need date.

1.3.4.4 Graphi cs

Where graphics are required and are to be delivered with the system the
Contractor shall create and install the graphics needed to nake the system
operational. The Contractor shall utilize data fromthe contract
docunents, Contractor's field surveys, and other pertinent information in
the Contractor's possession to conplete the graphics. The Contractor shal
identify and request fromthe Governnent, any additional data needed to
provide a conpl ete graphi cs package. G aphics shall have sufficient |eve
of detail for the systemoperator to assess the alarm The Contractor
shal | supply hard copy, color exanples at |east 200 x 250 nm in size, of
each type of graphic to be used for the conpleted system The graphics
exanpl es shall be delivered to the Governnment for review and approval at

| east 30 days prior to the Contractor's schedul ed need date.

1.3.5 Group V Techni cal Data Package

Fi nal copies of the manual s as specified, bound in hardback, |oose-| eaf

bi nders, shall be delivered to the Governnent within 30 days after

conpl eting the endurance test. The draft copy used during site testing
shal | be updated with any changes required prior to final delivery of the
manual s. Each manual's contents shall be identified on the cover. The
manual shall include nanes, addresses, and tel ephone nunbers of each
subcontractor installing equi pnent and systems, and nearest service
representative for each itemof equiprment. The manuals shall have a table
of contents and tab sheets. Tab sheets shall be placed at the beginning of
each chapter or section and at the begi nning of each appendi x. The fina
copi es delivered after conpletion of the endurance test shall include
nodi fi cati ons made during installation, checkout, and acceptance. The
nunber of copies of each manual to be delivered shall be as specified on DD
FORM 1423.

1.3.5.1 Functi onal Design Manua

The functional design nanual shall identify the operational requirenents
for the system and explain the theory of operation, design philosophy, and
specific functions. A description of hardware and software functions,
interfaces, and requirenents shall be included for all system operating
nodes.
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1.

1.

1.

3.5.2

A manual
a.

b.

g.

3.5.3

Har dwar e Manual

describing all equi prent furnished including:

Ceneral description and specifications.

Installati on and checkout procedures.

Equi prent el ectrical schematics and | ayout draw ngs.

System schemati cs and | ayout draw ngs.

Al'ignment and calibration procedures.

Manuf acturer's repair parts list indicating sources of supply.
Interface definition.

Sof t war e Manual

The software manual shall describe the functions of all software and shall
include all other information necessary to enabl e proper |oading, testing,
and operation. The manual shall include:

a.

b.

3.5.4

Definition of ternms and functions.

Use of system and applications software.

Procedures for systeminitialization, start-up and shutdown.

Al arm reports.

Reports generation.

Data base format and data entry requirenents.

Directory of all disk files.

Description of all conmunication protocols, including data
formats, conmmand characters, and a sanple of each type of data

transfer.

Qperator's Manual

The operator's manual shall fully explain all procedures and instructions
for the operation of the system including:

a.

b.

Conput ers and peri pherals.

System start-up and shutdown procedures.

Use of system and applications software.

Recovery and restart procedures.

Graphi c al arm presentati on.

Use of report generator and generation of reports.

Data entry.
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h. Operator conmmands.
i. Alarmand system nessages and printing formats.
j. Systementry requirenments

1.3.5.5 Mai nt enance Manua

The nmai ntenance manual shall include descriptions of maintenance for al
equi prrent i ncl udi ng i nspection, periodic preventive naintenance, fault
di agnosi s, and repair or replacenent of defective components.

1.3.5.6 Fi nal System Draw ngs

The Contractor shall maintain a separate set of draw ngs, elenentary

di agrans and wiring diagranms of the systemto be used for final system
drawi ngs. This set shall be accurately kept up-to-date by the Contractor
with all changes and additions to the ESS and shall be delivered to the
Government with the final endurance test report. |In addition to being
conpl ete and accurate, this set of drawi ngs shall be kept neat and shal
not be used for installation purposes. Final drawi ngs submitted with the
endurance test report shall be finished drawi ngs on vellum and CD- ROM

1.4 TESTI NG
1.4.1 Cener a

The Contractor shall performpre-delivery testing, site testing, and

adj ustment of the conpleted ESS. The Contractor shall provide personnel,
equi pent, instrunmentation, and supplies necessary to performtesting.
Witten notification of planned testing shall be given to the Governnent at
| east 14 days prior to the test; notice shall not be given until after the
Contractor has received witten approval of the specific test procedures.

1.4.2 Test Procedures and Reports

Test procedures shall explain in detail, step-by-step actions and expected
results, denpnstrating conpliance with the requirenments specified. Test
reports shall be used to docunment results of the tests. Reports shall be
delivered to the Government within 7 days after conpletion of each test.

1.5 TRAI NI NG
1.5.1 Cener a

The Contractor shall conduct training courses for designated personnel in
the mai ntenance and operation of the system as specified. The training
shall be oriented to the specific systembeing installed. Training manuals
shal |l be delivered for each trainee with 2 additional copies delivered for
archiving at the project site. The manuals shall include an agenda,
defined objectives for each | esson, and a detail ed description of the
subject matter for each |l esson. The Contractor shall furnish audio-visua
equi prrent and other training materials and supplies. Were the Contractor
presents portions of the course by audio-visual material, copies of the
audi o-vi sual material shall be delivered to the Governnment either as a part
of the printed training manuals or on the sanme nedia as that used during
the training sessions. A training day is defined as 8 hours of classroom
instruction, including 2 15-ninute breaks and excludi ng |unchtinme, Mnday
through Friday, during the daytine shift in effect at the training
facility. For guidance in planning the required instruction, the
Contractor shall assune that attendees will have a hi gh school education or
equi valent, and are famliar with ESS. Approval of the planned training
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schedul e shall be obtained fromthe Government at |east 30 days prior to
the training.

1.5.2 Operator's Training |

The first course shall be taught at the project site for a period of 5
consecutive training days at least 3 nmonths prior to the schedul ed
performance verification test. A maxi num of 12 personnel shall attend this
course. Upon conpletion of this course, each student, using appropriate
docunent ation, shall be able to performelementary operations w th gui dance
and descri be the general hardware architecture and functionality of the
system This course shall include:

a. General System hardware architecture.
b. Functional operation of the system
c. Operator conmmands.
d. Data base entry.
e. Reports generation
f. Alarmreporting.
g. Diagnostics.
1.5.3 Operator's Training Il

The second course shall be taught at the project site for a period of 5
consecutive training days during or after the Contractor's field testing,
but before comrencing the performance verification test. A maxi mum of 12
personnel shall attend the course. No part of the training given during
this course will be counted toward conpl etion of the performance
verification test. The course shall include instruction on the specific
hardware configuration of the installed system and specific instructions
for operating the installed system Upon conpletion of this course, each
student shall be able to start the system operate the system recover the
systemafter a failure, and describe the specific hardware architecture and
operation of the system

1.5.4 Qperator's Training 111

The third course shall be taught while the endurance test is in progress
for a total of 16 hours of instruction per student, in tinme blocks of 4
hours. A maxi num of 12 personnel shall attend the course. The schedul e of
instruction shall allow for each student to receive individual instruction
for a 4-hour period in the norning (or afternoon) of the same weekday. The
Contractor shall schedule his activities during this period so that the
specified anount of tine will be available during the endurance test for
instructing the students. The course shall consist of hands-on training
under the constant nonitoring of the instructor. The instructor shall be
responsible for determ ning the appropriate password to be issued to the
student commensurate with each student's acquired skills at the begi nning
of each of these individual training sessions. Upon conpletion of this
course, the students shall be fully proficient in the operation of the
system

1.5.5 Syst em Manager Trai ni ng

3 system managers shall be trained for at |east 3 consecutive days. The
system manager training shall consist of the operator's training and the
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1

fol | owi ng:

a. Enrollnent/disenroll ment.

b. Assignnents of identifier data.

c. Assign operator password/levels.

d. Change database configuration.

e. Mdify graphics.

f. Print special or customreports.

g. System backup.

h. Any other functions necessary to nmanage the system
5.6 Mai nt enance Personnel Training
The system nmai nt enance course shall be taught at the project site after
conpl etion of the endurance test for a period of 5 training days. A
maxi mum of 5 personnel, designated by the Government, will attend the
course. The training shall include:

a. Physical layout of each piece of hardware.

b. Troubl eshooti ng and di agnostics procedures.

c. Repair instructions.

d. Preventive naintenance procedures and schedul es.

e. Calibration procedures. Upon conpletion of this course, the

students shall be fully proficient in the maintenance of the
system

.6 LI NE SUPERVI SI ON

.6.1 Si gnal and Data Transni ssion System (DTS) Line Supervision

Al'l signal and DTS lines shall be supervised by the system The system
shal | supervise the signal lines by nonitoring the circuit for changes or

di sturbances in the signal, and for conditions as described in UL 1076 for
line security equipnment. The systemshall initiate an alarmin response to
a current change of 5 percent or greater. The systemshall also initiate
an alarmin response to opening, closing, shorting, or grounding of the
signal and DTS I|ines.

.6.2 Data Encryption

The system shall incorporate data encrypti on equi pnent on data transm ssion
circuits as shown. The algorithmused for encryption shall be the Data
Encryption Standard (DES) al gorithm described in ANSI X3.92.

.7 [Enter Appropriate Subpart Title Here]
. 8 MAI NTENANCE AND SERVI CE

.8.1 Warranty Peri od

The Contractor shall provide services required and equi pnent necessary to
maintain the entire systemin an operational state as specified, for a
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period of 1 year after formal witten acceptance of the system and shal
provi de necessary material required for perform ng schedul ed adj ustnents or
ot her nonschedul ed work

1.8.2 Descri ption of Wbrk
The adjustnment and repair of the systemincludes all conputer equi pnment,
sof tware updates, comruni cati ons transni ssion equi pnent and DTS, |oca
processors, sensors and entry control, facility interface, and support
equi prrent. Responsibility shall be limted to Contractor installed
equi prrent. The manufacturer's required adjustnments and other work as
necessary shall be provided.

1.8.3 Per sonne
Servi ce personnel shall be certified in the maintenance and repair of
simlar types of equipnent and qualified to acconplish work pronptly and
satisfactorily. The CGovernnent shall be advised in witing of the nane of
the designated service representative, and of any change in personnel.

1.8.4 Schedul e of Work
The Contractor shall perform 2 mnor inspections at 6 month intervals (or
nore often if required by the manufacturer), and 2 major inspections offset
equal Iy between the mnor inspections to effect quarterly inspection of
al ternating nmagnitude.

1.8.4.1 M nor | nspections
M nor inspections shall include visual checks and operational tests of
consol e equi pent, peripheral equipnent, |ocal processors, sensors, and
el ectrical and nmechanical controls. Mnor inspections shall also include
nechani cal adjustments, new ribbons, and other necessary adjustnments on
printers.

1.8.4.2 Maj or | nspecti ons

Maj or i nspections shall include work descri bed under paragraph M nor
I nspections and the follow ng work:

a. Cean all systemequipnent and | ocal processors, including
interior and exterior surfaces.

b. Performdiagnostics on all equipnent.
c. Check, walk test, and calibrate each sensor

d. Run all system software diagnostics and correct all diagnosed
pr obl ens.

e. Resolve any previous outstandi ng probl ens.
f. Purge and conpress data bases.
1.8.4.3 Schedul ed Wor k

Schedul ed work shall be perforned during regular working hours, Mnday
through Friday, excluding federal holidays.

1.8.5 Emer gency Servi ce

The Governnent will initiate service calls when the systemis not
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functioning properly. Qualified personnel shall be avail able to provide
service to the conplete system The Governnent shall be furnished with a
t el ephone nunber where the service supervisor can be reached at all tines.
Servi ce personnel shall be at site within 8 hours after receiving a request
for service. The systemshall be restored to proper operating condition
within 8 hours after service personnel arrive onsite.

1.8.6 Qper ation

Perf ormance of schedul ed adjustments and repair shall verify operation of
the system as denonstrated by the applicable tests of the performance
verification test.

1.8.7 Records and Logs

The Contractor shall keep records and | ogs of each task, and shall organize
curmul ative records for each conponent, and for the conplete system

chronol ogically. A continuous |og shall be maintained for all devices.

The log shall contain all initial settings. Conplete |ogs shall be kept
and shall be available for inspection on site, denpnstrating that planned
and systenatic adjustnments and repairs have been acconplished for the
system

1.8.8 Wor k Request s

The Contractor shall separately record each service call request, as
received. The formshall include the serial nunber identifying the
conmponent involved, its location, date and tine the call was received,
specific nature of trouble, nanes of service personnel assigned to the
task, instructions describing what has to be done, the ampunt and nature of
the material to be used, the tinme and date work started, and the tinme and
date of conpletion. The Contractor shall deliver a record of the work
performed within 5 days after work i s acconpli shed.

1.8.9 System Modi fications

The Contractor shall make any recomendations for systemnodification in
witing to the Governnent. System nodifications shall not be nade wi t hout
prior approval of the Governnent. Any nodifications made to the system
shal | be incorporated into the operation and nai ntenance nanual s, and ot her
docunent ati on affected.

1.8.10 Sof t war e

The Contractor shall provide a description of all software updates to the
Government, who will then deci de whether or not they are appropriate for
implementation. After notification by the Governnent, the Contractor shal
i mpl ement the designated software updates and verify operation in the
system These updates shall be acconplished in a tinely manner, fully
coordinated with system operators, and shall be incorporated into the
operation and nmai ntenance manual s, and software docunentation. There shal
be at least 1 schedul ed update near the end of the first year's warranty
period, at which time the Contractor shall install and validate the |atest
rel eased version of the Contractor's software.

PART 2 PRODUCTS
2.1 MATERI ALS REQUI REMENTS
2.1.1 Mat eri al s and Equi prent

Units of the sane type of equipnent shall be products of a single
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manufacturer. Al material and equi pnment shall be new and currently in
production. Each major conponent of equi pnent shall have the

manuf acturer's nodel and serial nunber in a conspicuous place. System
equi prent shall conformto UL 294 and UL 1076.

2.1.2 Fi el d Encl osures
2.1.2.1 I nterior Sensor

Sensors to be used in an interior environment shall be housed in an
encl osure that provides protection against dust, falling dirt, and dripping
noncorrosive |iquids.

2.1.2.2 Exteri or Sensor

Sensors to be used in an exterior environment shall be housed in an

encl osure that provides protection agai nst wi ndbl own dust, rain and

spl ashing water, and hose directed water. Sensors shall be undanaged by
the formation of ice on the enclosure.

2.1.2.3 Interior Electronics

System el ectronics to be used in an interior environment shall be housed in
encl osures which neet the requirenments of NEMA 250 Type 12.

2.1.2.4 Exterior El ectronics

System el ectronics to be used in an exterior environment shall be housed in
encl osures which neet the requirenments of NEMA 250 Type 4X.

2.1.2.5 Cor r osi on Resi st ant

System el ectronics to be used in a corrosive environnent as defined in NEVA
250 shall be housed in netallic enclosures which neet the requirements of
NEMA 250 Type 4X.

2.1.2.6 Hazar dous Envi ronment Equi prent

System el ectronics to be used in a hazardous environnment shall be housed in
a encl osures which neet the requirenents of paragraph Hazardous Environnent.

2.1.3 Nanepl at es

Lam nated pl astic nanepl ates shall be provided for |ocal processors. Each
nanepl ate shall identify the |ocal processor and its |ocation within the
system Lam nated plastic shall be 3 nm thick, white with black center
core. Naneplates shall be a mnimumof 25 x 75 nm wth mnimm®6 mm
hi gh engraved bl ock lettering. Naneplates shall be attached to the inside
of the enclosure housing the |local processor. Oher major conponents of
the system shall have the nmanufacturer's nane, address, type or style,
nodel or serial nunber, and catal og nunmber on a corrosion resistant plate
secured to the itemof equipnment. Naneplates will not be required for
devices snmaller than 25 x 75 mm

2.1.4 Fungus Tr eat nent

Syst em conponents | ocated in fungus growh inductive environnents shall be
completely treated for fungus resistance. Treating materials containing a
nmercury bearing fungicide shall not be used. Treating materials shall not
increase the flammability of the material or surface being treated.
Treating materials shall cause no skin irritation or other injury to
personnel handling it during fabrication, transportation, operation, or
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mai nt enance of the equi pment, or during use of the finished itens when used
for the purpose intended.

2.1.5 Tanper Provi sions
2.1.5.1 Tanmper Switches

Encl osures, cabinets, housings, boxes, and fittings having hinged doors or
renovabl e covers and which contain circuits or connections of the system
and its power supplies, shall be provided with cover operated,
corrosion-resistant tanper switches, arranged to initiate an alarm signa
when the door or cover is noved. The enclosure and the tanper sw tch shal
function together and shall not allow direct line of sight to any interna
conponents before the switch activates. Tanper sw tches shall be

i naccessible until the switch is activated; have nounting hardware
conceal ed so that the location of the switch cannot be observed fromthe
exterior of the enclosure; be connected to circuits which are under

el ectrical supervision at all tines, irrespective of the protection node in
which the circuit is operating; shall be spring-loaded and held in the

cl osed position by the door or cover; and shall be wired so that they break
the circuit when the door or cover is disturbed.

a. Nonsensor Encl osures: Tanper switches on nonsensor encl osures
whi ch nust be opened to nake routine nmaintenance adjustnents to the system
and to service the power supplies shall be push/pull-set, automatic reset

type.

b. Sensor Enclosures: Tanper switches on sensor encl osures which
must be opened to nake routine nmai ntenance adjustnents to the sensor shal
be provi ded.

2.1.5.2 Encl osure Covers

Covers of pull and junction boxes provided to facilitate initia
installation of the system need not be provided with tanmper switches if
they contain no splices or connections, but shall be protected by tack
wel ding or brazing the covers in place or by tanper resistant security
fasteners. Labels shall be affixed to such boxes indicating they contain
no connecti ons.

2.1.6 Locks and Key-Lock Switches
2.1.6.1 Locks

Locks shall be provided on system encl osures for nmai ntenance purposes.
Locks shall be UL listed, round-key type with 3 dual, 1 nmushroom 3 plain
pin tunmblers . Keys shall be stanped "U. S. GOVT. DO NOT DUP." The | ocks
shal | be arranged so that the key can only be w thdrawn when in the | ocked
position. Maintenance | ocks shall be keyed alike and only 2 keys shall be
furnished for all of these |ocks. These keys shall be controlled in
accordance with the key control plan as specified in paragraph Key Control
Pl an.

2.1.6.2 Key- Lock- Operated Sw t ches

Key- | ock-operated switches required to be installed on system conmponents
shall be UL listed, round-key type, with 3 dual, 1 nushroom and 3 plain
pin tunmblers . Keys shall be stanped "U. S. GOVI. DO NOT DUP."

Key- | ock-operated switches shall be 2 position, with the key renmovable in
either position. Al key-lock-operated switches shall be keyed differently
and only 2 keys shall be furnished for each key-I| ock-operated-swtch.

These keys shall be controlled in accordance with the key control plan as
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specified in paragraph Key Control Pl an.
2.1.6.3 Construction Locks

If the Contractor requires locks during installation and construction, a
set of tenporary |ocks shall be used. The final set of locks installed and
delivered to the Governnent shall not include any of the tenporary | ocks.

2.1.7 Syst em Conponent s

Syst em conponents shall be designed for continuous operation. El ectronic
components shall be solid state type, nounted on printed circuit boards
conformng to UL 796. Printed circuit board connectors shall be plug-in,
qui ck-di sconnect type. Power dissipating conponents shall incorporate
safety margins of not |ess that 25 percent with respect to dissipation
ratings, maxi num voltages, and current carrying capacity. Control relays
and simlar swtching devices shall be solid state type or seal ed

el ect r o- mechani cal

2.1.7.1 Modul arity

Equi prent shall be designed for increase of system capability by
installation of nodul ar components. System conponents shall be designed to
facilitate maintenance through replacement of nodul ar subassenblies and
parts.

2.1.7.2 Mai nt ai nability

Conponents shall be designed to be maintained using conmercially avail abl e
tool s and equi prrent. Conponents shall be arranged and assenbl ed so they
are accessible to mai ntenance personnel. There shall be no degradation in
tamper protection, structural integrity, EM/RFl attenuation, or line
supervi sion after nmai ntenance when it is performed in accordance with

manuf acturer's instructions. The systemshall be configured and installed
to yield a nean tine to repair (MITR) of not nore than 8 hours. Repair
time is the clock time fromwhen mai nt enance personnel gain entrance to the
system and begin work, until the systemis fully functional.

2.1.7.3 I nterchangeability

The system shall be constructed with off-the-shelf conponents which are
physically, electrically and functionally interchangeable wi th equival ent
conponents as conplete itenms. Replacenent of equival ent conponents shal

not require nodification of either the new conponent or of other conmponents
with which the replacenment itens are used. Custom designed or
one-of-a-kind itens shall not be used. |Interchangeabl e conmponents or
nodul es shall not require trial and error matching in order to neet

i ntegrated systemrequirenents, systemaccuracy, or restore conplete system
functionality.

2.1.7.4 Product Safety
Syst em conponents shall conformto applicable rules and requirements of
NFPA 70 and UL 294. System conponents shall be equi pped with instruction
pl ates includi ng warni ngs and cauti ons describing physical safety, and
special or inportant procedures to be followed in operating and servicing
system equi pnent .

2.1.8 Control s and Designations

Controls and designations shall be as specified in NEMA ICS 1.
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2.1.9 Speci al Test Equi pnment

The Contractor shall provide all special test equi pnent, special hardware,
software, tools, and progranming or initialization equi pnent needed to
start or maintain any part of the systemand its conponents. Special test
equi prent is defined as any test equi pnent not normally used in an

el ectronics maintenance facility.

2.1.10 Al arm Qut put

The al arm out put of each sensor shall be a single pole double throw (SPDT)
contact rated for a minimumof 0.25 A at 24 Volts dc.

2.2 CENTRAL STATI ON HARDWARE

The central station conputer shall be a standard unnodified digita
comput er of nmodul ar design. The CPU word size shall be 64 bits or |arger
The operating speed of the processor shall be at |east 150 MHZ

2.2.1 Menor y

The conputer shall contain at |east 32 nmegabytes of usable installed
menory, expandable to a mni mum of 256 negabytes without additional chassis
or power supplies.

2.2.2 Power Supply
The power supply shall have a m ni num capacity of 250 Watts.
2.2.3 Real Tinme d ock (RTC

A RTC shall be provided. Accuracy shall be within plus or minus 1 mnute
per nonth. The RTC shall mamintain tinme in a 24-hour format including
seconds, minutes, hours, date, and nonth and shall be resettable by
software. The clock shall continue to function for a period of 1 year

wi t hout power.

2.2.4 Serial Ports

a. Two EIA ANSI/EIA Tl A-232-E serial ports shall be provided for
general use.

b. Adjustable data transm ssion rates from 9600 to 57.6 Kbps shall be
sel ect abl e under program control.

c. Sixteen additional EIA ANSI/EIA Tl A-232-E serial ports shall be
provi ded as part of a communications coprocessor. The coprocessor word
size shall be 32 bytes or larger and the operating speed of the coprocessor
shall be at least 66 MHZ. Comunications with the field equi pment shall be
managed by this device. Miltiplexed serial ports shall be expandable to 48
ports with 8 character transnit and receive buffers to each port. Tota
buffer size shall be a minimum of 1 negabyte.

2.2.5 Paral | el Port
An enhanced parallel port shall be provided.
2.2.6 Color Mnitor
The nmonitor shall be no less than 430 nm wth a m ni numresol ution of

1280 by 1024 pixels, noninterlaced, and a maxi mum dot pitch of 0.28
mllineters. The video card shall support at |east 256 colors at a
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resol ution of 1280 by 1024 at a mninmumrefresh rate of 70 Hz.
2.2.7 Keyboard A101

A keyboard having a mininum 64 character, standard ASCI | character, based
on ANSI X3.154 shall be furnished.

2.2.8 Enhancenent Har dwar e
Enhancenent hardware such as special function keyboards, special function
keys, touch screen devices, or nouse shall be provided for frequently used
operat or commands such as: Help, A arm Acknow edge, Place Zone In Access,

Pl ace Zone In Secure, System Test, Print Reports, Change Operator, Security
Lighting Controls, and Display G aphics.

2.2.9 Di sk Storage
A hard disk with controller having a maxi mum average access time of 10
mlliseconds shall be provided. The hard disk shall provide a m ni mum of

2.0 gigabytes of fornatted storage. Additionally, a PCMCIA slot with a
renovabl e 500 negabyte hard drive shall be provided.

2.2.10 Fl oppy Di sk Drives

A high density floppy disk drive and controller in 90 mm size shall be
provi ded.

2.2.11 Magneti c Tape System
A 4 mmcartridge magnetic tape systemshall be provided. The system
capacity shall be 8.0 gigabytes m ni nrum per tape. Each tape shall be
conputer grade, in arigid cartridge with spring-|oaded cover and
wite-protect.

2.2.12 Modem
A nmodem shal | be provided and operate at 28,800 bps, full duplex on
circuits using asynchronous conmuni cations. Mdem shall have error
detection, auto answer/autodial, and call-in-progress detection. The nodem
shal |l neet the requirenents of ITU V.34, ITU V.42 for error correction and
| TU V.42 for data conpression standards, and shall be suitable for

operating on unconditioned voi ce grade tel ephone lines in conformance with
47 CFR 68.

2.2.13 Audi bl e Al arm
The manufacturer's standard audi bl e al arm shall be provided.
2.2.14 Mouse
A rmouse with a mninumresolution of 400 dots per inch shall be provided.
2.2.15 CD-ROM Dri ve
A CD-ROM drive having a nom nal storage capacity of 650 nmegabytes shall be
provided. The CD-ROM drive shall have the followi ng m ninmm
characteristics:

a. Data Transfer Rate: 1.2 Mbps.

b. Average Access Tinme: 150 milliseconds.
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c. Cache nmenory: 256 Kbytes.
d. Data throughput: 1 Myte/second, m ninmum
2.2.16 Dot Matrix Alarm Printer

A dot matrix alarmprinter shall be provided and interconnected to the
central station equiprment. The dot matrix alarmprinter shall have a

m ni mum 96 character, standard ASCI| character set, based on ANSI X3.154
and with graphics capability. The printer shall be able to print in both
red and bl ack without ribbon change. The printers shall have adjustable
sprockets for paper width up to 11 inches, print at |east 80 col utms per
line and have a m ni mum speed of 200 characters per second. Character
spaci ng shall be selectable at 10, 12 or 17 characters per inch. The
printers shall utilize sprocket-fed fan fold paper. The units shall have
programabl e control of top-of-form Twenty-five thousand sheets of
printer paper and 12 ribbons shall be provided after successful conpletion
of the endurance test.

2.2.17 Report Printer

A report printer shall be provided and interconnected to the centra
station equiprment. The printer shall be a laser printer with printer
resolution of at |east 600 dots per inch. The printer shall have at |east
2 negabytes of RAM Printing speed shall be at |east 8 pages per mnute
with a 100 sheet paper cassette and with automatic feed. Two thousand
sheets of paper and 5 toner cartridges shall be furnished after successfu
conmpl eti on of the endurance test.

2.2.18 Controllers

Controllers required for operation of specified peripherals, serial, and
paral |l el ports shall be provided.

2.2.19 Del et ed Paragraph Amendnrent #2

2.2.20 Central Station Equi pnment Encl osures

The Contractor shall provide col or coordinated consol es and equi prment

cabi nets. Equi prrent cabinets shall have front and back pl exigl ass doors,
thernostatic controlled bottomnounted fan, and netal fitted and | ouvered
tops. One locking cabinet approximately 1.8 m high, 1 meter wide, 0.5 to
1 neter deep with 3 adjustable shelves, and 4 storage racks for storage of
di sks, tapes, printouts, printer paper, ribbons, manuals, and ot her
docunent ati on shall be provided.

2.2.21 Uni nterruptible Power Supply (UPS)

A self contained UPS, suitable for installation and operation at the
central station, shall be provided. The UPS shall be sized to provide a

m ni mum of 6 hours of operation of the central station equipnent.

Equi pnent connected to the UPS shall not be affected by a power outage of a
duration less than the rated capacity of the UPS. UPS shall be conplete

wi th necessary power supplies, transfornmers, batteries, and accessories and
shal | include visual indication of nornal power operation, UPS operation,
abnormal operation and visual and audible indication of |ow battery power.
The UPS shall be as specified in Section 16265, UN NTERRUPTI BLE POAER
SUPPLY (UPS) SYSTEM ABOVE 15 kVa CAPACITY. The UPS condition shall be
nonitored by the ESS and di splayed at the Central Station.
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2.2.22 Fi xed Map Di spl ay

A fixed map display shall be provided showing a | ayout of the protected
facilities. Zones corresponding to those nonitored by the system shall be
hi ghl i ghted on the display. Status of each zone shall be displayed using
LED s as required within each designated zone. An LED test switch shall be
provided on the map displ ay.

2.2.23 Enrol | mrent Center Equi pnent
Enrol | ment stations shall be provided and | ocated as shown to enrol

personnel into, and disenroll personnel fromthe system database. The
enrol | ment equi prent shall only be accessible to authorized entry contro

enrol | ment personnel. Anendnent #2The Contractor shall provide enough
credential cards for 200 personnel to be enrolled at the site plus an
extra 100 percent for future use. The enrollnent equiprent shall include

subsystem confi gurati on controls and el ectronic diagnostic aids for
subsystem setup and troubl eshooting with the central station. A printer
shal |l be provided for the enrollnment station which neets the requirenents
of paragraph Report Printer.

2.2.24 Enrol | mrent Center Accessories

A steel desk-type console, a swivel chair on casters and equi prent racks
shal |l be provided. The console shall be as specified in EIA ANSI/EI A-310-D
and as shown. Equi prent racks shall be as specified in EIA ANSI/ElI A-310-D
and as shown. All equipnent, with the exception of the printers, shall be
rack nounted in the consol e and equi prent racks or as shown. The console
and equi pnment racks and cabinets shall be color coordinated. A |ocking

cabi net approximately 1.8 m high, 900 mm w de, and 600 mm deep with 3

adj ust abl e shel ves, and 2 storage racks for storage of disks, tapes,
printouts, printer paper, ribbons, manuals, and ot her docunentation shal

be provided.

2.3 CENTRAL STATI ON SOFTWARE
Software shall support all specified functions. The central station shal
be online at all tinmes and shall performrequired functions as specified.
Sof tware shall be resident at the central station and/or the |oca
processor as required to perform specified functions.

2.3.1 Syst em Sof t war e
System software shall performthe follow ng functions:

a. Support nultiuser operation with nmultiple tasks for each user.

b. Support operation and managenent of peripheral devices.

c. Provide file nmanagenent functions for disk I/Q including creation
and deletion of files, copying files, a directory of all files including
size and | ocation of each sequential and random ordered record.

d. Provide printer spooling.

2.3.2 Real Tinme O ock Synchronization
The system shall synchronize each real tine clock within 1 second and at
| east once per day automatically, w thout operator intervention and w thout

requiring system shut down.

2.3.3 Dat abase Definition Process
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Software shall be provided to define and nodify each point in the database
usi ng operator commands. The definition shall include all paraneters and
constraints associated with each sensor, conmandabl e output, zone, facility
interface device, termnal device, etc. Each database item shall be
callable for display or printing, including EPROM ROM and RAM resi dent
data. The database shall be defined and entered into the ESS by the
Contractor based upon input fromthe Governnent.

2.3.4 Sof t war e Tanper

The ESS shall annunciate a tanmper al arm when unaut horized changes to the
system dat abase files are attenpted. Three consecutive unsuccessfu
attenpts to log onto the systemshall generate a software tanmper alarm A
software tanper alarm shall al so be generated when an operator or other

i ndi vi dual makes 3 consecutive unsuccessful attenpts to invoke centra
processor functions beyond their authorization |evel. The ESS shal
maintain a transcript file of the last 5000 commands entered at each
central station to serve as an audit trail. The systemshall not allow
wite access to the systemtranscript files by any person, regardl ess of
their authorization level. The systemshall only allow acknow edgnent of
software tanper alarns and read access to the systemtranscript files by
operators and nmanagers with the highest password authorization |eve

avail able in the system

2.3.5 Peer Conputer Control Software
The peer conputer control software shall detect a failure of a centra
computer, and shall cause the other central computer to assume control of
all systemfunctions wthout interruption of operation. Drivers shall be
provided in both central conputers to support this node of operation.
2.3.6 Application Software
The application software shall provide the interface between the al arm
annunci ation and entry control |ocal processors; nonitor all sensors and
DTS links; operate displays; report alarns; generate reports; and assist in
traini ng system operators.
2.3.6.1 Oper at or Conmands
The operator's conmands shall provide the means for entry of nonitoring and
control commands, and for retrieval of systeminformation. Processing of
operator commands shall comence within 1 second of entry, with sone form
of acknow edgnent provided at that tinme. The operator's conmands shal
perform tasks including:
a. Request help with the system operation
b. Acknow edge al arns.
c. Place zone in access.
d. Place zone in secure.
e. Test the system
f. Generate and format reports.

g. Print reports.

h. Change operator.
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i. Control security lighting.

j . Request any graphic displays inplemented in the system Gaphic
di spl ays shall be conpleted within 20 seconds fromtinme of
oper at or comand.

k. Entry control functions.
2.3.6.2 Conmmand | nput

Qperator's commands shall be full English | anguage words and acronyns
selected to allow operators to use the system w thout extensive training or
data processi ng backgrounds. The systemshall pronpt the operator in
English word, phrase, or acronym Commands shall be available in an
abbrevi ated nmode, in addition to the full English | anguage (words and
acronymnms) conmmands, allow ng an experienced operator to disregard portions,
or all, of the pronpt-response requirenents.

2.3.6.3 Conmand | nput Errors

The system shall supervise operator inputs to ensure they are correct for
proper execution. Operator input assistance shall be provided whenever a
command cannot be executed because of operator input errors. The system
shall explain to the operator, in English words and phrases, why the
conmmand cannot be executed. Error responses requiring an operator to | ook
up a code in a nanual or other docunent will not be accepted. Conditions
for which operator error assist nessages shall be generated include:

a. The command used is incorrect or inconplete.

b. The operator is restricted fromusing that conmand.

c. The command addresses a point which is disabled or out of service.

d. The command addresses a point which does not exist.

e. The comand woul d viol ate constraints.

2.3.6.4 Enhancenent s

The system shall inplenent the foll ow ng enhancenents by use of special
function keys, touch screen, or nouse, in addition to all other conmand
i nputs specified:

a. Help: Used to produce a display for all commands available to the
operator. The help conmand, followed by a specific command shall produce a
short expl anation of the purpose, use, and systemreaction to that conmmand.

b. Acknow edge Alarns: Used to acknow edge that the al arm nessage
has been observed by the operator.

c. Place Zone in Access: Used to renmpotely disable intrusion alarm
circuits emanating froma specific zone. The systemshall be structured so
that tanper circuits cannot be disabled by the consol e operator.

d. Place Zone in Secure: Used to renotely activate intrusion alarm
circuits emanating froma specific zone.

e. SystemTest: Allows the operator to initiate a systemw de
operational test.
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f. Zone Test: Allows the operator to initiate an operational test
for a specific zone.

g. Print Reports: Allows the operator to initiate printing of
reports.

h. Change Qperator: Used for changi ng operators.

i. Security Lighting Controls: Allows the operator to renotely turn
on/of f security lights.

j. Display Graphics: Used to display any graphic displays
inmplemented in the system

2.3.6.5 System Access Contro

The system shall provide a neans to define system operator capability and
functions through multiple, password protected operator levels. At |least 3
operator |evels shall be provided. System operators and nmanagers with
appropri ate password cl earances shall be able to change operator |evels for
all operators. Three successive attenpts by an operator to execute
functions beyond their defined level during a 24-hour period shall initiate
a software tamper alarm A m ni mum of 32 passwords shall be usable with
the system software. The system shall display the operator's name or
initials in the console's first field. The systemshall print the
operator's nanme or initials, action, date, and tinme on the systemprinter
at log-on and |og-off. The password shall not be displayed or printed.
Each password shall be definable and assignable for the foll ow ng:

a. Conmmands usabl e.
b. Access to system software
c. Access to application software.
d. Individual zones which are to be accessed.
e. Access to database.
2.3.6.6 Al arm Moni toring Software

This program shall nonitor all sensors, |ocal processors and DIS circuits
and notify the operator of an alarmcondition. Alarnms shall be printed in
red on the alarmprinter and di splayed on the console's text and graphics
map nonitors. Higher priority alarns shall be displayed first; and within
alarmpriorities, the ol dest unacknow edged al arm shall be displayed first.
Oper at or acknow edgrment of one al arm shall not be considered as
acknow edgnent of any other alarmnor shall it inhibit reporting of
subsequent alarns. Alarmdata to be displayed shall include type of alarm
| ocation of alarm and secondary al arm nessages. Alarmdata to be printed
shall include: type of alarm location of alarm date and tine (to nearest
second) of occurrence, and operator response. A unique nessage field with
a width of 60 characters shall be provided for each alarm Assignment of
nmessages to a zone or sensor shall be an operator editable function.
Secondary nessages shall be assignable by the operator for printing to
provide further information and shall be editable by the operator. The
system shal |l provide for 25 secondary nmessages with a field of 4 lines of
60 characters each. The nost recent 1000 al arms shall be stored and shal
be recall able by the operator using the report generator.

2.3.6.7 Moni tor Display Software
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Moni tor display software shall provide for text and graphics map displ ays
that include zone status integrated into the display. Different colors
shal |l be used for the various conponents and real tinme data. Colors shal
be uniformon all displays. The follow ng color coding shall be foll owed.

a. FLASH NG RED to alert an operator that a zone has gone into an
alarmor that primary power has failed.

b. REDto alert an operator that a zone is in alarmand that the
al arm has been acknow edged.

c. YELLOWto advise an operator that a zone is in access.
d. GREEN to indicate that a zone is secure or that power is on
2.3.6.8 Map Di spl ays/ Graphics Linked to Al arns

The System shall relate map di splays or other graphics to alarnms. \Wenever
one of the predefined alarns is annunciated on a systemcontrol term nal,
the map display or graphic related to the alarmshall be automatically

di spl ayed. The definition of which maps or graphics shall be displayed
with each alarm shall be selectable by systemoperators through sinple nenu
choi ces as part of the systeminitial configuration.

2.3.6.9 User Defined Pronpts/Messages Linked to Al arns

The System shall provide a neans to relate operator defined pronpts and

ot her nessages to predefined alarms. \Wenever one of the predefined al arnms
is annunci ated on a systemcontrol termnal, the pronpts or messages
related to the alarmshall be automatically displayed.

2.3.6.10 System Test Sof tware

This software shall enable the operator to initiate a test of the system
This test can be of the entire systemor of a particular portion of the
system at the operator's option. The results of each test shall be stored
for future display or print out in report form

2.3.6.11 Report Gener at or

Software shall be provided with commands to generate reports for

di spl ayi ng, printing, and storing on disk and tape. Reports shall be
stored by type, date, and tinme and shall be printed on the report printer.
Reports shall be spooled, allowing the printing of one report to be

conpl ete before the printing of another report commrences. The dynamnic
operation of the systemshall not be interrupted to generate a report. The
report generation node, either periodic, automatic or on request, shall be
operator selectable. The report shall contain the tine and date when the
report was printed, and the nane of operator generating the report. The
exact fornmat of each report type shall be operator configurable.

a. Periodic Automatic Report Mdes: The systemshall allow for
speci fying, nmodifying, or inhibiting the report to be generated, the tine
the initial report is to be generated, the tine interval between reports,
end of period, and the output peripheral.

b. Request Report Mdde: The systemshall allow the operator to
request at any tinme an imedi ate printout of any report.

c. AlarmReport: The alarmreport shall include all alarns recorded

by the system over an operator selectable tine. The report shall include
such information as: the type of alarm (intrusion, tanper, etc.); the type
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of sensor; the location; the tinme; and the action taken.

d. System Test Report: This report docunments the operational status
of all system conponents followi ng a systemtest.

e. Access/Secure Report: This report docunents all zones placed in
access, the tine placed in access, and the tine placed in secure node.

f. Entry Control Reports: The systemshall generate hard copy
reports of identifier, termnal, and guard tour tracking reports, and
versions with defined paraneters of the manufacturer's standard managenent
and activity reports.

2.3.6.12 Si mul ation (Training) Software

This program shall enabl e operators to practice system operation including
al arm acknow edgnment, al arm assessment, response force depl oyment, and
response force communi cations. The system shall continue normal operation
during training exercises and shall term nate exercises when an alarm
signal is received at the consol e.

2.3.6.13 Entry Control Enroll nment Software

The enrol |l ment station shall provide database managenment functions for the
system and shall allow an operator to change and nodify the data entered
in the system as needed. The enrollnment station shall not have any al arm
response or acknow edgnent functions. Miltiple, password protected access
| evel s shall be provided at the enroll ment station. Database managenent
and nodification functions shall require a higher operator access |eve
than personnel enrollnent functions. The program shall provide a neans for
disabling the enroll ment station when it is unattended to prevent

unaut hori zed use. The program shall provide a nmethod to enter personne
identifying information into the entry control database files through
enrol Il nent stations. In the case of personnel identity verification
subsystens, this data shall include bionmetric data. The program shal
allow entry of this data into the system database files through the use of
sinple nmenu selections and data fields. The data field nanes shall be
custom zed to suit user and site needs. Al personnel identity
verification subsystens selected for use with the systemshall fully
support the enrollnment function and shall be conpatible with the entry
control database files.

2.4 FI ELD PROCESSI NG HARDWARE
2.4.1 Al ar m Annunci ati on Local Processor

The al arm annunci ati on | ocal processor shall respond to interrogations from
the field device network, recognize and store alarm status inputs unti

they are transmtted to the central station and change outputs based on
commands received fromthe central station. The |ocal processor shall also
automatically restore comruni cation within 10 seconds after an interruption
with the field device network and provide dc |ine supervision on each of
its alarminputs.

a. Inputs. Local processor inputs shall nmonitor dry contacts for
changes of state that reflect alarmconditions. The |ocal processor shal
have at least 8 alarminputs which allow wiring as nornally open or
normal |y cl osed contacts for alarmconditions. It shall also provide |line
supervi sion for each input by nonitoring each input for abnornmal open,
grounded, or shorted conditions using dc current change neasurenments. The
| ocal processor shall report line supervision alarns to the centra
station. Alarns shall be reported for any condition that remains off
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normal at an input for longer than 500 mlliseconds. Each alarmcondition
shall be transmitted to the central conmputer during the next interrogation
cycl e.

b. CQutputs. Local processor outputs shall reflect the state of
commands issued by the central station. The outputs shall be a formC
contact and shall include normally open and nornmally closed contacts. The
| ocal processor shall have at |east 4 command out puts.

2.4.1.1 Processor Power Supply

Local processor and sensors shall be powered from an uninterruptible power
source. The uninterruptible power source shall provide 6 hours of battery
back-up power in the event of prinmary power failure and shall automatically
fully recharge the batteries within 12 hours after primary power is
restored. There will be no equiprent mal functions or perturbations or |oss
of data during the switch fromprimary to battery power and vice versa.
Batteries shall be seal ed, non-outgassing type. The power supply shall be
equi pped with an indicator for ac input power and an indicator for dc

out put power. Loss of primary power shall be reported to the centra
station as an al arm

2.4.1.2 Auxi | i ary Equi prent Power

A GFlI service outlet shall be furnished inside the |ocal processor's
encl osure.

2.4.2 Entry Control Local Processor

The entry control |ocal processor shall respond to interrogations fromthe
field device network, recognize and store alarmstatus inputs until they
are transnitted to the central station and change outputs based on conmands
received fromthe central station. The |local processor shall also
automatically restore comuni cation within 10 seconds after an interruption
with the field device network and provide dc |ine supervision on each of
its alarminputs. The entry control |ocal processor shall provide |oca
entry control functions including communicating with field devices such as
card readers, keypads, bionetric personal identity verification devices,
door strikes, nmagnetic |latches, gate and door operators and exit
pushbuttons. The processor shall also accept data fromentry control field
devices as well as database downl oads and updates fromthe central station
that include enrollnment and privilege information. The processor shal

al so send indications of success or failure of attenpts to use entry
control field devices and nmake conpari sons of presented information with
stored identification information. The processor shall grant or deny entry
by sending control signals to portal control devices and nask intrusion

al arm annunci ati on from sensors stinmulated by authorized entries. The
entry control |ocal processor shall use inputs fromentry control devices
to change nodes between access and secure. The |ocal processor shal
maintain a date-tine and | ocation stanped record of each transaction and
transmt transaction records to the central station. The processor shal
operate as a stand-al one portal controller using the downl oaded data base
during periods of communication | oss between the | ocal processor and the
field device network. The processor shall store up to 1000 transactions
during periods of communication | oss between the | ocal processor and the
field device network for subsequent upload to the central station upon
restoration of comunication. The |ocal processor shall provide power for
field devices and portal control devices.

a. Inputs. Local processor inputs shall monitor dry contacts for

changes of state that reflect alarmconditions. The |ocal processor shal
have at least 8 alarminputs which allow wiring as nornally open or
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2.

normal Iy closed contacts for alarmconditions. |t shall also provide |ine
supervision for each input by nonitoring each input for abnornal open,
grounded, or shorted conditions using dc current change neasurenents. The
| ocal processor shall report line supervision alarns to the centra
station. Alarns shall be reported for any condition that remains off

normal at an input for |longer than 500 nmilliseconds. Each alarm condition
shall be transmtted to the central station during the next interrogation
cycle. The entry control |ocal processor shall include the necessary

software drivers to conmunicate with entry control field devices.

I nformati on generated by the entry control field devices shall be accepted
by the | ocal processor and automatically processed to determ ne valid
identification of the individual present at the portal. Upon

aut hentication of the credentials or information presented, the | oca
processor shall automatically check privileges of the identified

i ndividual, allowing only those actions granted as privileges. Privileges
shall include, but not be limted to, tine of day control, day of week
control, group control, and visitor escort control. The |ocal processor
shall maintain a date-tine and | ocation stanped record of each transaction.
A transaction is defined as any successful or unsuccessful attenpt to gain
access through a controlled portal by the presentation of credentials or
other identifying information.

b. CQutputs. Local processor outputs shall reflect the state of
commands issued by the central station. The outputs shall be a formC
contact and shall include normally open and nornmally closed contacts. The
| ocal processor shall have at |east 4 commandabl e outputs. The entry
control local processor shall also provide control outputs to porta
control devices.

c. Degraded Mdde of Operation. The entry control |ocal processor
shal | provide a degraded node of operation for periods when comruni cation
bet ween the | ocal processor and the field device network is lost. Wile in
this degraded node, the |ocal processor shall continue to control entry by
accepting identifying information, nmaking authentication decisions,
checking privileges, and controlling portal control devices. Transactions
shal |l be stored for subsequent transm ssion to the central station when
communi cation is restored.

.4.2.1 Processor Power Supply

Local processor and sensors shall be powered from an uninterruptible power
source. The uninterruptible power source shall provide 6 hours of battery
back-up power in the event of primary power failure and shall automatically
fully recharge the batteries within 12 hours after primary power is
restored. There shall be no equi pnent nal functions or perturbations or

| oss of data during the switch fromprinary to battery power and vice
versa. Batteries shall be seal ed, non-outgassing type. The power supply
shal | be equi pped with an indicator for ac input power and an indicator for
dc out put power.

.4.2.2 Auxi | i ary Equi prent Power

A GFl service outlet shall be furnished inside the |ocal processor's
encl osure.

.5 FI ELD PROCESSI NG SOFTWARE

Al'l Field processing software described in this specification shall be
furni shed as part of the conplete system

5.1 Qperating System
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Each | ocal processor shall contain an operating systemthat controls and
schedul es that | ocal processor's activities in real time. The |loca
processor shall nmaintain a point database in its nenory that includes al
parameters, constraints, and the |atest value or status of all points
connected to that |ocal processor. The execution of |ocal processor
application programs shall utilize the data in menory resident files. The
operating systemshall include a real tine clock function that maintains
the seconds, mnutes, hours, date and nonth, including day of the week.
Each | ocal processor real tine clock shall be automatically synchronized
with the central station at |east once per day to plus or mnus 10 seconds.
The tinme synchronization shall be acconplished automatically, wthout
operator action and w thout requiring system shutdown.

2.5.1.1 Startup

The | ocal processor shall have startup software that causes autonmatic
comrencerent of operation w thout human intervention, including startup of
all connected Onput/Ilutput functions. A |ocal processor restart program
based on detection of power failure at the |ocal processor shall be
included in the | ocal processor software. The startup software shal
initiate operation of self-test diagnostic routines. Upon failure of the
| ocal processor, if the database and application software are no | onger
resident, the local processor shall not restart and systens shall remain in
the failure node indicated until the necessary repairs are made. |If the
dat abase and application prograns are resident, the |ocal processor shal

i medi ately resune operation.

2.5.1.2 Operati ng Mde

Each | ocal processor shall control and nonitor inputs and outputs as

speci fied, independent of communications with the central station. Al arns,
status changes and other data shall be transmitted to the central station
when comunications circuits are operable. |f comunications are not
avail abl e, each | ocal processor shall function in a stand-al one node and
operational data, including the status and alarmdata normally transmtted
to the central station shall be stored for later transmi ssion to the
central station. Storage for the latest 1024 events shall be provided at
each |l ocal processor. Each |ocal processor shall accept software

downl oaded fromthe central station

2.5.1.3 Fai | ure Mode
Upon failure for any reason, each |ocal processor shall performan orderly
shutdown and force all |ocal processor outputs to a predeternmined (failure
node) state, consistent with the failure nbdes shown and the associ ated
control device.
2.5.2 Functi ons
The Contractor shall provide software necessary to acconplish the follow ng
functions, as appropriate, fully inplenmented and operational, w thin each
| ocal processor.
a. Mnitoring of inputs.
b. Control of outputs.

c. Reporting of alarms automatically to the central station

d. Reporting of sensor and output status to central station upon
request.
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e. Miintenance of real tine, automatically updated by the centra
station at |east once a day.

f. Conmunication with the central station
g. Execution of |ocal processor resident prograns.
h. Diagnostics.
i. Download and upload data to and fromthe central station
2.6 I NTERI OR SENSORS AND CONTRCL DEVI CES
2.6.1 Bal anced Magnetic Switch (BMS)
The BMS shall detect a 6 nm of separating relative novenent between the

magnet and the switch housing. Upon detecting such novenment, the BMS shal
transmt an alarmsignal to the alarm annunci ati on system

2.6.1.1 BVMS Subassemnbl i es

The BMS shall consist of a switch assenbly and an actuating nmagnet
assenbly. The switch mechani smshall be of the bal anced nagnetic type.
Each switch shall be provided with an overcurrent protective device, rated
tolimt current to 80 percent of the switch capacity. Switches shall be
rated for a minimumlifetine of 1,000,000 operations. The magnet assenbly
shal | house the actuating nagnet.

2.6.1.2 Housi ng

The housi ngs of surface nounted sw tches and magnets shall be nmade of
nonferrous nmetal and shall be weat herproof. The housi ngs of recess nounted
swi tches and magnets shall be nade of nonferrous nmetal or plastic.

2.6.1.3 Remot e Test

A renpte test capability shall be provided. The renpte test shall be
initiated when commanded by the al arm annunci ati on system The renote test
shal | activate the sensor's switch nechani smcausing an alarmsignal to be
transmtted to the alarm annunci ati on system The renpte test shal

simul ate the nmovenent of the actuating magnet relative to the switch
subassenbl y.

2.6.2 Duress Al arm Switches

Duress alarm switches shall provide the means for an individual to covertly
notify the alarm annunci ation systemthat a duress situation exists.

2.6.2.1 Push-but t on
Lat chi ng push-button duress alarm sw tches shall be designed to be
activated by depressing a push-button |ocated on the duress switch housing.
No visible or audible alarmor noise shall enmanate fromthe switch. The
swi tch housing shall shroud the activating button to prevent accidenta
activation. Switches shall be rated for a mnimumlifetinme of 50,000
operati ons.

2.6.3 Passive Infrared Mtion Sensor

The passive infrared notion sensor shall detect changes in the anbient
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| evel of infrared em ssions caused by the novenent of a standard intruder
within the sensor's field of view. Upon detecting such changes, the sensor
shall transmt an alarmsignal to the alarm annunciation system The
sensor shall detect a change in tenperature of no nore than 1.1 degrees C,
and shall detect a standard intruder traveling within the sensor's
detection pattern at a speed of 0.09 to 2.3 mls across 2 adjacent segments
of the field of view Emi ssions nonitored by the sensor shall be in the 8
to 14 micron range. The sensor shall be adjustable to obtain the coverage
pattern shown. The sensor shall be equipped with a tenperature
conmpensation circuit.

2.6.3.1 Test |Indicator, Passive Infrared

The passive infrared notion sensor shall be equipped with an LED wal k test
indicator. The walk test indicator shall not be visible during nornal

operations. \Wen visible, the walk test indicator shall |ight when the
sensor detects an intruder. The sensor shall either be equipped with a
manual control, located within the sensor's housing, to enabl e/disable the

test indicator or the test indicator shall be |located within the sensor
housing so that it can only be seen when the housing is open or renoved.

2.6.3.2 Renpte Test, Passive |Infrared

A rempte test capability shall be provided. The rempte test hardware may
be integral to the sensor or a separate piece of equipnent. The renote
test shall be initiated when comanded by the al arm annunci ati on system
The renote test shall excite the sensing el enent and associ ated el ectronics
causing an alarmsignal to be transnitted to the al arm annunci ati on system
The sensor stinulation generated by the renote test hardware shall sinulate
a standard intruder noving within the sensor's detection pattern.

2.6.4 Access/ Secure Swi tches

An access/secure switch shall be used to place a protected zone in the
ACCESS or SECURE mpde. The switch shall consist of a double pul
key-operated switch housed in a NEMA 12 equival ent enclosure. The swtch
shal | disabl e zone sensor alarm outputs, but shall not disable tanper

al arnms, duress alarms, and other 24 hr sensors, as shown.

2.7 ENTRY CONTRCOL DEVI CES
2.7.1 Card Readers and Credential Cards

Entry control card readers shall use unique coded data stored in or on a
conpatible credential card as an identifier. The card readers shall be
proximty type, and shall incorporate built-in heaters or other cold

weat her equi pnent to extend the operating tenperature range as needed for
operation at the site. Comunications protocol shall be conpatible with
the | ocal processor. The Contractor shall furnish card readers to read
passive proximty detection entry cards, and the matching credential cards.
The cards shall contain coded data arranged as a unique identification
code stored on or within the card, and of the type readable by the card
readers. The Contractor shall include within the card' s encoded data, a
non-duplicated unique facility identification code common to all credentia
cards provided at the site. Enrollnment equi pnent to support |ocal encoding
of badges including cryptographic and other internal security checks shal
be suppli ed.

2.7.1.1 Proximty

Proximty card readers shall use passive proximty detection and shall not
require contact with the proximty credential card for proper operation.
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Passi ve detection proximty card readers shall use a swept-frequency, radio
frequency field generator to read the resonant frequencies of tuned
circuits lamnated into conpatible credential cards. The resonant
frequencies read shall constitute a unique identification code number. The
card reader shall read proximty cards in a range from0O mm to at |east
150 mm fromthe reader. The credential card design shall allow for a

m ni mum of 32, 000 uni que identification codes per facility.

2.7.1.2 Card Reader Display

The card readers shall include an LED or other visual indicator display.
The di splay shall indicate power on/off, and whether user passage requests
have been accepted or rejected.

2.7.1.3 Card Reader Response Tine

The card reader shall respond to passage requests by generating a signal to
the | ocal processor. The response tine shall be 800 nilliseconds or |ess,
fromthe tine the card reader finishes reading the credential card until a
response signal is generated.

2.7.1. 4 Card Reader Power

The card reader shall be powered fromthe source as shown and shall not
di ssipate nore than 5 Watts.

2.7.1.5 Card Reader Munting Method

Card readers shall be suitable for surface, seni-flush, pedestal, or
weat her proof nounting as required.

2.7.1.6 Credential Card Modification

Entry control cards shall be able to be nodified by |anmination or direct
print process during the enroll ment process for use as a picture and
identification badge as needed for the site w thout reduction of
readability. The design of the credential cards shall allow for the
addition of at |east one slot or hole to accommbdate the attachment of a
clip for affixing the credential card to the type badge hol der used at the
site.

2.7.1.7 Card Size and Di nmensional Stability

Credential cards shall be 54 x 85 mm (2-1/8 x 3-3/8 inches) mm The
credential card material shall be dinensionally stable so that an undanaged
card with deformations resulting fromnormal use shall be readable by the
card reader.

2.7.1.8 Card Materials and Physical Characteristics

The credential card shall be abrasion resistant, non-flanmabl e, and present
no toxi ¢ hazard to humans when used in accordance with manufacturer's
instructions. The credential card shall be inpervious to solar radiation
and the effects of ultra-violet light.

2.7.1.9 Card Construction

The credential card shall be of core and | aminate or nmonolithic
construction. Lettering, |ogos and other markings shall be hot stanped
into the credential material or direct printed. The Contractor shal
provide a neans to allow onsite assenbly and | am nation of credential cards
by Governnent personnel
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2.7.1.10 Card Durability and Maintainability

The credential cards shall be designed and constructed to yield a usefu
l[ifetime of at |east 5000 insertions or swi pes or 5 years whichever results
in a longer period of time. The credential card shall be able to be

cl eaned by wiping the credential card with a sponge or cloth wet with a
soap and water sol ution.

2.7.2 Keypads

Entry control keypads shall use a uni que conbi nation of al phanumeric and
ot her synbols as an identifier. Keypads shall contain an integra

al phanuneri c/ speci al synbols keyboard with synbols arranged i n ascendi ng
ASCI | code ordinal sequence. Conmunications protocol shall be conpatible
with the | ocal processor.

2.7.2.1 Keypad Di spl ay

Keypads shall include an LED or other type of visual indicator display and

provi de visual and audi bl e status indications and user pronmpts. The

di splay shall indicate power on/off, and whether user passage requests have
been accepted or rejected. The design of the keypad display or keypad

encl osure shall limt the maxi mum horizontal and vertical view ng angles of

the keypad. The maxi mum horizontal view ng angle shall be plus and mnus 5
degrees or less off a vertical plane perpendicular to the plane of the face
of the keypad display. The maxi num vertical view ng angle shall be plus
and m nus 15 degrees or less off a horizontal plane perpendicular to the

pl ane of the face of the keypad displ ay.

2.7.2.2 Keypad Response Ti ne
The keypad shall respond to passage requests by generating a signal to the
| ocal processor. The response tinme shall be 800 mlliseconds or |ess from
the time the | ast al phanumeric synbol is entered until a response signal is
gener at ed.

2.7.2.3 Keypad Power

The keypad shall be powered fromthe source as shown and shall not
di ssi pate nore than 150 Watts.

2.7.2.4 Keypad Mbunting Met hod

Keypads shall be suitable for surface, sem -flush, pedestal, or
weat her proof nounting as required.

2.7.2.5 Keypad Duress Codes

Keypads shall provide a nmeans for users to indicate a duress situation by
entering a special code.

2.7.3 Portal Control Devices
2.7.3.1 Push-button Swi t ches

The Contractor shall provide nonentary contact, back |ighted push buttons
and stainless steel switch enclosures for each push button as shown.
Switch encl osures shall be suitable for flush, or surface nounting as
requi red. Push buttons shall be suitable for flush nount in the swtch
encl osures. The push button switches shall neet the requirements of NEMA
250 for the area in which they are to be installed. Were nultiple push
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buttons are housed within a single switch enclosure they shall be stacked
vertically with each push button switch I abeled with 7 nm high text and
synbols as required. The push button sw tches shall be connected to the

| ocal processor associated with the portal to which they are applied and
shal | operate the appropriate electric strike, electric bolt or other
facility rel ease device. Switches shall have a ninimum continuous current
rating of 10 Anperes at 120 Vac or 5 Amperes at 240 Vac. The push button
switches shall have doubl e-break silver contacts that will make 720 VA at
60 anperes and break 720 VA at 10 anperes.

2.7.3.2 El ectric Door Strikes/Bolts

El ectric door strikes/bolts shall be designed to remain secure in case of
power failure. These facility interface devices shall use dc power to
energi ze the solenoids. Electric strikes/bolts shall incorporate end of
line resistors to facilitate |ine supervision by the system

a. Solenoid: The actuating solenoid for the strikes/bolts furnished
shal |l not dissipate nore than 12 Watts and shall operate on 12 or 24 Volts
dc. The inrush current shall not exceed 1 anpere and the hol ding current
shall not be greater than 500 nillianperes. The actuating sol enoid shal
nove fromthe fully secure to fully open positions in not nore than 500
mlliseconds.

b. Signal Switches: The strikes/bolts shall include signal swtches
to indicate to the systemwhen the bolt is not engaged or the strike
nmechani smis unlocked. The signal switches shall report a forced entry to
the system

c. Tanper Resistance: The electric strike/bolt mechani smshall be
encased in hardened guard barriers to deter forced entry.

d. Size and Wight: Electric strikes/bolts shall be conpatible with
standard door frame preparations.

e. Munting Method: The electric door strikes/bolts shall be
suitable for use with single and double door with nortise or rimtype
hardware as shown, and shall be conpatible with right or |eft hand nmounting.

2.7.3.3 El ect romagneti c Lock

El ectromagnetic | ocks shall contain no noving parts and shall depend solely
upon el ectromagneti smto secure a portal by generating at least 5.3 kN of
hol ding force. The electromagnetic |ock shall release automatically in
case of power failure and shall require nmanual reset to resune nornal

function. The lock shall interface with the | ocal processors without
external, internal or functional alteration of the |ocal processor. The
el ectromagnetic | ock shall incorporate an end of line resistor to

facilitate |ine supervision by the system

a. Armature: The electromagnetic |ock shall contain interna
circuitry to elimnate residual nagneti smand inductive kickback. The
actuating armature shall operate on 12 or 24 Volts dc and shall not
di ssipate nore than 12 Watts. The holding current shall be not greater
than 500 mllianperes. The actuating armature shall take not nore than 300
mlliseconds to change the status of the lock fromfully secure to fully
open or fully open to fully secure.

b. Tanper Resistance: The electromgnetic | ock nmechani smshall be
encased in hardened guard barriers to deter forced entry.

c. Munting Method: The door el ectromagnetic |ock shall be suitable
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2.

for use with single and double door with nortise or rimtype hardware as
shown, and shall be conpatible with right or |eft hand nmounting.

.7.3.4 Vehicl e Gate Opener

The vehicle gate shall include housing, nounting hardware, electrica
wiring, and appurtenances as required. The vehicle gate openers shall be
suitable for connection to, and nonitoring and control by the systemloca
processors. A hand crank for manual operation of the vehicle gate opener
and a sol enoid actuated brake to prevent gate coasting shall be provided.
The vehi cl e gate opener shall provide an auto reverse tine delay of at

| east 1 second and not nore than 3 seconds to mninize shock | oads on
vehicl e gate opener drive conmponents. The vehicle gate opener shal

include a contactor type notor starter which neets or exceeds NEMA size "O'
speci fications.

a. Input Power: The vehicle gate opener shall operate fromthe
vol tage source shown. The vehicle gate opener shall include manual reset
type thermal and el ectrical overload devices.

b. Audible Warning: The vehicle gate opener shall have an audible
war ni ng systemto signal personnel in the vicinity of the vehicle gate
opener that an opening or closing is about to conmence. The audible shal
sound at |east 2 seconds and no nore than 5 seconds before nmovenent begins.

c. Maximum Run Tiner: The vehicle gate opener shall incorporate an
internal maximumrun tiner which limts the motor run time. The maxi mum
run time shall be operator adjustable for at |east the nmaxi mum anmount of
time gate opening or closing takes during normal operation.

d. Adjustable Load Monitor for Cbstruction Sensing: The vehicle gate
opener shall have an operator adjustable |oad nonitor that shall sense
obstructions in the path of the gate and automatically reverse the vehicle
gat e opener drive notor.

e. Operator Override Controls: The vehicle gate opener shal
interface to a 3 push-button control station located within an entry
controlled area. The 3 push-button switches shall be |abeled and function
as open, close, and stop controls, and shall neet the requirenents of
par agr aph Push-button Swi tches.

f. Limt Switches: The vehicle gate opener shall have adjustable
limt switches and shall provide a neans to securely |lock the switches in
pl ace after adjustnment. The range of gate travel shall be defined by the
| ocation of the linmt swtches.

g. Type of Gate: The vehicle gate openers provided shall be
compatible with cantilever, roller, v-track, overhead, slide, and sw ng
gat es.

. 8 ENTRY CONTROL SOFTWARE

.8.1 I nterface Device

The entry control software shall control passage. The decision to grant or
deny passage shall be based upon identifier data to be input at a specific
location. If all conditions are net, a signal shall be sent to the input
device location to activate the appropriate electric strike, bolt,

el ectromagnetic |l ock or other type of portal release or facility interface
devi ce.

8.2 Qperator Interface
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Entry control operation shall be entirely automatic under control of the
central station and | ocal processors except for sinple operations required
for map display, alarmacknow edgnent, zone and portal status change
operations, audible or visual alarmsilencing and audi o annunci ati on. The
system shal |l inmmredi ately annunci ate changes in zone and portal status. The
alarmprinter shall print a permanent record of each al arm and status
change. The map di splays or graphics screens shall display the current
status of system zones and portals. The central station shall imrediately
display the current status of any zone or portal upon conmand. Wile the
systemis annunci ati ng an unacknow edged zone or portal alarm keyboard
operations at the central station, other than al arm acknow edgnment, shal
not be possible. The systemshall provide the capability to change zone
and portal status fromalarm (after alarm acknow edgnent) or access to
secure; fromalarm (after al arm acknow edgnent) or secure to access, or

fromaccess to secure by sinple control operations. |f the operator
attenpts to change zone status to secure while there is an al arm output for
that zone or portal, the systemshall imredi ately annunciate an al arm for

that zone or portal.
2.8.3 Entry Control Functions
2.8.3.1 Multiple Security Levels

The system shall have nultiple security levels. Each of the security

| evel s shall be delineated by facility barriers. Access to each security
| evel shall be through portals in the facility barriers using designated
entry control procedures. The system shall provide at |east 8 security
levels. Any attenpt to access an area beyond an individual's security

| evel shall initiate an access denial alarm

2.8.3.2 | mredi at e Access Change

The system shall provide functions to disenroll and deny access to any
identifier or conmbination of identifiers without consent of the individua
or recovery of a credential. The design of the system shall provide entry
change capability to systemoperators and managers with appropriate
passwords at the system operator or enroll nment consol es.

2.8.3.3 Mul tiple Time Zones

The system shall provide nultiple time zone entry control. Personne
enrolled in the systemshall only be allowed access to a facility during
the tine of day they are authorized to access the facility. Tine zone
access control shall also include the ability to specify begi nning and
endi ng dates that an individual will be authorized to access a facility.
The system shall provide automatic activation and deactivation of entry

aut horization. The design of the systemshall provide at least 2 time
zones with overlapping time zones. The systemshall provide a neans for
system operators with proper password cl earance, to define custom nanes for
each time zone, and to change the tinme zone's begi nning and ending tines
through the system operator and enrollnment interfaces. The system shal
automatically disenroll individuals at the end of their predefined facility
access duration. Any attenpt during a 24 hour period by an individual or
an identifier to gain facility entry outside of the authorized tine zone
shall initiate an entry denial alarm

2.8.3.4 CGuard Tour
The system shall provide guard tour monitoring capability. The system

shall nonitor a security guard's progress and timng during performance of
routine inspections. The systemshall provide a neans for operators and
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managers with appropriate password levels to define facility check points,
and create tinme wi ndows of the shortest and |ongest tinmes necessary to get
fromone check point on the tour to the next. The time w ndow between
check points shall be adjustable over a range of at least 1 minute to 1
hour with a resolution of at least 1 minute. The system shall annunciate
an alarmif the guard does not log in at the next check point within the
allotted time wi ndow. Tinme neasurenments shall be reset at each term na
devi ce check point when the guard logs in so that cunulative tine
variations do not result in false alarns. The guard tour shall have a
random start/stop function so that a tour may start from any designated
station at any designated time, and in either a forward or reverse
direction to ensure that patrol patterns cannot be deduced by observati on.
The system operator shall be able to reposition or halt a guard during a
tour to allowtine for investigations to be made. The system guard tour
feature shall be able to store at |east 128 progranmed guard tours in
menory with at least 12 tours active at any one tinme, and at |east 24 check
points for each tour. @uard tours shall be configured as needed for the
site.

2.8.4 El ectronic Entry Control System Capacities

The system shall be designed and configured to provide the follow ng
capaciti es.

2.8.4.1 Enrol | ees

The system shall be configured for 200 enroll ees. The system shall provide
a facility-tailorable reference fil e database containing personal, access
authorization, identifier and verification data for each enrollee as
required.

2.8.4.2 Transaction History File Size

The system capacity shall be at |east the anpbunt of transactions for the
systemduring 1 year without any | oss of transaction data.

2.8.5 Entry Control System Al arns

The system shal |l annunci ate an al arm when the foll owi ng conditions occur.
Al arms shall be annunciated at the console both audibly and visually. An
alarmreport shall also be printed on the systemprinter. The alarm
annunci ati on shall continue until acknow edged by the system operator.
Only 1 control key shall be needed to acknowl edge an alarm The system
shall control, nmonitor, differentiate, rank, annunciate, and all ow
operators to acknow edge, in real time, alarmsignals generated by system
equi prrent. The system shall also provide a neans to define and custom ze
the annunci ati on of each alarmtype. The system shall use audio and vi sua
information to differentiate the various types of alarns. Each alarmtype
shal | be assigned an audi o and a uni que visual identifier.

2.8.5.1 Dur ess

The system shall annunciate a duress alarm when a duress code is entered at
a keypad or a duress switch is activated. Duress alarns shall be
annunci ated in a manner that distinguishes themfromall other system
alarms. Duress alarnms shall not be annunciated or otherw se indicated
locally nor shall a duress al arm cause any special or unusual indications
at the portal or area initiating the duress alarm |Individual privileges
shall be carried out the sane as an authorized entry to the protected area.
Duress alarms shall only be annunciated at the central station and renote
di splays. Alarns shall be annunciated on the nonitor and shall be | ogged
on the printer.
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2.8.5.2 Guard Tour

The system shall annunciate an al arm when a security guard does not arrive
at a guard tour check point during the defined tine window or if check
poi nts are passed out of the prescribed order.

2.8.5.3 Entry Denia

The system shall annunciate an al arm when an attenpt has been nmade to pass
through a controlled portal and entry has been deni ed.

2.8.5.4 Portal Open

The system shall annunciate an al arm when an entry controlled portal has
been open I onger than a predefined tinme delay. The tine delay shall be
adj ust abl e, under operator control, over a range of at least 1 second to 1
mnute with a maxi numresolution of 1 second.

2.8.5.5 Al ar m Shunti ng/ Syst em Bypass

The system shall provide a neans to ignore operator selected alarmtypes at
operator selected portals in order to allow standard entry contro
procedures to be bypassed (shunted). Predefined alarm shunting shall only
be available to systemoperators with the proper password. The system
shal |l al so provide for predefined al arm shunting based upon tinme zones.
This capability shall only apply to the entry control alarmtype.

2.9 W RE AND CABLE

The Contractor shall provide all wire and cable not indicated as Governnent
furni shed equiprent. Wring shall neet NFPA 70 standards.

2.9.1 Above Gound Sensor Wring

Sensor wiring shall be 20 AWG m nimum tw sted and shielded, 2, 3, 4, or 6
pairs to match hardware. Muilticonductor wire shall have an outer jacket of
PVC.

2.9.2 Direct Burial Sensor Wring

Sensor wiring shall be 20 AWG m ni mum tw sted and shielded, 2, 3, 4, or 6
pairs to match hardware. The construction of the direct burial cable shal
be as specified in Section 16792 W RELI NE DATA TRANSM SSI ON SYSTEM

2.9.3 Local Area Network (LAN) Cabling

LAN cabling shall be in accordance with EI A ANSI/TI A/ El A-568A, category 5.
PART 3  EXECUTI ON
3.1 CGENERAL REQUI REMENTS

The Contractor shall install all system conmponents, including Government
furni shed equi prent, and appurtenances in accordance with the

manuf acturer's instructions, |EEE C2 and as shown. The contractor shal
furni sh necessary interconnections, services, and adjustnments required for
a conpl ete and operabl e system as specified and shown. Control signal,
communi cations, and data transnission |ine grounding shall be installed as
necessary to preclude ground | oops, noise, and surges from adversely

af fecting system operation.

SECTI ON 13720 Page 41



Sanderson, Tx | NS/ Border Patrol: Border Patrol Station SNI BP
ACCOVPANYI NG AMENDVENT NO. 0002 TO SOLI CI TATI ON NO. DACWs3- 03- B- 0001

3.

1.1 Install ation

The contractor shall install the systemin accordance with the standards
for safety, NFPA 70, UL 681, UL 1037 and UL 1076, and the appropriate
installation manual for each equi pment type. Conponents within the system
shal | be configured with appropriate service points to pinpoint system
trouble in less than 20 minutes. M nimumsize of conduit shall be 15 mm
DTS shall not be pulled into conduits or placed in raceways, conpartnents,
outl et boxes, junction boxes, or simlar fittings with other building
wiring. Flexible cords or cord connections shall not be used to supply
power to any conponents of the system except where specifically noted.
Al other electrical work shall be as specified in Section 16415 and as
shown.

1.2 Encl osure Penetrations

Encl osure penetrations shall be fromthe bottom unl ess the system design
requires penetrations fromother directions. Penetrations of interior

encl osures involving transitions of conduit frominterior to exterior, and
penetrations on exterior enclosures shall be sealed with rubber silicone
seal ant to preclude the entry of water. The conduit riser shall termnate
in a hot-dipped gal vani zed netal cable terminator. The term nator shall be
filled with an approved seal ant as recomended by the cabl e manufacturer,
and in a manner that does not damage the cabl e.

. 1.3 Col d @Gal vani zi ng

Field wel ds and/or brazing on factory gal vani zed boxes, encl osures,
conduits, etc., shall be coated with a cold gal vani zed pai nt containi ng at
| east 95 percent zinc by weight.

.1.4 Current Site Conditions

The Contractor shall verify that site conditions are in agreenent with the
desi gn package. The Contractor shall report any changes in the site, or
conditions that will affect performance of the systemto the Government in
a report as defined in paragraph Goup Il Technical Data Package. The
Contractor shall not take any corrective action without witten pernission
fromthe Covernnent.

. 1.5 Exi sting Equi prent

The Contractor shall connect to and utilize existing equipnment, DTS, and
devi ces as shown. System equi pnent and DTS that are usable in their
original configuration w thout nodification may be reused with Governnent
approval . The Contractor shall performa field survey, including testing
and inspection of all existing system equipnent and DTS i ntended to be
incorporated into the system and furnish a report to the Governnent as
part of the site survey report as defined in paragraph Group Il Technica
Dat a Package. For those itens considered nonfunctioning, the report shal

i nclude specification sheets, or witten functional requirenents to support
the findings and the estimated cost to correct the deficiency. As part of
the report, the Contractor shall include the schedul ed need date for
connection to all existing equipnent. The Contractor shall make witten
requests and obtain approval prior to disconnecting any signal |ines and
equi pnent, and creating equi prrent downtine. Such work shall proceed only
after receiving Governnent approval of these requests. |If any device fails
after the Contractor has conmenced work on that device, signal or contro
line, the Contractor shall diagnhose the failure and perform any necessary
corrections to his equipnent and work. The Government is responsible for
mai nt enance and the repair of Governnent equi prment. The Contractor shal

be held responsible for repair costs due to Contractor negligence or abuse
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of Governnent equi pnent.
3.1.6 Install ati on Software

The Contractor shall |oad software as specified and required for an
operational system including data bases and specified prograns. Upon
successful conpletion of the endurance test, the Contractor shall provide
ori gi nal and backup copies on CD-ROM of all accepted software, including
di agnosti cs.

3.2 SYSTEM STARTUP

Satisfaction of the requirenments bel ow does not relieve the Contractor of
responsibility for incorrect installations, defective equipnent itens, or
collateral damage as a result of Contractor work/equi pment. The Contractor
shal |l not apply power to the systemuntil after:

a. System equiprment itens and DTS have been set up in accordance with
manuf acturer's instructions.

b. A visual inspection of the system has been conducted to ensure
that defective equi pment itens have not been installed and that there are
no | oose connecti ons.

c. Systemwring has been tested and verified as correctly connected.

d. System grounding and transient protection systens have been
verified as properly install ed.

e. Power supplies to be connected to the system have been verified as
the correct voltage, phasing, and frequency.

3.3 SUPPLEMENTAL CONTRACTOR QUALI TY CONTRCL

The Contractor shall provide the services of technical representatives who
are familiar with all conmponents and installation procedures of the
installed system and are approved by the Contracting O ficer. These
representatives shall be present on the job site during the preparatory and
initial phases of quality control to provide technical assistance. These
representatives shall also be available on an as needed basis to provide
assistance with foll ow up phases of quality control. These technica
representatives shall participate in the testing and validation of the
system and shall provide certification that their respective system
portions neet the contractual requirenents.

3.4 TESTING
3.4.1 CGeneral Requirenments for Testing

The Contractor shall provide personnel, equipnent, instrunmentation, and
supplies necessary to performsite testing. The Governnment will wtness
all performance verification and endurance testing. Witten perm ssion
shal | be obtained fromthe Governnent before proceeding with the next phase
of testing. Oiginal copies of all data produced during predelivery,
performance verification and endurance testing, shall be turned over to the
CGovernment at the concl usion of each phase of testing, prior to Governnent
approval of the test.

3.4.2 Predel i very Testing

The Contractor shall assenble the test system as specified, and perform
tests to denonstrate that perfornance of the systemconplies with specified
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requirenents in accordance with the approved predelivery test procedures.
The tests shall take place during regular daytinme working hours on
weekdays. Mddel nunbers of equipnent tested shall be identical to those to
be delivered to the site. Oiginal copies of all data produced during
predelivery testing, including results of each test procedure, shall be
delivered to the Government at the conclusion of predelivery testing, prior
to Governnment approval of the test. The test report shall be arranged so
that all conmands, stimuli, and responses are correlated to allow | ogica
interpretation.

3.4.3 Test Setup
The predelivery test setup shall include the foll ow ng:
a. Al central station equipnent.

b. At least 1 of each type DIS link, but not less than 2 |inks, and
associ ated equi pment to provide a fully integrated system

c. The nunber of l|ocal processors shall equal the amount required by
the site design.

d. At least 1 of each type sensor used.

e. Enough sensor simulators to provide alarmsignal inputs to the
system equal to the nunber of sensors required by the design. The alarm
signals shall be nanually or software generated.

f. At least 1 of each type of term nal device used.

g. At least 1 of each type of portal configuration with all facility
i nterface devices as specified or shown.

h. Equi prent as specified in Section 16751 CLOSED Cl RCU T TELEVI SON
SYSTEMS when required.

i. The Contractor shall prepare test procedures and reports for the
predelivery test, and shall deliver the predelivery test procedures to the
CGovernment for approval. The final predelivery test report shall be
delivered after conpletion of the predelivery test.

3.4.4 Contractor's Field Testing

The Contractor shall calibrate and test all equipnent, verify DTS
operation, place the integrated systemin service, and test the integrated
system Ground rods installed by the Contractor shall be tested as
specified in | EEE Std 142. The Contractor shall deliver a report
describing results of functional tests, diagnostics, and calibrations,
including witten certification to the Governnment that the installed

conpl ete system has been calibrated, tested, and is ready to begin
performance verification testing. The report shall also include a copy of
the approved perfornmance verification test procedure.

3.4.5 Perf ormance Verification Test

The Contractor shall denpbnstrate that the conpleted systemconplies with
the contract requirenents. Using approved test procedures, all physica
and functional requirenents of the project shall be denpbnstrated and shown.
The performance verification test, as specified, shall not be started
until after receipt by the Contractor of witten perm ssion fromthe
Government, based on the Contractor's witten report. The report shal
include certification of successful conpletion of testing as specified in
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par agraph Contractor's Field Testing, and upon successful conpletion of
training as specified. The Governnent nay ternminate testing at any tine
when the systemfails to performas specified. Upon term nation of testing
by the Government or by the Contractor, the Contractor shall comrence an
assessment period as described for Endurance Testing Phase Il. Upon
successful conpletion of the perfornmance verification test, the Contractor
shal | deliver test reports and other docunentation as specified to the
CGovernment prior to comencing the endurance test.

3.4.6 Endur ance Test

a. Ceneral: The Contractor shall denonstrate systemreliability and
operability at the specified throughput rates for each portal, and the Type
| and Type Il error rates specified for the conpleted system The

contractor shall calculate false alarmrates and the systemshall yield
false alarmrates within the specified maxi muns at the specified
probability of detection. The endurance test shall be conducted in phases
as specified. The endurance test shall not be started until the Governnent
notifies the Contractor, in witing, that the performance verification test
is satisfactorily conpleted, training as specified has been conpl eted, and
correction of all outstanding deficiencies has been satisfactorily

compl eted. The Contractor shall provide 1 operator to operate the system
24 hours per day, including weekends and holidays, during Phase | and Phase
1l endurance testing, in addition to any Governnent personnel that may be
nmade available. The Governnent may terminate testing at any tinme the
systemfails to performas specified. Upon termnation of testing by the
CGovernment or by the Contractor, the Contractor shall comence an
assessnment period as described for Phase II. The Contractor shall verify
the operation of each terminal device during the last day of the test.

Upon successful conpletion of the endurance test, the Contractor shal
deliver test reports and other docunentation as specified to the Governnent
prior to acceptance of the system

b. Phase | Testing: The test shall be conducted 24 hours per day for
15 consecutive cal endar days, including holidays, and the system shal
operate as specified. The Contractor shall make no repairs during this

phase of testing unless authorized by the Government in witing. |If the
system experiences no failures during Phase | testing, the Contractor may
proceed directly to Phase Ill testing after receipt by the Contractor of

witten pernission fromthe Government.

c. Phase Il Assessnent: After the conclusion of Phase I, the
Contractor shall identify all failures, determ ne causes of all failures,
repair all failures, and deliver a witten report to the Governnment. The
report shall explain in detail the nature of each failure, corrective
action taken, results of tests performed, and shall recomend the point at
whi ch testing should be resumed. After delivering the witten report, the
Contractor shall convene a test review nmeeting at the jobsite to present
the results and recommendations to the Governnent. The neeting shall not
be schedul ed earlier than 5 business days after receipt of the report by
the Government. As a part of this test review neeting, the Contractor
shal | denonstrate that all failures have been corrected by performng
appropriate portions of the performance verification test. Based on the
Contractor's report and the test review nmeeting, the Governnent will
determne the restart date, or may require that Phase | be repeated. |If
the retest is conpleted wi thout any failures, the Contractor may proceed
directly to Phase Il testing after receipt by the Contractor of witten
perm ssion fromthe Governnent.

d. Phase Il Testing: The test shall be conducted 24 hours per day

for 15 consecutive cal endar days, including holidays, and the system shal
operate as specified. The Contractor shall nmake no repairs during this
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phase of testing unless authorized by the Government in witing.

e. Phase |V Assessnment: After the conclusion of Phase IIl, the
Contractor shall identify all failures, determ ne causes of failures,
repair failures, and deliver a witten report to the Governnent. The
report shall explain in detail the nature of each failure, corrective
action taken, results of tests perforned, and shall recommend the point at
whi ch testing should be resunmed. After delivering the witten report, the
Contractor shall convene a test review neeting at the jobsite to present
the results and recomendations to the Governnent. The nmeeting shall not
be schedul ed earlier than 5 business days after receipt of the report by
the Government. As a part of this test review neeting, the Contractor
shal | denponstrate that all failures have been corrected by repeating
appropriate portions of the performance verification test. Based on the
Contractor's report and the test review neeting, the Governnent will
determine the restart date, and nmay require that Phase |11 be repeated.
The Contractor shall not commence any required retesting until after
receipt of witten notification by Governnent. After the conclusion of any
retesting which the Governnent may require, the Phase |V assessnent shal
be repeated as if Phase IIl had just been conpl eted.

f. Exclusions: The Contractor will not be held responsible for
failures in system performance resulting fromthe foll ow ng:

(1) An outage of the main power in excess of the capability of
any backup power source, provided that the automatic initiation of
al | backup sources was acconplished and that automatic shutdown
and restart of the ESS performed as specified.

(2) Failure of a Governnment furnished conmmunications circuit,
provided that the failure was not due to Contractor furnished
equi pnent, installation, or software.

(3) Failure of existing Governnent owned equi pnent, provided that
the failure was not due to Contractor furnished equi pnent,
installation, or software.

(4) The occurrence of specified nuisance al arns.
(5) The occurrence of specified environnmental alarns.
3.5 RELI ABI LI TY CALCULATI ON

Thi s exponential calcul ati on depends on the test duration and assunes t hat
the Mean Tine Between Failures (MIBF) does not change after each repair;
and that the probability of failure is constant throughout the useful life
of the conponent regardl ess of how nmany failures the system has
experienced. This calculation does not account for effects of aging.

3.5.1 Definition of Reliability

Systemreliability is calculated in ternms of overall MIBF where the
component reliability furnished by vendors is already expressed as MIBF

The mat hemati cal conbi nation of the conponent MIBF val ues is defined as the
systemreliability, R(t); the probability that the systemw || performits
function during a given tine period under specified conditions. |In this
cal cul ation, each conponent reliability is determ ned; the conponent
reliabilities are conbined as dictated by the system configuration; and the
overall MIBF is conmputed as follows:

R(t) = e(-t/MIBF); where:
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MIBF = nmean tine between failure

t duration of test period

e base of natural |ogarithns

When t/MIBF is less than 0.1, the reliability can be approxi mated as
fol | ows:

R(t) = 1 - (t/MIBF): A specific reliability value can be interpreted by
noting that a value of R(t) greater than 1/e (which equals 0.37) indicates
that the MIBF value is greater than the test duration.

3.5.2 Series and Parall el Conponents
Conponents are in series if failure of 1 conponent causes a systemfailure.
Reliability of components in series is a product of the individua

reliabilities:

R=1- (r1)(r2)(r3)...(rn). |If conponents in a system are redundant
(parallel), reliability is conmputed as follows:

R=1- {(1-r1)(1-r2)...(2-rn)}. If a systemhas parallel conponents, an
equi val ent series reliability is conputed for each set of parallel
conponents. The reliability of the systemis then conputed as the product
of series and equivalent series reliabilities.

3.5.3 Cal cul ati on Procedure
The Contractor shall prepare a table showi ng the follow ng data:

a. Nane and quantity of each conponent.

b. Each conponent identified as series or parallel. (For exanple, if
there are 2 printers, the failure of 1 will not cause a systemfailure).

c. MIBF for each conponent.

d. Single unit reliability: R = e(-t/MBF), where t = 1,000 hour
test period.

e. Total Conponent Reliability (TCR) where TCR = Rn, and n =
of conponents. For parallel conponents, TCR =1 - (1-Rn, where n
of conponents.

nunber
= nunber

f. Cunulative Reliability (CUMR) is the product of total conponent
reliability; for exanple: CUWMR 4 = (TCRl1) (TCR2) (TCR3) (TCR4) = (CUMR3)
(TCR4)

g. Cunulative MIBF = -1,000/LN (CUMR); where LN (CUWMR) is the natural
logarithmof (CUMR). As an exanple: CUM MIBF = -1,000/LN ( CUVR4)

3.5.4 Sanpl e Cal cul ati ons

MIBF is not cal culated for sensors and controls. |nput/Qutput functions
are part of the local processor. Any Input/Qutput failure not attributable
to sensors and controls constitutes a | ocal processor failure and is thus
reflected in the | ocal processor MIBF. MIBF for other conponents are based
on the | owest val ues provided by vendors. The calculation shall be based
on the follow ng configuration:

a. Al central station equipnrent.
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b. Data Transm ssion System (DTS) equi prent associated with one DTS
circuit, but excluding the circuit itself.

c. Sixteen local processors with all the functions as specified in
par agr aph Local Processor.

d. Four representative types of devices, per |ocal processor.

-- End of Section --
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SECTI ON 16751

CLCSED Cl RCU T TELEVI SI ON SYSTEMS
08/ 2000
Amendnent #2

PART 1  GENERAL
1.1 REFERENCES
The publications listed below forma part of this specification to the
extent referenced. The publications are referred to in the text by basic
desi gnation only.
U S. NATI ONAL ARCHI VES AND RECORDS ADM NI STRATI ON ( NARA)
47 CFR 15 Radi o Frequency Devi ces
ELECTRONI C | NDUSTRI ES ALLI ANCE (EI A)

ElA 170 (1957) Electrical Performance Standards -
Monochrone Tel evision Studio Facilities

El A ANSI/ EI A/ TI A-232-F (1997) Interface Between Data Term nal
Equi prent and Data Circuit-Term nating
Equi prent Enpl oyi ng Serial Binary Data
I nt er change

El A ANSI/ El A-310-D (1992) Cabinets, Racks, Panels, and
Associ at ed Equi pnent

El A ANSI / El A- 330 (1968) El ectrical Perfornmance Standards
for Cosed Circuit Tel evision Canera
525/60 Interlaced 2:1

El A ANSI / El A- 375- A- 1976 (1974) Electrical Perfornmance Standards
for Direct View Monochronme Closed Circuit
Tel evi sion Monitors 525/60 Interlaced 2:1

I NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENG NEERS (| EEE)
| EEE C2 (1997) National Electrical Safety Code

| EEE C62. 41 (1991; R 1995) Surge Voltages in
Low Vol t age AC Power Circuits

| EEE Std 142 (1991) | EEE Reconmended Practice for
Groundi ng of Industrial and Comerci al
Power Systens
NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMR)

NEMVA 250 (1997) Enclosures for Electrical Equipnrent
(1000 Vol ts Maxi mum

NATI ONAL FI RE PROTECTI ON ASSOCI ATl ON ( NFPA)
NFPA 70 (1999) National Electrical Code

UNDERWRI TERS LABORATORI ES (UL)
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UL 1410 (1997; R Nov 1998) Tel evi si on Receivers
and Hi gh-Vol tage Vi deo Products

1.2 SYSTEM DESCRI PTI ON
1.2.1 Cener al

The Contractor shall configure the system as descri bed and shown. Al

tel evision equi pment shall conformto EIA 170 specifications. The system
shall include all connectors, adapters, and term nators necessary to

i nterconnect all equipnent. Amendnent #2 |If the CCTV systemis
installed for use with an Electronic Security System (ESS) the Contractor
shall interface the CCTV systemwi th the ESS.

1.2.2 System Overall Reliability Requirenent

The system including all components and appurtenances, shall be configured
and installed to yield a nean tine between failure (MIBF) of at |east

10, 000 hours, and shall be cal cul ated based on the configuration specified
in paragraph "System Overall Reliability Calcul ations."

1.2.3 Power Line Surge Protection

Al'l equi pment connected to AC power shall be protected from surges.
Equi pnrent protection shall w thstand surge test waveforns described in | EEE
C62.41. Fuses shall not be used for surge protection

1.2.4 Vi deo and Sync Signal Transmi ssion Line Surge Protection

Al'l cable, except fiber optic cable, used for sync or video signa
transm ssi on shall include protective devices to safeguard the CCTV

equi pnent agai nst surges. The surge suppression device shall not attenuate
or reduce the video or sync signal under normal conditions. The surge
suppressi on devi ce shall be capabl e of dissipating not |ess than 1500 watts
for 1 mllisecond, and the response time fromzero volts to clanping shal
not be greater than 5 nanoseconds. Fuses shall not be used for surge
protection.

1.2.5 Control Line Surge Protection

Al'l cables and conductors, except fiber optic cables, which serve as
conmmuni cation, control, or signal lines shall be protected agai nst surges
and shall have surge protection installed at each end. Protection shall be
furni shed at the equi prent and additional triple electrode gas surge
protectors rated for the application on each wireline circuit shall be
installed within 1 m of the building cable entrance. Fuses shall not be
used for surge protection. The inputs and outputs shall be tested in both
normal node and common node using the foll ow ng wavef or ns:

a. A 10 mcrosecond rise tinme by 1000 nicrosecond pul se width
waveformwi th a peak voltage of 1500 volts and a peak current of
60 anperes.
b. An 8 microsecond rise tinme by 20 microsecond pul se wi dth waveform
with a peak voltage of 1000 volts and a peak current of 500
anper es.
1.2.6 Power Line Conditioners

A power |ine conditioner shall be furnished for the security console CCTV
equi prent . The power line conditioner shall be of the ferroresonant

SECTI ON 16751 Page 2



Sanderson, Tx | NS/ Border Patrol: Border Patrol Station SNI BP
ACCOVPANYI NG AMENDVENT NO. 0002 TO SOLI CI TATI ON NO. DACWs3- 03- B- 0001

design, with no noving parts and no tap switching, while electrically

i solating the secondary fromthe power line side. The power line
conditioner shall be sized for 125 percent of the actual connected kVA

| oad. Characteristics of the power |ine conditioner shall be as foll ows:

a. At 85 percent |oad, the output voltage shall not deviate by nore
than plus or minus 1 percent of nom nal when the input voltage
fluctuates between m nus 20 percent to plus 10 percent of nom nal

b. During | oad changes of zero to full load, the output voltage shal
not deviate by nore than plus or mnus 3 percent of nominal. Ful
correction of |oad sw tching disturbances shall be acconplished
within 5 cycles, and 95 percent correction shall be acconplished
within 2 cycles of the onset of the disturbance.

c. Total harnonic distortion shall not exceed 3-1/2 percent at ful
| oad.

1.2.7 Vi deo and Control Signal Data Transm ssion Medi a

1.2.8 Envi ronnent al Condi ti ons
1.2.8.1 Fi el d Equi prent

The caneras and all other field equipnment shall be rated for continuous
operation under anbient environmental conditions of minus 10.0 degrees Cto
55 degrees C (14 degrees to 131 degrees F) wusing no auxiliary heating or
cool i ng equi prent. Equi pnent shall be rated for continuous operation under
the anbient environnental tenperature, humdity, w nd | oading, ice |oading,
and vibration conditions specified or encountered for the installed

| ocati on.

1.2.8.2 Security Center Equi prent

Security Center Amendnment #2 equi pment shal |, unl ess designated

ot herwi se, be rated for continuous operation under anbient environnenta
conditions of 15.6 degrees Cto 29.4 degrees C (60 degrees F to 85 degrees
F) and a relative hunidity of 20 to 80 percent.

1.2.8.3 Hazar dous Envi r onnent

Al'l system conponents | ocated in areas designated "Hazardous Environnent"
where fire or expl osion hazards nmay exi st because of flanmmabl e gases or
vapors, flanmable |iquids, conbustible dust, or ignitable fibers or
flyings, shall be rated Cass Il, Division |, Goup F, and installed
according to Chapter 5 of the NFPA 70 and as shown.

1.2.9 El ectrical Requirenents

El ectrically powered |IDS equi prent shall operate on 120 or 240 volt 60 Hz
AC sources as shown. Equi pnent shall be able to tolerate variations in the
vol tage source of plus or mnus 10 percent, and variations in the |line
frequency of plus or mnus 2 percent with no degradation of performance.

1.2.10 Uninterrupti bl e Power Supply
Al electrical and el ectronic equi pment in the console shall be powered
froman UPS provided as specified in Section 16265 UN NTERRUPTI BLE POAER

SUPPLY (UPS) SYSTEM ABOVE 15 kVA CAPACI TY. The UPS shall be sized to
provide at least 6 hours battery back-up in the event of primary failure.
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Batteries shall be seal ed non-outgassing type.

1.3 DELI VERY OF TECHNI CAL DATA AND COVPUTER SOFTWARE
Al items of computer software and technical data (including technical data
which relates to conputer software), which are specifically identified in
this specification shall be delivered strictly in accordance with the
CONTRACT CLAUSES, SPECI AL CONTRACT REQUI REMENTS, Section 01330 SUBM TTAL
PROCEDURES, and in accordance with the Contract Data Requirenents List
(CDRL), DD Form 1423, which is attached to and thereby nade a part of this
contract. Al data delivered shall be identified by reference to the
particul ar specification paragraph against which it is furnished. |If the
CCTV systemis being installed in conjunction with an ESS, the CCTV
Techni cal Data Packages shall be subnmitted as part of the Technical Data
Packages for Section 13720 ELECTRONI C SECURI TY SYSTEM

1.3.1 Group | Techni cal Data Package

1.3.1.1 Syst em Dr awi ngs
The data package shall include the foll ow ng:

a. System bl ock di agram

b. CCTV systemconsole installation, block diagrans, and wiring
di agr ans.

c. Security center CCTV equipnent installation, interconnection with
consol e equi prent, bl ock diagranms and wiring diagrans.

d. Renote control/nonitoring station installation, interconnection to
security center including block diagrans and wiring diagrans.

e. Canera wiring and installation draw ngs.
f. Pan/tilt mount wiring and installation draw ngs.

g. Interconnection with video signal transm ssion system bl ock
di agrans and wiring di agrans.

h. Surge protection device installation.
i. Details of interconnection with ESS.
1.3.1.2 Manuf acturers' Data

The data package shall include manufacturers' data for all materials and
equi prrent and security center equi pnent provided under this specification.

1.3.1.3 System Descri pti on and Anal yses
The data package shall include conplete system descriptions, anal yses and
cal cul ations used in sizing the equipnent required by these specifications.
Descriptions and cal cul ati ons shall show how the equi pment will operate as
a systemto neet the performance of this specification. The data package
shal | include the foll ow ng:
a. Switcher matrix size.

b. Canera call-up response tine.

c. Systemstart up and shutdown operations.
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d. Switcher programing instructions.
e. Switcher operating and mai nt enance instructions.
f. Manuals for CCTV equiprent.
g. Data entry forns.
1.3.1.4 Software Data

The data package shall consist of descriptions of the operation and
capability of system and application software as specified.

1.3.1.5 Overall System Reliability Cal cul ations

The data package shall include all manufacturer's reliability data and
cal culations required to show conpliance with the specified reliability.
The cal cul ati ons shall be based on all CCTV equi pnent associated with one
canmera circuit and the consol e CCTV equi pnent, excluding the data
transm ssi on nedia (DTM.

1.3.1.6 Certifications

Al'l specified manufacturer's certifications shall be included with the data
package.

1.3.1.7 Key Control Pl an

The Contractor shall provide a key control plan as specified in Section
13720 ELECTRONI C SECURI TY SYSTEM

1.3.2 G oup Il Technical Data Package

The Contractor shall verify that site conditions are in agreenent with the
desi gn package. The Contractor shall submt a report to the Governnent
docunenting changes to the site, or conditions that affect performance of
the systemto be installed. For those changes or conditions which affect
systeminstallation or performance, provide (with the report) specification
sheets, or witten functional requirenents to support the findings, and a
cost estimate to correct the deficiency. The Contractor shall not correct
any deficiency without witten perm ssion fromthe Governnent.

1.3.3 Group |1l Technical Data Package

The Contractor shall prepare test procedures and reports for the
predelivery test. The Contractor shall deliver the predelivery test
procedures to the Government for approval. After receipt by the Contractor
of witten approval of the predelivery test procedures, the Contractor nay
schedul e the predelivery test. The final predelivery test report shall be
delivered after conpletion of the predelivery test.

1.3.4 Group |V Techni cal Data Package

The Contractor shall prepare test procedures and reports for the
performance verification test and the endurance test. The Contractor shal
deliver the performance verification test and endurance test procedures to
the CGovernment for approval. After receipt by the Contractor of witten
approval of the test procedures, the Contractor may schedule the tests.
The contractor shall provide a report detailing the results of the field
test and a video tape as specified in paragraph "Contractor's Field
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Testing." The final performance verification and endurance test report
shal | be delivered after conpletion of the tests.

1.3.4.1 Operation and Mai ntenance Mnual s

A draft copy of the operation and mai ntenance manual s, as specified for the
Group V technical data package, shall be delivered to the Governnment prior
to begi nning the performance verification test for use during site testing.

1.3.4.2 Training Docunentation

Lesson plans and training manual s for the training phases, including type
of training to be provided with a sanple training report, and a |ist of
reference material, shall be delivered for approval.

1.3.4.3 Data Entry

The Contractor shall enter all data needed to nake the system operational.
The Contractor shall deliver the data to the Governnent on data entry
forns, utilizing data fromthe contract docunents, Contractor's field
surveys, and all other pertinent information in the Contractor's possession
required for conplete installation of the data base. The Contractor shal
identify and request fromthe Governnent, any additional data needed to
provi de a conplete and operational CCTV system The conpleted fornms shal
be delivered to the Governnment for review and approval at |east 90 days
prior to the Contractor's schedul ed need date.

1.3.4.4 Graphi cs

VWere graphics are required and are to be delivered with the system the
Contractor shall create and install all graphics needed to nake the system
operational. Gaphics shall have sufficient |evel of detail for the system
operator to assess the alarm The Contractor shall supply hard copy, color
exanpl es at least 203.2 by 254.0 nm (8 by 10 inches) in size, of each type
of graphic to be used for the conpleted CCTV system If the video swtcher
does not use a monitor for display of systeminformation, the Contractor
shal | provide exanpl es of the video annotation used for canera
identification. The graphics exanples shall be delivered to the Governnent
for review and approval at |east 90 days prior to the Contractor's
schedul ed need date.

1.3.5 Group V Techni cal Data Package

Fi nal copies of each of the manufacturer's comrercial manual s arranged as
speci fied bound in hardback, |oose-|eaf binders, shall be delivered to the
CGovernment within 30 days after conpleting the endurance test. The draft
copy used during site testing shall be updated prior to final delivery of
the manual s. Each manual's contents shall be identified on the cover. The
manual shall include nanes, addresses, and tel ephone nunbers of each
subcontractor installing equi pnent and systens, and nearest service
representatives for each item of equiprment for each system The nanual s
shal |l have a table of contents and tab sheets. Tab sheets shall be placed
at the begi nning of each chapter or section and at the begi nning of each
appendi x. The final copies delivered after conpletion of the endurance
test shall include all nodifications nade during installation, checkout,
and acceptance. The nunber of copies of each manual to be delivered shal
be as specified on DD Form 1423.

1.3.5.1 Functi onal Design Manua

The functional design manual shall identify the operational requirenents
for the system and explain the theory of operation, design philosophy, and
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specific functions. A description of hardware and software functions,
interfaces, and requirenents shall be included for all system operating
nodes.
1.3.5.2 Har dwar e Manua
A manual shall describe all equi pnent furnished, including:
a. General hardware description and specifications.
b. Installation and checkout procedures.
c. Equipnent electrical schematics and | ayout draw ngs.
d. Systemschematics and wiring |ists.
e. System setup procedures.
f. Manufacturer's repair parts list indicating sources of supply.
g. Interface definition
1.3.5.3 Sof t war e Manual
The software manual shall describe the functions of all software, and shal
include all other information necessary to enabl e proper |oading, testing
and operation, including:
a. Definitions of terns and functions.
b. Procedures for system boot-up
c. Description of using the prograns.
d. Description of required operational sequences.
e. Directory of all disk files.
f. Description of all communications protocols, including data
formats, command characters, and a sanple of each type of data
transfer.

1.3.5.4 Qperator's Manual

The operator's manual shall explain all procedures and instructions for
operation of the systemincl uding:

a. Video switcher.

b. Video nultiplexer

c. Caneras and video recordi ng equiprent.

d. Use of the software

e. Operator commands.

f. Systemstart-up and shut-down procedures.
g. Recovery and restart procedures.

1.3.5.5 Mai nt enance Manua
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The mai ntenance manual shall describe maintenance for all equipnent
i ncludi ng inspection, periodic preventive naintenance, fault diagnosis, and
repair or replacenment of defective conmponents.

1.3.5.6 As-Bui It Draw ngs

The Contractor shall maintain a separate set of draw ngs, elenentary
diagrans and wiring diagrans of the CCTV systemto be used for as-built
drawi ngs. This set shall be accurately kept up to date by the Contractor
with all changes and additions to the CCTV system and shall be delivered to
the Government with the final endurance test report. |In addition to being
conpl ete and accurate, this set of drawi ngs shall be kept neat and shal

not be used for installation purposes. Upon conpletion of the final system
drawi ngs, a representative of the Governnent will review the final system
work with the Contractor. |If the final systemwork is not conplete, the
Contractor will be so advised and shall conplete the work as required.

Fi nal drawi ngs submitted with the endurance test report shall be finished
drawi ngs on nylar or vellum and as AutoCAD or Mcrostation files on CD ROM

1.4 TESTI NG
1.4.1 CGener a

The Contractor shall performpredelivery testing, site testing, and

adj ustnent of the conpleted CCTV system The Contractor shall provide all
personnel, equi pnent, instrunentation, and supplies necessary to perform
all testing. Witten notification of planned testing shall be given to the
Covernment at |east 14 days prior to the test, and in no case shall notice
be given until after the Contractor has received witten approval of the
specific test procedures.

1.4.2 Test Procedures and Reports

Test procedures shall explain, in detail, step-by-step actions and expected
results denmonstrating conpliance with the requirenents of the
specification. Test reports shall be used to docunent results of the
tests. Reports shall be delivered to the Government within 7 days after
conpl etion of each test.

1.5 TRAI NI NG
1.5.1 Cener al

The Contractor shall conduct training courses for designated personnel in
the mai nt enance and operation of the CCTV system as specified. |f the CCTV
systemis being installed in conjunction with an ESS, the CCTV training
shal | be concurrent and part of the ESS training. The training shall be
oriented to the specific systembeing installed under this contract.
Trai ni ng nmanual s shall be delivered for each trainee with two additiona
manual s delivered for archiving at the project site. The nmanual s shal

i nclude an agenda, defined objectives for each | esson, and a detail ed
description of the subject matter for each | esson. The Contractor is
responsi bl e for furnishing all audi o-visual equipnent and all other
training materials and supplies. Were the Contractor presents portions of
the course through the use of audio-visual material, copies of the

audi o-vi sual materials shall be delivered to the Government, either as a
part of the printed training manuals or on the sane nedia as that used
during the training sessions. A training day is 8 hours of instruction,
including two 15 m nute breaks and excl uding lunchtinme, Mnday through
Friday, during the daytinme shift in effect at the facility. For guidance
in planning the required instruction, the Contractor should assune the
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1

1

attendees will have a high school education or equivalent. Approval of the
pl anned training schedul e shall be obtained fromthe Governnent at |east 30
days prior to the training.

.5.2 Qperator's Training

The course shall be taught at the project site for five consecutive
training days during or after the Contractor's field testing. A nmaxi num of
12 personnel will attend the course. No part of the training given during
this course will be counted toward conpl etion of the performance
verification test. The course shall consist of classroominstruction,
hands-on training, instruction on the specific hardware configuration of
the installed system and specific instructions for operating the installed
system The course shall denpnstrate systemstart up, system operation,
system shut down, systemrecovery after a failure, the specific hardware
configuration, and operation of the systemand its software. The students
shoul d have no unanswered questions regardi ng operation of the installed
CCTV system The Contractor shall prepare and insert additional training
material in the training manuals when the need for additional material
becones apparent during instruction. The Contractor shall prepare a
witten report after the conpletion of the course. The Contractor shal

list in the report the tinmes, dates, attendees and material covered at each
training session. The Contractor shall describe the skill I|evel of each
student at the end of this course. The Contractor shall submit the report
before the end of the perfornance verification test. The course shal

i ncl ude:

a. General CCTV hardware, installed system architecture and
configuration.

b. Functional operation of the installed system and software.
c. Operator commands.

d. Alarminterfaces.

e. Alarmreporting.

f. Fault diagnostics and correction

g. GCeneral system maintenance.

h. Replacenent of failed conponents and integration of replacenent
conponents into the operating CCTV system

6 MAI NTENANCE AND SERVI CE
6.1 CGeneral Requirenents

The Contractor shall provide all services required and equi pment necessary
to maintain the entire CCTV systemin an operational state as specified for
a period of 1 year after conpletion of the endurance test, and shal

provide all necessary material required for the work. Inpacts on facility
operations shall be mnimzed when perform ng schedul ed adjustnments or

ot her unschedul ed wor k.

.6.2 Description of Wrk

The adjustment and repair of the CCTV systemincludes all computer

equi prrent, software updates, signal transm ssion equi pment, and video
equi pnent. Provide the manufacturer's required adjustnments and all other
wor k necessary.
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1.6.3 Per sonne

Servi ce personnel shall be qualified to acconmplish all work pronptly and
satisfactorily. The CGovernnent shall be advised in witing of the nane of
the designated service representative, and of any changes in personnel.

1.6.4 Schedul e of Work

The Contractor shall performtwo inspections at 6-nonth intervals or |ess.
This work shall be perfornmed during regul ar working hours, Mpnday through
Friday, excluding | egal holidays. These inspections shall include:

a. Visual checks and operational tests of the CPU, switcher
peri pheral equi pment, interface panels, recordi ng devices,
nonitors, video equipnent electrical and nmechanical controls, and
a check of the picture quality fromeach canera

b. Run systemsoftware and correct all diagnosed problens.
c. Resolve any previous outstandi ng probl ens.
1.6.5 Emer gency Servi ce

The Governnment will initiate service calls when the CCTV systemis not
functioning properly. Qualified personnel shall be available to provide
service to the conplete CCTV system The CGovernnent shall be furnished
with a tel ephone nunber where the service supervisor can be reached at al
times. Service personnel shall be at the site within 24 hours after
receiving a request for service. The CCTV systemshall be restored to
proper operating condition within 3 cal endar days after receiving a request
for service.

1.6.6 Qperation

Per f ormance of schedul ed adjustnents and repair shall verify operation of
the CCTV system as denonstrated by the applicable portions of the
performance verification test.

1.6.7 Records and Logs

The Contractor shall keep records and | ogs of each task, and shall organize
cunul ative records for each major conponent, and for the conplete system
chronologically. A continuous |og shall be naintained for all devices.

The log shall contain calibration, repair, and programm ng data. Conplete
| ogs shall be kept and shall be available for inspection on site,
demonstrating that planned and systematic adjustnents and repairs have been
acconpl i shed for the CCTV system

1.6.8 Wor k Request s

The Contractor shall separately record each service call request, as
received. The formshall include the serial nunber identifying the
component involved, its location, date and tine the call was received,
nature of trouble, nanes of the service personnel assigned to the task,
instructions describing what has to be done, the anmbunt and nature of the
materials to be used, the tine and date work started, and the tine and date
of conpletion. The Contractor shall deliver a record of the work perfornmed
within 5 days after work is conpl et ed.

1.6.9 System Modi fications
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The Contractor shall make any recomendations for systemnodification in
witing to the Governnent. No system nodifications, including operating
paraneters and control settings, shall be nade w thout prior approval of
the CGovernment. Any nodifications made to the systenms shall be
incorporated into the operations and mai nt enance nanual s, and ot her
docunent ati on affected.

.6.10 Sof t war e

The Contractor shall reconmmend all software updates to the Governnent for
approval . Upon CGovernnent approval, updates shall be acconplished in a
timely manner, fully coordinated with the CCTV system operators, operation
in the systemverified, and shall be incorporated into the operations and
mai nt enance manual s, and software docunentation. There shall be at |east
one schedul ed update near the end of the first year's warranty period, at
which tine the Contractor shall install and validate the |atest rel eased
versi on of the manufacturer's software.

PART 2 PRODUCTS

2.

1 MATERI ALS AND EQUI PMENT

Al'l system hardware and software components shall be produced by

manuf acturers regul arly engaged in the production of CCTV equipnent. Units
of the sane type of equi pnent shall be products of a single manufacturer.
Al material and equi prent shall be new and currently in production. Each
maj or conponent of equi pnment shall have the nmanufacturer's nane and
address, and the nodel and serial number in a conspicuous place. Equipnent
| ocated at the security center or a renote control/nonitoring station shal
be rack mounted as shown. Both Tel evi si on and Computi ng devi ces shal

comply with 47 CFR 15, Subpart B.

1.1 Fungus Tr eat nent

Syst em conponents | ocated in fungus grow h inductive environments shall be
completely treated for fungus resistance. Treating materials containing a
nercury bearing fungicide shall not be used. Treating materials shall not
increase the flammuability of the conponent or surface being treated.
Treating nmaterials shall not cause skin irritation or other injury to
personnel handling it during fabrication, transportation, operation,

mai nt enance, or during the use of the finished itens when used for the

pur pose i nt ended.

1.2 Sol deri ng

Al'l soldering shall be done in accordance with standard industry practices.

.2 ENCL OSURES

The Contractor shall provide nmetallic enclosures as needed for equi pnent
not housed in racks or supplied with a housing. The enclosures shall be as
speci fied or shown.

2.1 Interior

Encl osures to house equiprment in an interior environnent shall neet the
requi renents of NEMA 250 Type 12.

. 2.2 Exposed-t o- \eat her

Encl osures to house equi prrent in an outdoor environnment shall neet the
requi renents of NEMA 250 Type 4X
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2.2.3 Cor r osi on- Resi st ant

Encl osures to house equiprment in a corrosive environnent shall neet the
requi renents of NEMA 250 Type 4X

2.2. 4 Hazar dous Envi ronment Equi prent

Al systemelectronics to be used in a hazardous environnment shall be
housed in a netallic enclosure which nmeets the requirenments of paragraph
"Hazar dous Environnent."

2.3 TAMPER PROVI S| ONS

Encl osures, cabinets, housings (other than environnmental canera housings),
boxes, raceways, conduits, and fittings of every description having hinged
doors or renovabl e covers, and which contain any part of the CCTV equi pnent
or power supplies, shall be provided with cover operated,
corrosion-resistant tanper switches, arranged to initiate an alarm signa
when the door or cover is noved. Tanper switches shall be nechanically
nounted to maxi m ze the defeat time when encl osure covers are opened or
renoved. The enclosure and the tanper switch shall function together to
not allow direct line of sight to any internal conponents and tanpering
with the switch or the circuits before the switch activates. Tamper

swi tches shall be inaccessible until the switch is activated; have npunting
har dwar e conceal ed so that the |ocation of the switch cannot be observed
fromthe exterior of the enclosure; be connected to circuits which are
under electrical supervision at all tines, irrespective of the protection
node in which the circuit is operating; shall be spring-loaded and held in
the cl osed position by the door cover; and shall be wired so that they
break the circuit when the door or cover is disturbed. Tanper sw tches on
the doors which nust be opened to nake routine nai ntenance adjustnents to
the systemand to service the power supplies shall be push/pull-set,
automatic reset type.

2.3.1 Encl osure Covers

Covers of pull and junction boxes provided to facilitate installation of
the system need not be provided with tanper switches if they contain no
splices or connections, but shall be protected by tack wel ding or brazing
the covers in place. Zinc |abels shall be affixed to such boxes indicating
they contain no connections. These |abels shall not indicate that the box
is part of the security system

2.3.2 Condui t - Encl osure Connecti ons

Al'l conduit-encl osure connections shall be protected by tack wel ding or
brazing the conduit to the enclosure. Tack welding or brazing shall be
done in addition to standard conduit-encl osure connection nethods as
described in NFPA 70.

2.4 LOCKS AND KEY- LOCK OPERATED SW TCHES
2.4.1 Locks

Locks shall be provided on system encl osures for maintenance purposes shal
be conventional key type |ock having a conbination of five cylinder pin and
five-point three position side bar. Keys shall be stamped "U S. GOVT. DO
NOT DUP." The | ocks shall be so arranged that the key can only be

wi t hdrawn when in the | ocked position. All maintenance | ocks shall be
keyed ali ke and only two keys shall be furnished for all of these |ocks.
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2.4.2 Key- Lock- Operated Swi t ches

Al'l key-lock-operated switches required to be installed on system
conponents shall be UL listed, conventional key type |ock having a

combi nation of five cylinder pin and five-point three position side bar.
Keys shall be stanped "U S. GOVT. DO NOT DUP." Key-| ock-operated switches
shall be two position, with the key renovable in either position. Al

key- | ock-operated switches shall be keyed differently and only two keys
shal | be furnished for each key-| ock-operated-swtch

2.5 SYSTEM | NTEGRATI ON

When the CCTV systemis installed in conjunction with an ESS, the CCTV
system shall be interfaced to the ESS and shall provide automatic, alarm
actuated call-up of the camera associated with the alarm zone. Equi pnent
shall be supplied with all adapters, terninators, cables, nmain franes, card
cages, power supplies, rack mounts, and appurtenances as needed.

2.6 SOLI D STATE CAMERAS
2.6.1 Hi gh Resol ution Col or Canera

Al'l electronic components and circuits shall be solid state.

Signal -to-noise ratio shall not be less than 50 dB unwei ghted. The canera
shal | exhibit no geonmetric distortion. The |Iens nmount shall be a C nount,
and the canera shall have a back focus adjustnent. The canera shal

operate from10 to 55 degrees C without auxiliary heating or cooling, and
with no change in picture quality or resolution. The camera shall operate
on 60 Hz AC power, and shall be capable of operating at a voltage of 105 to
130 Vol ts.

2.6.1.1 Solid State I mage Array

The canera shall have a solid state inmging array, and the picture produced
by the canera shall be free of blem shes as defined by EIA 330. The canera
shal |l provide not |less than 460 |ines of horizontal resolution, and

resol ution shall not vary over the life of the canera. The inmager shal
have at | east 768 horizontal x 494 vertical active picture elenents.

2.6.1.2 Sensitivity

Canera shall provide full video output with the infrared cut-off filter
installed, without canmera automatic gain, and a scene reflectivity of 75
percent using an f/1.2 lens given a canera faceplate illunination at 3200K
of 0.2 lux (0.2 footcandle) m ninmum

2.6.1.3 Canera Synchroni zation

The canera shall have an input for external sync, and shall automatically
switch over to internal sync if external sync is not present. The canera
shal |l al so have the capability of synchronization by |line-locking to the AC
power line frequency at the zero crossing point, and shall provide not |ess
than plus or mnus 90 degrees of vertical phase adjustnent.

2.6.1.4 Connectors

Caneras with |l enses having auto iris, manual iris, or zoom and focus
functions shall be supplied with connectors and wiring as needed to operate
the I ens functions. Video signal output connector shall be a BNC. Caneras
with integral fiber optic video transnmitters shall have straight-tip bayonet
type fiber optic video output connectors. A connector shall be

provi ded for external sync input.
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2.

2.

2.

6.1.5 Automatic Circuits

The canera shall have circuitry for through the lens (TTL) white bal anci ng,
fixed white bal ancing, and automatic gain control.

6.2 Dome Caner as
6.2.1 Interior Done Canera System

An interior dome canera systemshall be provided with integral canera
installed and integrated into the done housing. The canera shall neet the
requi rements of Paragraph: H gh Resolution Color Canera. The done
housing shall be nomnally 160 nm (6 i nches) and shall be furnished in a
ceiling mount as shown. The | ower dome shall be tinted acrylic and shal
have a light attenuation factor of not nmore that 1 f-stop. The housing
shal | be equipped with integral pan/tilt conplete with wiring, wring

har nesses, connectors, receiver/driver, pan/tilt control system
pre-position cards, or any other hardware and equi pnment as needed to
provide a fully functional pan/tilt done. The pan/tilt shall have heavy
duty bearings and hardened steel gears. The pan/tilt shall be pernanently
lubricated. The notors shall be thermally or inpedance protected agai nst
overl oad damage. Pan novenent shall be 360 degrees and tilt novenent shal
not be less than plus and minus 90 degrees. Pan speed shall not be |ess
than 20 degrees per second, and tilt speed shall not be less than 10
degrees per second. There shall not be |l ess than 64 preset positions, with
posi tioni ng speeds of at |east 360 degrees per second in the autonatic
node, and not |ess than 120 degrees pre second in the nmanual positioning
node, with a positioning accuracy of plus or mnus 1/2 degree. Each set of
preset position data shall include auto focus, auto iris, pan, tilt, and
zoom functions. The systemshall be able to automatically scan between any
two electronically-set linmts, and shall be able to operate in the "tour"
node covering up to all presets in a user defined sequence. The donme system
shal |l withstand tenperature ranges frommnus 10 to 50 degrees C over a
hum dity range of O to 90 percent, non-condensing.

.6.2.2 Exterior Done Canera System

An exterior dome canera systemshall be provided with integral canera
installed and integrated into the dome housing. The canmera shall have a

m ni mum hori zontal resolution of 425 lines (color) or 500 |lines
(monochronme). The done housing shall be nominally 160 nm (6 i nches) and
shall be furnished in a NEMA 4 pendant nount, pole nount, ceiling nount,
surface mount, or corner nount as shown. The housing shall be constructed
to be dust and water tight, and fully operational in 100 percent condensing
hum dity. The housing shall be equi pped with suppl ementary camera nounting
bl ocks or supports as needed to position the specified canera and lens to
mai ntain the proper optical centerline. Al electrical and signa
connections required for operation of the canera and | ens shall be
supplied. The housing shall protect the internal drives, positioners, and
canera fromthe environnment encountered for camera operation. The | ower
done shall be tinted acrylic and shall have a |Iight attenuation factor of
not nmore that 1 f-stop. An integral heater, sized to nmaintain the | ower
dome above the dew point, shall be part of the camera system The housing
shal | be equipped with integral pan/tilt conplete with wiring, wiring

har nesses, connectors, receiver/driver, pan/tilt control system
pre-position cards, or any other hardware and equi pnent as needed to
provide a fully functional pan/tilt done. The pan/tilt shall have heavy
duty bearings and hardened steel gears. The pan/tilt shall be pernmanently
lubricated. The notors shall be thermally or inpedance protected agai nst
overl oad damage. Pan novenent shall be 360 degrees and tilt novenent shal
not be less than plus and minus 90 degrees. Pan speed shall not be |ess
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than 20 degrees per second, and tilt speed shall not be less than 10
degrees per second. There shall not be |less than 99 preset positions, with
positioni ng speeds of at |east 360 degrees per second in the autonatic
node, and not |ess than 120 degrees pre second in the nmanual positioning
node, with a positioning accuracy of plus or mnus 1/2 degree. Each set of
preset position data shall include auto focus, auto iris, pan, tilt, and
zoom functions. The systemshall be able to automatically scan between any
two electronically-set linmts, and shall be able to operate in the "tour"
node covering up to all presets in a user defined sequence. The donme system
shal |l withstand tenperature ranges frommnus 40 to 50 degrees C over a
hum dity range of O to 90 percent, non-condensing.

2.7 CAMERA LENSES

Canera | enses shall be all glass with coated optics. The |ens nount shal
be a C or CS nmount, conpatible with the caneras selected. The |lens shal
be supplied with the canera, and shall have a maxi mum f-stop opening of
f/1.2 or the maxi mum avail able for the focal |ength specified. The |lens
shal | be equi pped with an auto-iris mechani smunl ess ot herw se specified.
Lenses having auto iris, manual iris, or zoomand focus functions shall be
supplied with connectors, wiring, receiver/drivers, and controls as needed
to operate the lens functions. Lenses shall have sufficient circle of
illumnation to cover the i mge sensor evenly. Lenses shall not be used on
a canera with an image format |arger than the lens is designed to cover
Lens focal |engths shall be as shown or specified in the manufacturer's

| ens sel ection tables.

2.8 CAMERA HOUSI NGS AND MOUNTS

The canera and | ens shall be enclosed in a tanper resistant housing as
specified below. Any ancillary housi ng nounting hardware needed to instal
the housing at the canera | ocation shall be provided as part of the
housing. The camera and lens contained in a canera housing shall be
installed on a canera support as shown. Any ancillary mounting hardware
needed to install the support and to install the camera on the support
shal | be provided as part of the support. The camera support shall be
capabl e of supporting the equipnent to be nmounted on it including wind and
ice loading nornally encountered at the site.

2.8.1 Envi ronnental |y Seal ed Camera Housi ng

The housi ng shall be designed to provide a condensation free environment
for camera operation. The housing shall be constructed to be dust and
water tight, and fully operational in 100 percent condensing humdity. The
housi ng shall be purged of atnobspheric air and pressurized with dry

ni trogen, shall be equipped with a fill valve, overpressure valve, and
shall have a humidity indicator visible fromthe exterior. Housing shal
not have a leak rate greater than 13.8 kPa (2 pounds per square inch) at
sea level within a 90 day period. The housing shall be equipped with
suppl enentary canera nmounting bl ocks or supports as needed to position the
specified camera and lens to maintain the proper optical centerline. Al

el ectrical and signal connections required for operation of the canera and
| ens shall be supplied. The housing shall provide the environnent needed
for canera operation, and shall keep the view ng w ndow free of fog, snow,
and ice. The housing shall be equipped with a sunshield, and both the
housi ng and the sunshield shall be white. A nmounting bracket which can be
adjusted to center the weight of the housing and canera assenbly shall be
provi ded as part of the housing.

2.8.2 | ndoor Camera Housi ng

The housing shall be designed to provide a tanper resistant enclosure for
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i ndoor canera operation. The housing shall be equipped with tanper proof
| atches, and shall be supplied with the proper nounting brackets for the
specified canmera and | ens. The housi ng and appurtenances shall be a col or
that does not conflict with the building interior color schene.

2.8.3 I nterior Munt

The canera nount shall be suitable for ceiling nounting and shall have an
adj ustabl e head for mounting the canera. The wall nobunt and head shall be
constructed of alum numor steel with a corrosion-resistant finish. The
head shall be adjustable for 360 degrees of pan, and not |ess than 90
degrees of tilt.

2.8.4 Low Profile Ceiling Munt

A tanper proof ceiling housing shall be provided for the canera. The
housi ng shall be low profile and shall be suitable for replacenent of 610
by 610 nm ceiling tiles. The housing shall be equipped with a canera
nounting bracket and shall allow a 360 degree view ng setup.

2.8.5 Interior Done Housing

An interior donme housing shall be provided for each camera. The dome
housi ng shall be a ceiling, surface nount. The | ower donme shall be bl ack
opaque acrylic and shall have a light attenuation factor of not nore that 1
f-stop. The housing shall be equipped with integral pan/tilt conplete with
Wi ring, wring harnesses, connectors, receiver/driver, pan/tilt contro
system pre-position cards, or any other hardware and equi pnent as needed
to provide a fully functional pan/tilt dome. The pan/tilt shall have heavy
duty bearings and hardened steel gears. The pan/tilt shall be pernmanently
| ubricated. The nmotors shall be thermally or inpedance protected against
overl oad damage. Pan novenent shall be 360 degrees and tilt novenent shal
not be less than plus and minus 90 degrees. Pan speed shall not be |ess
than 20 degrees per second, and tilt speed shall not be Iess than 10
degrees per second.

2.8.6 Exteri or Donme Housi ng

An exterior dome housing shall be provided for each canera as shown. The
dome housing shall be a pendant nount, pole nmount, ceiling nount, surface
nmount, or corner nmount as shown. The housing shall be constructed to be
dust and water tight, and fully operational in 100 percent condensing

hum dity. The housing shall be purged of atnospheric air and pressurized
with dry nitrogen, shall be equipped with a fill valve and overpressure
val ve, and shall have a pressure indicator visible fromthe exterior. The
housi ng shall be equi pped wi th suppl ementary canera nounting bl ocks or
supports as needed to position the specified camera and | ens to nmaintain
the proper optical centerline. Al electrical and signal connections
required for operation of the canmera and | ens shall be supplied. The
housi ng shall provide the environnment needed for camera operation The | ower
donme shall be bl ack opaque acrylic and shall have a |light attenuation
factor of not more that 1 f-stop. The housing shall be equipped with
integral pan/tilt conplete with wiring, wring harnesses, connectors,
receiver/driver, pan/tilt control system pre-position cards, or any other
har dwar e and equi pnent as needed to provide a fully functional pan/tilt
donme. The pan/tilt shall have heavy duty bearings and hardened stee
gears. The pan/tilt shall be permanently lubricated. The notors shall be
thermal |y or inpedance protected agai nst overl oad damage. Pan novenent
shal |l be 360 degrees and tilt noverment shall not be |less than plus and

m nus 90 degrees. Pan speed shall not be I ess than 20 degrees per second,
and tilt speed shall not be |l ess than 10 degrees per second.
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2.9 VI DEO MONI TOR
2.9.1 Col or Vi deo Mbdnitor

Al'l electronic components and circuits shall be solid state except for the
picture tube. The nonitor shall have a stabilized high voltage power
supply, and regul ated | ow vol tage power supplies. The nonitor shall have
automatic frequency control (AFC) and horizontal resolution not |ess than
280 lines at the center of the picture tube. The video input shall allow
swi tchabl e | oop-through or 75 ohmterm nation. The nonitor shall have
circuitry for automatic degaussing. The nonitor shall operate on 60 Hz AC
power, and shall be capable of operating at a voltage of 105 to 130 Volts.

2.9.2 Pi cture Tube
The nonitor shall have a 508 mm nm picture tube measured diagonally.
2.9.3 Configuration

The nonitor shall be configured in a cabinet nount. Mnitors shall not
interfere with each other when rack nounted or operated next to each other
as described in ElI A ANSI/El A-375- A- 1976.

2.9.4 Controls

Front panel controls shall be provided for power on/off, horizontal hold,
vertical hold, contrast, and brightness. The nonitor shall have swi tchable
DC restoration.

2.9.5 Connectors for Video Monitor
Vi deo signal input and output shall be by BNC connectors.
2.10 VI DEO SW TCHER

The switcher shall conformto EIA 170 specifications, and shall be a
vertical interval switcher. Electronic conponents, subassenblies, and
circuits of the switcher shall be solid state. The switcher shall be

m croprocessor based and software progranmable. The switcher shall be a
nodul ar systemthat shall allow for expansion or nodification of inputs,
outputs, alarminterfaces, and secondary control stations by addition of
the appropriate nodules. Switcher conponents shall operate on 120 volts 60
Hz AC power. The switcher central processor unit shall be capable of being
interfaced to a nmaster security conmputer for integrated operation and
control. The video switcher central processing unit (CPU) shall have the
capability of accepting time froma master clock supplied in ASCH | format
through an EI A ANSI/EI A/ TI A-232-F input. Al conponents, nodul es, cables,
power supplies, software, and other items needed for a conplete and
operabl e CCTV switching systemshall be provided. Sw tcher equipnent shal
be rack mounted unl ess otherw se specified. Rack nount hardware shall be
supplied to nmount the switcher conponents in a standard 482.6 nmm (19 inch)
rack as described in ElI A ANSI/EI A-310-D

2.10.1 Swi t cher Sof t war e

The switcher shall be software programmbl e, and the software shall be
supplied as part of the switcher. The software shall be installed in the
swi tcher CPU, and shall be configured as required by the site design.
Changes or alterations of features under software control shall be
acconpl i shed through software progranm ng w thout changes in hardware or
system configuration. The switcher shall retain the current programfor at
| east 6 hours in the event of power |oss, and shall not require
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reprogrammng in order to restart the system
2.10.2 Switcher Matrix

The switcher shall be a progranmabl e crosspoint swtcher capable of
swi tching any video input to any video output. The switcher to be
installed at the site shall be configured to switch 20 caneras to 2
nonitors, and shall have an expansion capability of not |less than 10
percent.

2.10.3 Swi t cher Mdul ar Expansi on
The switcher shall be expandable in mninmumincrenments as specified bel ow
2.10.3.1 | nput Modul e

Har dwar e expansi on nmodul es shall be provided to expand the switcher matrix
configuration in increnents of at |east 8 camera inputs.

2.10.3.2 Qut put Modul e

Har dwar e expansi on nodul es shall be provided to expand the switcher matrix
configuration in increnents of at |east 4 video outputs.

2.10.4 Alarm I nterface

An alarminterface shall be furnished with the switcher. The interface
shall be compatible with the ESS al arm annunci ati on system The al arm
interface shall nonitor alarmclosures for processing by the sw tcher CPU
Alarminputs to the alarminterface shall be relay contact or through an
El A ANSI/EI A/ TIA-232-F interface. The alarminterface shall be nodul ar and
shall allow for system expansion. The alarminterface to be installed at
the site shall be configured to handle all alarm points, and shall have an
expansion capability of not |less than 10 percent. An output shall be
provided to actuate a video recorder

2.10.5 Swi t cher Response Tine and Al arm Processi ng

The switcher response tinme shall not be greater than 200 mlliseconds from
the time the alarmis sensed at the switcher alarminterface, until the
picture is displayed on the nonitor. The switcher shall continue to
process subsequent alarns and shall put themin a queue. The operator
shall be able to viewthe alarns in queue by operating an alarmrel ease
function which switches the subsequent alarns to the nonitor in the order
of occurrence.

2.10.6 Control Keyboards

Control and programm ng keyboards shall be supplied for the video switcher
at the security center, and control keyboards shall be supplied for any
control/monitoring stati ons as shown. The control keyboard shall provide
the interface between the operator and the CCTV system and shall relay
commands fromthe operator to the switcher CPU.  The keyboard shall provide
control of the video switcher functions needed for operation and
programm ng of the video switcher. Controls shall include, but not be
l[imted to: programming the switcher, switcher control, |lens function
control, pan/tilt/zoom (PTZ) control, control of environnental housing
accessories, and annotation programming. |f the switcher CPU requires an
addi ti onal text keyboard for system management functions, the keyboard
shal |l be supplied as part of the video switcher.

2.10.7 Accessory Control Equi prent
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The video switcher shall be equipped with signal distribution units,
preposition cards, expansion units, cables, software or any ot her equi pnent
needed to ensure that the CCTV systemis conplete and fully operational.

2.10.8 Connectors for Video Switcher
Vi deo signal input and output shall be by BNC connectors.
2.10.9 Vi deo Annotation

Vi deo annot ati on equi prent shall be provided for the video switcher. The
annot ati on shall be al phanuneric and progranmabl e for each video source.
Annotation to be generated shall include, but not be Iimted to: individua
vi deo source identification nunber, time (hour, minute, second) in a 24
hour format, date (month, day, year), and a unique, user-defined title with
at least 8 characters. The annotation shall be inserted onto the source
video so that both shall appear on a nonitor or recording. The |lines of
annot ati on shall be nobvable for horizontal and vertical placenent on the
video picture. The annotation shall be automatically adjusted for date.
Programmed annotation information shall be retained in nenory for at |east
4 hours in the event of power | oss.

2.11 VI DEO MULTI PLEXER

The video nultiplexer shall be a multi-channel record and pl ayback system
with the capability of nmonochrome and color real time nulti-screen view ng.
El ectronic components, sub assenblies, and circuits of the multiplexer
shall be solid state. The nultiplexer, using tine division multiplexing,
shall permit up to 16 canmera inputs to be recorded sinultaneously on a
single video cassette recorder (VCR). Al 16 canera inputs shall be
capabl e of being viewed on a video nonitor either live or recorded. The
mul tipl exer shall allow for simultaneous view ng, recording playback, and
mul ti pl exi ng (Dupl ex Operation). The inputs shall be capabl e of
si mul t aneous viewi ng on the monitor or full screen individually and in
other nulti-screen nodes such as 2x2, 3x3, 4x4 or other configurations.
The viewing format shall also permt 2x dynamic zoom capability, ful
screen. The multiplexer shall be conpatible with EI A/ NTSC vi deo caneras
and standard or super VHS VCRs. External canera synchronization shall not
be required for proper operation of the video nultiplexer. Control of al
functions of the multiplexer shall be provided either by a full function
keyboard or by pushbutton selection with on-screen nmenu driven set-up. The
nul tiplexer shall retain the current programfor at east 6 hours in the
event of power | oss.

2.12 DI A TAL VI DEO RECORDER

The digital recorder shall be a 16 channel, Wndows 2000-based system
capabl e of sequencing the 16 canera inputs as four quad displays. The
recorder shall provide full screen or selectable nulti-screen displays of
2x2 (quad), 3x3, and 4x4 fornmats. The date/tine, recorder nanme, and canera
nane shall be stored with each image recorded. The recorder should use
tenmrpor al conpressi on based on proprietary MIPEG and H. 263 technol ogy. The
recorder shall provide 16 video inputs with independently configurable
frane rate settings (ips). The recorder shall be capable of providing

si mul t aneous recordi ng and pl ayback with both pre and post al arm recording.
The recorder shall provide both |ocal and renpote pan/tilt/zoom control

The recorder shall provide input for sixteen (16) progranmable, NNO N C
dry alarmcontacts and provi de sixteen (16) programmbl e out put rel ays.

The recorder shall provide the capability to load a bitmap i mage of a
facility, then drag and drop canera and alarmicons to create an overvi ew
of the installation thereby allowing an operator to click on the canera
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icons to view video fromthe sel ected canera. DVR equi pnent shall be rack
nount ed unl ess ot herwi se specified. Rack nount hardware shall be supplied
to nount the DVR conponents in a standard 482.6 mm (19 inch) rack as
described in EIA ANSI/ElIA-310-D. 482.6 mm (19 inch) Units shall conply with
UL, CSA, and EN. EMC shall conmply with FCC (Cl ass A), |CES-003, and CE
regul ati ons.

2.12.1 Recordi ng Rate

The digital recorder shall be capable of recording at the follow ng i nages
per second (ips) rates:

Up to 120 ips (1 to 4 canmeras) or up to 80 ips (5 to 16 caneras) with one
conpression card install ed.

Up to 240 ips (1 to 8 canmeras) or up to 160 ips (9 to 16 caneras)with two
conpression cards installed.

2.12.2 Il mage Integrity

I mage integrity shall be mmintained using proprietary codec, tine/date
stanp, waternmark authentication.

2.12.3 Resol ution
The system shall provide the follow ng mninum TV Lines of Resolution (TVL)
as related to the digital nmenory resol ution:
450TVL at 640H x 480V; 280TVL at 320H x 240V; 120TVL at 160H x 120V

2.12. 4 Digital Storage Drives

The recorder shall include a 600@ renpvable HDD, a CORWunit, and a 3.5
Fl oppy drive.

A SCSI-2 interface connection to allow video archiving to a disk array
shal | be provided.

2.12.5 Sof t war e
Renot e viewer Graphical User Interface (GU) software shall be included.
This software shall allow sinultaneous access via Ethernet to live and
recorded video. This software shall al so provide system configuration and
pan/tilt control supporting up to sixteen (16) recorders. A PCS database
interface that allows search paraneters for tine, date and canera shall be
furni shed. All software shall becone the property of the CGovernnent.

2.12.6 Vi deo

Video Input: 1Vp-p, conposite video, 75 ohns.
Vi deo Qutput: 1Vp-p, composite video 75 ohms.

2.12.7 Audi o

1-channel (line in or mc in, line out)and 1/8-inch m ni phone jack.
The recorder shall be capabl e of recording single channel audio.

2.12.8 Connecti ons
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Vi deo input: 16 BNC, non-I|ooping

Vi deo output: RCA (BNC converter suppli ed.
SCSI -2 HD-50 interface to disk array

RJ-45 10/100 Mo base-T Et hernet connecti on.

2.13  VIDEO SI GNAL EQUI PMENT

The foll owi ng video signal equipnent shall conformto EIA 170.
El ectrically powered equi pnent shall operate on 120 Volts 60 Hz AC power.
Al'l video signal inputs and outputs shall be by BNC connectors.

2.13.1 Ground Loop Corrector

The ground | oop corrector shall elimnate the neasured ground | oop
interference (common node voltage) in wireline or coaxial video

transm ssion lines. The ground |oop corrector shall pass the ful
transmtted video bandwi dth with no signal attenuation or loss. d anping
ground | oop correctors shall be capable of rejecting at | east an 8 volt
peak-to-peak 60 Hz common node signal. Gound isolation transfornmers shal
be capable of rejecting at |least a 10 volt peak-to-peak 60 Hz comobn node
signal. Gound isolation anplifiers shall be capable of rejecting at |east
a 30 volt peak-to-peak 60 Hz commpn node signal. Differential ground | oop
correctors shall be capable of rejecting at | east a 100 volt peak-to-peak
60 Hz common node signal

2.13.2 Vi deo Loss/ Presence Det ector

The video | oss/presence detector shall nonitor video transmission lines for
presence of the video signal. The detector shall annunciate an al arm when
the video signal drops below a pre-set threshold level. A threshold |eve
adj ustment shall be provided for each video channel, and the threshold

| evel shall be continuously adjustable through a | ockable front pane
control. A front panel reset control shall be provided for each video
channel, which shall reset the detector after an alarm The video | oss

al arm shal |l be annunciated through a front panel LED and a contact closure
as a mninum Video input shall be | oop-through, and the video shall be
unaf f ected when the detector is turned off. The detector shall not
attenuate or reduce the level of the video signal passing through it.

2.13.3 Vi deo Equalizing Anplifier

The video equalizing anplifier shall be designed to correct loss in video
signal |evel and high frequency attenuati on caused by |ong di stance video
signal transm ssion over wireline DTM The anplifier shall have

i ndependent signal gain and equalization controls. The amplifier shall be
capabl e of equalizing at | east 900 m (3000 feet) of RG 11/U coaxial cable
conform ng to paragraph CCTV Equi prent Video Signhal Wring. The anplifier
shal | provide a mnimum of plus or mnus 6 dB of video gain and 12 dB of
hi gh frequency compensation. At |east one video output shall be provided
for each video input. Bandwidth shall be 10 Mz or greater, and frequency
response to 8 MHz shall be plus or minus 1 dB or less. Hum and noi se shal
be 50 dB below 1 volt peak-to-peak or better. Video inputs shall be 75 ohm
unbal anced, ternminating, differential grounded. Video outputs shall be 75
ohm differential, source termnated, 1 volt peak-to-peak. Qutput

i solation shall be 40 dB or greater at 5 MHz.

2.13.4 Video Distribution Amplifier

The video distribution anplifier shall be designed to distribute a single,
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75 ohm unbal anced video input signal to a mninmmof 4, 75 ohm source
term nated video outputs. The distribution anplifier shall have not |ess
than plus or mnus 3 dB of gain adjustnment for the video output. Qutput

i solation shall be 40 dB or greater at 5 MHz. Bandwi dth shall be 10 MHz or
greater, and frequency response to 8 MHz shall be plus or mnus 0.5 dB or

| ess. Hum and noi se shall be 55 dB below 1 volt peak-to-peak or better.

2.13.5 Mast er Vi deo Sync Generat or

The master video sync generator shall generate horizontal drive, vertica
drive, blanking, and sync signals as a mininum wth at |east one 75 ohm
out put provided for each signal. The master oscillator crystal shall be
pre-aged, and tenperature stabilized, ovenized or tenperature conpensated.
The sync generator shall have a conposite video input and shall |ock to the
incomng video signal. |If no video is present at the video input, the sync
generator shall switch to internal crystal control. Not less than 2.5

m cr oseconds advance and 2.5 mcroseconds del ay of horizontal phase shal

be provided. Vertical blanking wi dth adjustment shall be provided.

Vertical blanking width adjustnment shall have a m ni mum sel ecti on range of
19, 20, and 21 lines.

2.13.6 Video Sync Distribution Anplifier

The sync distribution anplifier shall be a regenerative anplifier designed
to distribute a sync signal input to not |less than 6, 75 ohm outputs.

Qut put | evel shall renmain constant and shall not be affected by input |eve
variations. Qutput isolation shall be greater than 35 dB at 5 MHz. A high
i npedance | oop through shall be provided in addition to the 6 outputs. The
distribution anplifier shall have continuously variable delay range of at

| east 250 nanoseconds to 2.2 mcroseconds. The delay shall be adjustable
through a front panel control

2.14  CCTV CAMERA PCLES
2.14.1 Strai ght Camera Pol e

The canera nounting pole shall be a non-hinged straight alum numpole with
nounting base. Al fittings shall be stainless steel. The canera nounting
plate shall |locate the canera 4.6 m vertically fromthe base, and 508.0 mm
hori zontally fromthe centerline of the pole to the centerline of the
camera. The camera mount shall be adjustable with a m ni mum of 40 degrees
pan away fromthe pole and 6 degrees pan toward the pole, and plus and
m nus 90 degrees of tilt. The pole shall have an internal wring harness
that routes video, sync, and power between the pole base and the canera
nount. The wiring harness shall be conpatible with the canmera to be
nounted on the pole and the video DTM Surge protection shall be provided
at the pole between the wiring harness, and the incom ng el ectronic signa
lines and AC power line. The pole shall have a weat herproof, AC power
service outlet that is surge protected and has a ground fault interruption
device. Separate circuit breakers shall be provided for camera AC power
and service outlet AC power.

2.15  ACCESSORI ES
Standard 482.6 nm (19 inch) electronic rack cabinets conformng to EIA
ANSI / El A-310-D shal |l be provided for the CCTV systemat the security center
and renote control/nonitoring sites as shown.

2.16 W RE AND CABLE

The Contractor shall provide all wire and cable not indicated as Governnent
Furni shed Equipnent. Al wire and cabl e conmponents shall be able to
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wi thstand the environnent the wire or cable is installed in for a mnimm
of 20 years.

2.16.1 CCTV Equi pnent Vi deo Signal Wring

The coaxi al cabl e shall have a characteristic inpedance of 75 ohns plus or
m nus 3 ohns. RG 59/U coaxial signal cable shall have shiel ding which
provides a mninumof 95 percent coverage, a solid copper center conductor
of not |ess than 23 AWG pol yet hyl ene insulation, and a bl ack

non- cont am nating pol yvinyl chl oride (PVC) jacket. RG 6/U coaxial cable
shal I have shiel di ng which provides a m nimum of 95 percent coverage, wth
center conductor of 18 AWS or | arger polyethylene insulation, and a bl ack
non- cont am nati ng pol yvinyl chlori de (PVC) jacket.

2.16.2 Low Vol tage Control Wring

Twi sted pair |ow voltage control wiring to be used above ground or as
direct burial cable shall be provided as described in Section 16792 WRE
LI NE DATA TRANSM SSI ON SYSTEM Pl enum or riser cables shall be | EEE C2
CL2P certified.

2.16.3 Digital Data Interconnection Wring

Amendnment #2l nterconnecting cables carrying digital data between
equi pnent | ocated at the security center shall be not |ess than 20 AWG and
shal | be stranded copper wire for each conductor. The cable or each
i ndi vi dual conductor within the cable shall have a shield that provides 100
percent coverage. Cables with a single overall shield shall have a tinned
copper shield drain wire. Plenumor riser cables shall be |IEEE C2 CL2P
certified.

2.17 PREDEL| VERY TESTI NG
2.17.1 Cener al

The Contractor shall assenble the test CCTV system as specified, and
performtests to denonstrate that the performance of the system conplies
with the contract requirenents in accordance with the approved predelivery
test procedures. The tests shall take place during regular daytinme working
hours on weekdays. Mddel nunbers of equi pnent tested shall be identical to
those to be delivered to the site. Oiginal copies of all data produced
during predelivery testing, including results of each test procedure, shal
be delivered to the Governnment at the conclusion of predelivery testing
prior to Governnent approval of the test. The test report shall be
arranged so that all conmmands, stimuli, and responses are correlated to
allow | ogi cal interpretation.

2.17.2 Test Setup

The Contractor shall provide the equi pnent needed for the test setup and
shal |l configure it to provide alarmactuated canmera call-up and al arm
recording as required to enulate the installed system The test setup
shal | consist of at |east 4 conplete canera circuits. The alarm signa
input to the CCTV test setup shall be by the same method that is used in
the installed system The video switcher shall be capable of sw tching any
canera to any nonitor and any conbi nati on of canmeras to any conbi nation of
nonitors. The mninmumtest setup shall include:

a. Four video caneras and | enses, including donme caneras if required
for the installed system

b. Three video nonitors.

SECTI ON 16751 Page 23



Sanderson, Tx | NS/ Border Patrol: Border Patrol Station SNI BP
ACCOVPANYI NG AMENDVENT NO. 0002 TO SOLI CI TATI ON NO. DACWs3- 03- B- 0001

c. Video recorder if it is required for the installed system

d. Video switcher including video input nodul es, video output
nmodul es, and control and applications software.

e. Video nultiplexer, if required for the installed system
f. Aarminput panel if required for the installed system

g. Pan/tilt nmount and pan/tilt controller if the installed system
i ncl udes cameras on pan/tilt nounts.

h. Any ancillary equi pnent associated with a canera circuit such as
equal i zing anplifiers, video | oss/presence detectors, termn nators,
ground | oop correctors, surge protectors or other in-line video
devi ces.

i. Cabling for all conponents.

PART 3 EXECUTI ON

3.

1 | NSTALLATI ON

The Contractor shall install all system conmponents including Gover nnent
furni shed equi prent, and appurtenances in accordance with the

manuf acturer's instructions, |EEE C2 and as shown, and shall furnish all
necessary connectors, termnators, interconnections, services, and
adjustrents required for a conplete and operable system Raceways shall be
furni shed and installed as specified in Section 16375 ELECTRI CAL

DI STRI BUTI ON SYSTEM UNDERGROUND and Section 16415 ELECTRI CAL WORK

I NTERIOR. DTM shall not be pulled into conduits or placed in raceways,
conpartments, outlet boxes, junction boxes, or simlar fittings with other
building wiring. All other electrical work shall be as specified in the
above sections including grounding to preclude ground | oops, noise, and
surges from adversely affecting system operati on.

1.1 Current Site Conditions

The Contractor shall visit the site and verify that site conditions are in
agreement with the design package. The Contractor shall report all changes
to the site or conditions that will affect performance of the systemto the
Government in a report as defined in paragraph Goup Il Technical Data
Package. The Contractor shall not take any corrective action without
witten pernission fromthe Governnent.

1.2 Exi sting Equi prent

The Contractor shall connect to and utilize existing video equi pnent, video
and control signal transmi ssion |lines, and devices as shown. Video

equi pnent and signal lines that are usable in their original configuration
wi t hout nodification nmay be reused with Government approval. The
Contractor shall performa field survey, including testing and inspection
of all existing video equi pnent and signal lines intended to be

incorporated into the CCTV system and furnish a report to the Governnent
as part of the site survey report as defined in paragraph "G oup |
Techni cal Data Package." For those itens considered nonfunctioning,
provide (with the report) specification sheets, or witten functiona
requirenents to support the findings and the estimated cost to correct the
deficiency. As part of the report, the Contractor shall include the
schedul ed need date for connection to all existing equipnent. The
Contractor shall nake witten requests and obtain approval prior to
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di sconnecting any signal |ines and equi pnent, and creating equi pnent

downtine. Such work shall proceed only after receiving Governnment approva
of these requests. |If any device fails after the Contractor has commenced
work on that device, signal or control line, the Contractor shall diagnose

the failure and perform any necessary corrections to the equiprment. The
CGovernment is responsible for maintenance and repair of Governnent

equi pnent. The Contractor shall be held responsible for repair costs due
to Contractor negligence or abuse of Governnment equi pnent.

3.1.3 Encl osure Penetrati ons

Al'l encl osure penetrations shall be fromthe bottom unless the system
design requires penetrations fromother directions. Penetrations of
interior enclosures involving transitions of conduit frominterior to
exterior, and all penetrations on exterior enclosures shall be sealed with
rubber silicone sealant to preclude the entry of water. The conduit riser
shall terminate in a hot-di pped gal vani zed netal cable termnator. The
term nator shall be filled with an approved seal ant as recommended by the
cabl e manufacturer, and in such a manner that the cable is not danmmged.

3.1. 4 Col d @Gal vani zi ng

Al field welds and brazing on factory gal vani zed boxes, encl osures, and
conduits shall be coated with a cold gal vani zed pai nt containing at |east
95 percent zinc by weight.

3.1.5 I nt erconnection of Consol e Video Equi prent

The Contractor shall connect signal paths between video equi pnent with

RG 6/ U coaxi al cable. Cables shall be as short as practicable for each
signal path w thout causing strain at the connectors. Rack nmounted

equi prent on slide nounts shall have cables of sufficient length to allow
full extension of the slide rails fromthe rack.

3.1.6 Caner as

The Contractor shall install the caneras with the proper focal length |ens
as indicated for each zone; connect power and signal lines to the canera;
set caneras with fixed iris lenses to the proper f-stop to give full video
level; aimcamera to give field of view as needed to cover the al arm zone;
aimfixed nmount cameras installed outdoors facing the rising or setting sun
sufficiently bel ow the horizon to preclude the canmera | ooking directly at
the sun; focus the lens to give a sharp picture over the entire field of

vi ew; and synchronize all caneras so the picture does not roll on the

noni tor when caneras are sel ected. Donme caneras shall have all preset
positions defined and install ed.

3.1.7 Moni tors

The Contractor shall install the nonitors as shown and specified; connect
all signal inputs and outputs as shown and specified; terminate video input
signals as required; and connect the nonitor to AC power.

3.1.8 Swi t cher

The Contractor shall install the switcher as shown and according to

manuf acturer's instructions; connect all subassenblies as specified by the
manuf acturer and as shown; connect video signal inputs and outputs as shown
and specified; term nate video inputs as required; connect alarm signa

i nputs and out puts as shown and specified; connect control signal inputs
and outputs for ancillary equi pnment or secondary control/nonitoring sites
as specified by the manufacturer and as shown; connect the switcher CPU and
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swi tcher subassenblies to AC power; |load all software as specified and
required for an operational CCTV systemconfigured for the site

requi rements, including data bases, operational paraneters, and system
command, and application prograns; provide the original and 2 backup copies
for all accepted software upon successful conpletion of the endurance test;
and programthe video annotation for each canera.

3.1.9 Vi deo Recordi ng Equi pnent

The Contractor shall install the video recording equi pmrent as shown and as
speci fied by the manufacturer; connect video signal inputs and outputs as
shown and specified; connect alarm signal inputs and outputs as shown and
speci fied; and connect video recording equi pmrent to AC power.

3.1.10 Video Signal Equiprent

The Contractor shall install the video signal equipnent as specified by the
manuf acturer and as shown; connect video or signal inputs and outputs as
shown and specified; term nate video inputs as required; connect alarm
signal inputs and outputs as required; connect control signal inputs and
outputs as required; and connect electrically powered equi pmrent to AC power.

3.1.11 Canera Housi ngs, Munts, and Pol es

The Contractor shall install the canera housings and nounts as specified by
the manuf acturer and as shown, provide nounting hardware sized
appropriately to secure each canera, housing and nmount with nmaxi num w nd
and ice | oading encountered at the site; provide a foundation for each
camera pol e as specified and shown; provide a ground rod for each canera
pol e and connect the canera pole to the ground rod as specified in Section
16375; provide electrical and signal transm ssion cabling to the nount

| ocation as specified in Section 16375; connect signal |ines and AC power
to nount interfaces; and connect pole wiring harness to canera.

3.2 SYSTEM STARTUP

The Contractor shall not apply power to the CCTV systemuntil the follow ng
itens have been conpl et ed:

a. CCTV system equi pment items and DTM have been set up in accordance
wi th manufacturer's instructions.

b. A visual inspection of the CCTV system has been conducted to
ensure that defective equipnent itens have not been installed and
that there are no | oose connecti ons.

c. Systemwiring has been tested and verified as correctly connected
as i ndi cat ed.

d. Al systemgrounding and transient protection systenms have been
verified as properly installed and connected as i ndi cat ed.

e. Power supplies to be connected to the CCTV system have been
verified as the correct voltage, phasing, and frequency as
i ndi cat ed.

f. Satisfaction of the above requirenents shall not relieve the
Contractor of responsibility for incorrect installation, defective
equi prent itens, or collateral damage as a result of Contractor
wor k/ equi prent .

3.3 SUPPLEMENTAL CONTRACTOR QUALI TY CONTRCL
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The foll owi ng requirenments suppl enent the contractor quality contro
requirenents specified el sewhere in the contract. The contractor shal
provi de the services of technical representatives who are thoroughly
famliar with all conmponents and installation procedures of the installed
I DS; and are approved by the Contracting Oficer. These representatives
will be present on the job site during the preparatory and initial phases
of quality control to provide technical assistance. These representatives
shal |l al so be available on an as needed basis to provide assistance with
foll owup phases of quality control. These technical representatives shal
participate in the testing and validation of the system and shall provide
certification that their respective systemportions nmeet its contractua
requirenents.

3.4 SI TE TESTI NG
3.4.1 CGener a

The Contractor shall provide all personnel, equipnent, instrunentation, and
supplies necessary to performall site testing. The Government will
witness all performance verification and endurance testing. Witten

perm ssion shall be obtained fromthe Government before proceeding with the
next phase of testing. Oiginal copies of all data produced during
performance verification and endurance testing shall be turned over to the
Government at the concl usion of each phase of testing prior to Governnent
approval of the test.

3.4.2 Contractor's Field Testing

The Contractor shall calibrate and test all equipment, verify DIM
operation, place the integrated systemin service, and test the integrated
system Ground rods installed by the Contractor shall be tested as
specified in |EEE Std 142. The Contractor shall deliver a report
describing results of functional tests, diagnostics, and calibrations
including witten certification to the Government that the installed

compl ete system has been calibrated, tested, and is ready to begin
performance verification testing. The report shall also include a copy of
the approved performance verification test procedure. In addition, the
Contractor shall nake a nmaster video tape recordi ng show ng typical day and
ni ght views of each camera in the system and shall deliver the tape with
the report. Note any objects in the field of view that might produce

hi ghl i ghts that coul d cause canera blinding. Note any objects in the field
of view or anonmalies in the terrain which may cause blind spots. Note if a
canmera cannot be ained to cover the zone and exclude the rising or setting
sun fromthe picture. Note night assessnent capabilities and whether
lights or vehicle headlights cause bl oom ng or picture degradation. |f any
of the above conditions or other conditions exist that cause picture
degradation or interfere with the camera field of view, the Contractor

shall informthe Contracting Officer. The tape shall be recorded using the
vi deo recorder installed as part of the CCTV system |f a recorder is not
part of the CCTV system the Contractor shall provide the tape in Video
Hone System (VHS) format. The Contractor shall provide the Government with
the original tape as part of the docunentation of the system and shal

submit a letter certifying that the CCTV systemis ready for performance
verification testing. The field testing shall as a m ni mumi ncl ude:

a. Verification that the video transm ssion systemand any signal or
control cabling have been installed, tested, and approved as
speci fi ed.

b. When the systemincludes renpbte control/nonitoring stations or
renote switch panels, verification that the renpte devices are
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functional, conmmunicate with the security center, and perform al
functions as specified.

c. Verification that the switcher is fully functional and that the
swi tcher software has been progranmed as needed for the site
configuration.

d. Verification that switcher software is functioning correctly. Al
software functions shall be exercised.

e. Verification that video multiplexers are functioning correctly.

f. Operation of all electrical and nechanical sw tcher controls and
verification that the control perforns the designed function

g. Verification that all video sources and video outputs provide a
full bandwi dth signal that conplies with EIA 170 at all video
i nput s.

h. Verification that all video signals are terninated properly.

i. Verification that all caneras are ainmed and focused properly. The
Contractor shall conduct a wal k test of the area covered by each
canmera to verify the field of view

j. Verification that caneras facing the direction of rising or
setting sun are ained sufficiently below the horizon so that the
canera does not view the sun directly.

k. If vehicles are used in proximty of the assessnent areas,
verification of night assessnent capabilities and determnation if
headl i ght s cause bl oom ng or picture degradation

I. Verification that all caneras are synchroni zed and that the
pi cture does not roll when cameras are sw tched.

m Verification that the alarminterface to the IDS is functional and
that automatic camera call-up is functional with appropriate video
annotation for all designated ESS al arm poi nts and caner as.

n. \When pan/tilt nmounts are used in the system verification that the
limt stops have been set correctly. Verification of all controls
for pan/tilt or zoom nechanisns are operative and that the
controls performthe desired function. |f preposition controls
are used, verification that all honme positions have been set
correctly, and have been tested for auto hone function and correct
hone position.

0. Wen done canera nounts are used in the system verify that al
preset positions are correct and that the done al so operates
correctly in a nmanual control node

The Contractor shall deliver a report describing results of functiona
tests, diagnostics, and calibrations including witten certification to the
Government that the installed conplete system has been calibrated, tested,
and is ready to begin performance verification testing. The report shal

al so include a copy of the approved performance verification test procedure.

3.4.3 Perf ormance Verification Test

The Contractor shall denpbnstrate that the conpleted CCTV system conplies
with the contract requirenents. Using approved test procedures, all
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3.

physi cal and functional requirenments of the project shall be denonstrated
and shown. The perfornmance verification test, as specified, shall not be
started until receipt by the Contractor of witten perm ssion fromthe
CGovernnent, based on the Contractor's witten report. This shall include
certification of successful conpletion of Contractor Field Testing as
specified in paragraph "Contractor's Field Testing," and upon successfu
conpletion of training as specified. |If the CCTV systemis being installed
in conjunction with an ESS, the CCTV perfornmance verification test shall be
run simultaneously with the ESS performance verification test. The
CGovernment may termnate testing at any tinme when the systemfails to
perform as specified. Upon term nation of testing by the Governnent or by
the Contractor, the Contractor shall comrence an assessnent period as
descri bed for Endurance Testing Phase Il. Upon successful conpletion of
the performance verification test, the Contractor shall deliver test
reports and ot her docunentation as specified to the Governnment prior to
conmenci ng the endurance test.

4.4 Endur ance Test

a. The Contractor shall denonstrate the specified requirenents of the
conpl eted system The endurance test shall be conducted in phases
as specified. The endurance test shall not be started until the
Governnent notifies the Contractor, in witing, that the
performance verification test is satisfactorily conpl eted
training as specified has been conpleted, and correction of al
out st andi ng deficiencies has been satisfactorily conpleted. |If
the CCTV systemis being installed in conjunction with an ESS, the
CCTV performance verification test shall be run sinultaneously
with the ESS performance verification test. The Contractor shal
provi de one operator to operate the system 24 hours per day,

i ncl udi ng weekends and hol i days, during Phase | and Phase ||
endurance testing, in addition to any government personnel that
may be nade avail able. The Governnent nay terminate testing at
any tinme the systemfails to performas specified. Upon

term nation of testing by the Governnment or by the Contractor, the
Contractor shall comence an assessnent period as described for
Phase Il. During the last day of the test the Contractor shal
verify the operation of each camera. Upon successful conpletion
of the endurance test, the Contractor shall deliver test reports
and ot her docunentation as specified to the Governnent prior to
acceptance of the system

b. Phase | (Testing): The test shall be conducted 24 hours per day
for 15 consecutive cal endar days, including holidays, and the
system shall operate as specified. The Contractor shall nmake no
repairs during this phase of testing unless authorized by the

Governnment in witing. |If the system experiences no failures
during Phase | testing, the Contractor may proceed directly to
Phase 111 testing after receipt by the Contractor of witten

permi ssion fromthe Governnent.

c. Phase Il (Assessment): After the conclusion of Phase I, the
Contractor shall identify all failures, determ ne causes of al
failures, repair all failures, and deliver a witten report to the
Governnent. The report shall explain in detail the nature of each
failure, corrective action taken, results of tests perforned, and
shal | recommend the point at which testing should be resuned.

After delivering the witten report, the Contractor shall convene
atest review neeting at the job site to present the results and
recomendations to the Governnment. The neeting shall not be
schedul ed earlier than 5 business days after receipt of the report
by the Governnent. As a part of this test review neeting, the
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Contractor shall denonstrate that all failures have been corrected
by perform ng appropriate portions of the performance verification
test. Based on the Contractor's report and the test review
neeting, the Governnent will determine the restart date, or may
require that Phase | be repeated. |If the retest is conpleted

wi t hout any failures, the Contractor may proceed directly to Phase
Il testing after receipt by the Contractor of witten perm ssion
fromthe Governnent.

d. Phase Il (Testing): The test shall be conducted 24 hours per day
for 15 consecutive cal endar days, including holidays, and the
system shall operate as specified. The Contractor shall make no
repairs during this phase of testing unless authorized by the
Governnent in witing.

e. Phase IV (Assessnent): After the conclusion of Phase IIl, the
Contractor shall identify all failures, determ ne causes of al
failures, repair all failures, and deliver a witten report to the
Governnent. The report shall explain in detail the nature of each
failure, corrective action taken, results of tests perforned, and
shal | reconmend the point at which testing should be resuned.

After delivering the witten report, the Contractor shall convene
atest review neeting at the job site to present the results and
recomendations to the Governnment. The neeting shall not be
schedul ed earlier than 5 business days after receipt of the report
by the Governnent. As a part of this test review neeting, the
Contractor shall denonstrate that all failures have been corrected
by repeating appropriate portions of the perfornance verification
test. Based on the Contractor's report and the test review
nmeeting, the Governnment will deternmine the restart date, and may
require that Phase |IIl be repeated. The Contractor shall not
comrence any required retesting until after receipt of witten
notification by Government. After the conclusion of any retesting
whi ch the Governnent may require, the Phase |V assessnent shall be
repeated as if Phase Il had just been conpl eted.

f. Exclusions: The Contractor will not be held responsible for
failures resulting fromthe foll ow ng:

(1) An outage of the main power supply in excess of the capability
of any backup power source, provided that the automatic initiation
of all backup sources was acconplished.

(2) Failure of a Governnent furnished DTMcircuit, provided that
the failure was not due to Contractor furnished equi pnent,
installation, or software.

(3) Failure of existing Governnent owned equi pnent, provided that
the failure was not due to Contractor furnished equi pnent,
installation, or software.

-- End of Section --
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